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Editorial Welcome

reetings and welcome to the Spring/Summer 2020 issue of Global Secu-

rity and Intelligence Studies Journal. This installation of GSIS is a special

edition focusing on the emergence of the 6™ warfighting domain; the Psy-
chological Domain. This issue is very exciting and packed with insightful research,
must read book reviews, policy recommendations, and an interview with Mr. Em-
erson Brooking, author of LikeWar: The Weaponization of Social Media.

The nature and execution of warfare has evolved throughout history. War-
fare was once solely conducted through physical engagement of an enemy, armies
dueling in will and might on the field of battle. Evolutions in technology intro-
duced Naval and Air power to further influence and expand the battlefield. Most
recently technology has opened the door to both Cyber and Space warfare. For the
first time in history nations are able to leverage their might without the need for a
physical presence or kinetic munitions.

Now, there is evidence supporting the weaponization of social connectivi-
ty and information sharing. The fundamental principles of psychology are being
used as a weapon to inspire a nation’s citizens against one another. In 2007 the
world witnessed Estonia receive the first volley of attacks in an international cyber
war. But another significant event occurred intertwined and largely unnoticed in
the Bronze Revolution that shut down an entire nation. The battle was also the first
instance of psychology employed as its own front on a multi-domain battlefield
where no soldiers ever took up arms or held a line. Since this instance the employ-
ment of psychology as more than just a tool of conflict has grown in intensity and
sophistication.

Scholars and practitioners alike have struggled to resolve the roles of psy-
chology in modern warfare while being constrained with ideas, tools, and pro-
cesses, intended for use in more traditional warfare. As a result fragmented terms
such as the Human Domain, Cognitive Domain, Information operations, Behavioral
Domain, and Psychological Operations or Warfare have made their way into both
academia and some operational publications with little unifying and no clarifying
efforts. It is the aim of this collection of research to draw a line in the sand and
declare the formal establishment of the Psychological Domain as the 6™ warfighting
domain.

As the name implies Psychological encompasses each of the aforemen-
tioned bits of vernacular without unnecessarily limiting the scope or application
of the domain. Terms such as human, cognitive, and behavior are all parts of the
larger psychological field. Use of the term psychology may conjure images of the
infamous Project MK-ULTRA or ‘enhanced interrogations’ used in the War on
Terror. However, these examples highlight the need for specificity in terminology.
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Global Security and Intelligence Studies

Neither of these instances were informed by comprehensive, accurate, or substan-
tiated psychological knowledge. Bringing unity to a severely fragmented capability
will empower effectiveness in offensive and defensive operations across the spec-
trum of multi-domain operations.

The current COVID-19 pandemic highlights the critical need for unified
efforts in the Psychological Domain. Claims of the virus being a bio-weapon,
sanctions causing millions of deaths, and martial law all support themes of de-
vising narratives not unlike those seen in recent political elections. Using Goo-
gle Fact Checking Tool a 90 day review of 1,558 articles pertaining to COVID-19
presenting themselves as factual news was undertaken. The review revealed 1,240
completely false articles, 237 as misleading, and 25 as ambiguous. Only 36 of the
original 1,558 were categorized as truthful. The remaining 16 articles were noted
as being deliberately manipulative. The sheer numbers and blending of mislead-
ing, ambiguous, false, and manipulative data creates a brute force suppression of
factual reporting.

This special edition opens with The Case for the Sixth Domain of War: Psy-
chological Warfare in the Age of Advanced Technology. Authors Media Ajir and
Bethany Vailliant make a captivating argument for the addition of a 6™ domain
of warfare. They draw focus to advancements in technology that makes access to
populations easier, but psychological refinement of the message is still in need. As
aresult, efforts in the current 5 domain construct to influence a population are too
compartmentalized to be effective.

Our second article, Psychology as a Warfighting Domain by a veteran intel-
ligence team Sarah Soffer, Carter Matherly, & Robert Stelmack highlights the use
of psychological operations throughout major historical conflicts. Through their
research we are presented with an evolution of psychological warfare that notes its
successes and failures. It closes with a synopsis of the modern information envi-
ronment and signposts for the future in an interconnected world.

The third article in this special edition, Discovering Influence Operations on
Twitch.tv: A Preliminary Coding Framework draws attention to how digital stream-
ing platforms can and are being used as stages for influence operations. Authors
Alexander Sferrella and Joseph Conger present a unique coding framework using
Python scripting to help identify potential bots at rates faster and more accurately
than human intervention.

Our fourth article takes aim at the propaganda efforts of one of the most ac-
tive nations leveraging the Psychological Domain; Russia. Joseph Pagan highlights
evolving political motivations of Russias ruling elite in A New Russian Realpoli-
tik: Putins Operationalization of Psychology and Propaganda. The article discusses
specific psychological theories that have been operationalized for use within the
domain.
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Our fifth article, What's Thinking Got To Do With It? The Challenge Of Eval-
uating and Testing Critical Thinking In Potential Intelligence Analysts, challenges
intelligence practitioners and educators to consider the importance of critical
thinking as a means to combat operations present in the Psychological Domain.
Author Margaret S. Marangione reminds us that the best defense against wea-
ponized information is applied cognition. Dr. Marangione makes her argument
against the backdrop of critical thinking capabilities of younger generations and
job placement testing.

Our final article in the special edition is brought to us by Jim Burch. His ar-
ticle Reflecting History: The Basis for Assessing the Future serves as a reminder that
despite advances in technology and strategic thought, the basics still matter. While
the intelligence community might currently prize analysts who have the ability to
code and run scripts, the basics of historical and cultural understandings cannot
be discarded. Dr. Burch notes how both historical and cultural understandings are
intertwined with approaches to the psychology of an intelligence target, thereby
broadening the basic skill set analysts need for success in an evolving environment.

We are also pleased to present a policy discussion from Jeremiah Deibler
titled Contesting the Psychological Domain During Great Power Competition. His
work highlights the need for a shift in strategic thinking to include the Psychologi-
cal Domain in operational planning and execution. Resources and personnel must
be dedicated to leveraging the benefits the Domain offers. His work makes the
astute observation that message-centric operations are weapons with the potential
to win conflict without the need for kinetics. However, the United States is in need
of a unified force and planning cycle that can effectively fight in the domain.

Lastly, the special edition was humbled to have the opportunity to sit with
Emmerson Brooking, Author of LikeWar, to discuss the evolution of warfare in
the face of social media and the Psychological Domain. We close this edition with
book reviews on three must have volumes for Intelligence practitioners. Austin
Gouldsmith reviews LikeWar: The Weaponization of Social Media, Messing with
the Enemy noting the dangers of social media and how it has been exploited for
the benefit of global revisionist powers. Sara Soffer offers her review of Surviving
in a Social Media World of Hackers, Terrorists, Russians, and Fake News continuing
the discussion on the perils of social media through the eyes of malicious actors.
Joel Wickwire offers his keen insight in reviewing The Conduct of Intelligence in
Democracies: Processes, Practices, Cultures, discussing the impact of intelligence
operations on the global stage.

I sincerely hope you enjoy this special edition of Global Security and Intel-
ligence Studies Journal. We set out to tackle a significant gap in both current aca-
demic literature as well as in the practice of warfare. Through the efforts of numer-
ous talented individuals including authors, consultants, and subject matter experts
we have been able to definitively establish and define a new warfighting domain
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critical to academia, political, intelligence, military, and educational professionals
alike. As a result we have presented a compelling argument detailing the critical
need for the formal recognition of the Psychological Warfighting Domain. Thank
you for being part of this journey.

In Arms,

Carter Matherly, Ph.D.
Guest Editor Global Security and Intelligence Studies

I would be remiss if I did not take a moment to thank the Editorial
Staft of Global Security and Intelligence Studies including the many
experts who contributed their time and efforts to see this edition
and the included research come to reality. The Editor-in-Chief, Dr.
Melissa Layne, thank you for the support and mentorship through-
out the process of advertising, reviewing, compiling and publishing
this special edition. Without your support or guidance this issue
would not have come together so well, it has been an unprecedent-
ed honor and experience. A special thank you goes to Ms. Mary-
elizabeth Gano who was instrumental in introducing me to the
staff of GSIS making this issue a possibility. Lastly a salute to all the
members of the 14F community for your support and insight while
developing this seminal volume.
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Bienvenida editorial

aludos y le damos la bienvenida a la ediciéon Primavera / Verano 2020 de la

revista Global Security and Intelligence Studies Journal. Esta instalacion de

GSIS es una edicidn especial que se centra en la aparicion del sexto dominio
de guerra; El Dominio Psicologico. Este tema es muy emocionante y esta lleno
de investigaciones perspicaces, debe leer resefias de libros, recomendaciones de
politicas y una entrevista con el Sr. Emerson Brooking, autor de LikeWar: The We-
aponization of Social Media.

La naturaleza y ejecucion de la guerra ha evolucionado a lo largo de la histo-
ria. La guerra una vez se llevo a cabo tinicamente a través del compromiso fisico de
un enemigo, los ejércitos en duelo de voluntad y poder en el campo de batalla. La
evolucidon de la tecnologia introdujo el poder naval y aéreo para influir y expandir
aun mas el campo de batalla. Mas recientemente, la tecnologia ha abierto la puer-
ta a la guerra cibernética y espacial. Por primera vez en la historia, las naciones
pueden aprovechar su poder sin la necesidad de una presencia fisica 0 municiones
cinéticas.

Ahora, hay evidencia que respalda el uso de armas de la conectividad social
y el intercambio de informacién. Los principios fundamentales de la psicologia
se estan utilizando como un arma para inspirar a los ciudadanos de una nacién
unos contra otros. En 2007, el mundo vio a Estonia recibir la primera descarga
de ataques en una guerra cibernética internacional. Pero otro evento significativo
ocurrié entrelazado y en gran medida desapercibido en la Revolucién de Bronce
que cerrd una nacion entera. La batalla también fue la primera instancia de psi-
cologia empleada como su propio frente en un campo de batalla multidominio
donde ningun soldado tom¢ las armas o mantuvo una linea. Desde esta instancia,
el empleo de la psicologia como algo mas que una simple herramienta de conflicto
ha crecido en intensidad y sofisticacion.

Los académicos y los profesionales por igual han luchado para resolver los
roles de la psicologia en la guerra moderna mientras se ven limitados por ideas,
herramientas y procesos, destinados a ser utilizados en una guerra mas tradicio-
nal. Como resultado, términos fragmentados como Dominio humano, Dominio
cognitivo, Operaciones de informacién, Dominio conductual y Operaciones psi-
coldgicas o Guerra han llegado a la academia y a algunas publicaciones operativas
con pocos esfuerzos unificadores y sin aclaraciones. El objetivo de esta coleccién
de investigacion es trazar una linea en la arena y declarar el establecimiento formal
del Dominio Psicoldgico como el sexto dominio de guerra.

Como su nombre lo indica, Psicolégico abarca cada uno de los fragmentos
de lengua verndcula antes mencionados sin limitar innecesariamente el alcance
o la aplicaciéon del dominio. Términos como humano, cognitivo y de comporta-
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miento son parte del campo psicolégico mas amplio. El uso del término psicolo-
gia puede evocar imagenes del infame Proyecto MK-ULTRA o “interrogatorios
mejorados” utilizados en la Guerra contra el Terror. Sin embargo, estos ejemplos
resaltan la necesidad de especificidad en la terminologia. Ninguno de estos casos
fue informado por un conocimiento psicoldgico completo, preciso o comprobado.
Llevar la unidad a una capacidad severamente fragmentada potenciara la efecti-
vidad en operaciones ofensivas y defensivas en todo el espectro de operaciones
multidominio.

La actual pandemia de COVID-19 destaca la necesidad critica de esfuerzos
unificados en el Dominio Psicolégico. Las afirmaciones de que el virus es un arma
bioldgica, las sanciones que causan millones de muertes y la ley marcial respaldan
todos los temas de la elaboracion de narrativas no muy diferentes a las vistas en
las recientes elecciones politicas. Con Google Fact Checking Tool se llevo a cabo
una revision de 9058 dias de 1,558 articulos relacionados con COVID-19 que se
presentaron como noticias objetivas. La revision reveld 1.240 articulos comple-
tamente falsos, 237 como engafosos y 25 como ambiguos. Solo 36 de los 1,558
originales fueron categorizados como verdaderos. Los 16 articulos restantes fue-
ron sefialados como deliberadamente manipuladores. Los niimeros absolutos y
la combinacién de datos engafiosos, ambiguos, falsos y manipuladores crean una
supresion de la fuerza bruta de los informes facticos.

Esta edicion especial comienza con El caso del sexto dominio de la guerra:
guerra psicologica en la era de la tecnologia avanzada. Los autores Media Ajir y
Bethany Vailliant hacen un argumento cuidador para la descripcién de un sexto
dominio de guerra. Se centran en los avances tecnoldgicos que facilitan el acceso
a las poblaciones, pero aun se necesita un refinamiento psicolégico del mensaje.
Como resultado, los esfuerzos en la construccion actual de 5 dominios para influir
en una poblacion estan demasiado compartimentados para ser efectivos.

Nuestro segundo articulo, Psicologia como dominio de combate de guerra
por un veterano equipo de inteligencia, Sarah Soffer, Carter Matherly y Robert Stel-
mack destacan el uso de las operaciones psicologicas en los principales conflictos
histéricos. A través de su investigacion, se nos presenta una evolucion de la guerra
psicoldgica que sefala sus éxitos y fracasos. Se cierra con una sinopsis del entorno
de informacién moderno y las sefiales para el futuro en un mundo interconectado.

El tercer articulo de esta edicion especial, La influencia de las operaciones en
Twitvh.tv: un marco preliminar de coding llama la atencién sobre como las plata-
formas de transmision digital pueden y estdn siendo utilizadas como etapas para
operaciones de influencia. Los autores Alexander Sferrella y Joseph Conger pre-
sentan un marco de codificacion unico que utiliza secuencias de comandos de
Python para ayudar a identificar posibles robots a velocidades mas rapidas y mas
precisas que la intervencién humana.
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Nuestro cuarto articulo apunta a los esfuerzos de propaganda de una de
las naciones mas activas que aprovechan el Dominio Psicologico; Rusia. Joseph
Pagan destaca las motivaciones politicas en evolucion de la élite gobernante de
Rusia en Una nueva Realpolitik rusa: la operacionalizacion de la psicologia y la
propaganda de Putin. El articulo analiza las teorias psicoldgicas especificas que se
han puesto en funcionamiento para su uso dentro del dominio.

Nuestro quinto articulo, ;Qué tiene que ver el pensamiento con eso? El desa-
fio de evaluar y probar el pensamiento critico en analistas de inteligencia potencial,
desafia a los profesionales y educadores de inteligencia a considerar la importancia
del pensamiento critico como un medio para combatir las operaciones presentes
en el dominio psicolégico. La autora Margaret S. Marangione nos recuerda que la
mejor defensa contra la informacién armada es la cognicién aplicada. La Dra. Ma-
rangione presenta su argumento en el contexto de las capacidades de pensamiento
critico de las generaciones mas jovenes y las pruebas de insercion laboral.

Nuestro articulo final en la edicion especial nos lo trae Jim Burch. Su articu-
lo Reflejando la historia: la base para evaluar el futuro sirve como un recordatorio
de que, a pesar de los avances en tecnologia y pensamiento estratégico, lo basico
sigue siendo importante. Si bien la comunidad de inteligencia actualmente puede
premiar a los analistas que tienen la capacidad de codificar y ejecutar guiones,
no se pueden descartar los conceptos basicos de los entendimientos histéricos y
culturales. El Dr. Burch sefiala cdémo los entendimientos histéricos y culturales se
entrelazan con los enfoques de la psicologia de un objetivo de inteligencia, am-
pliando asi las habilidades basicas que los analistas necesitan para tener éxito en
un entorno en evolucion.

También nos complace presentar una discusion sobre politicas de Jeremiah
Deibler titulada Cuestionando el dominio psicoldgico durante la competencia del
gran poder. Su trabajo destaca la necesidad de un cambio en el pensamiento estra-
tégico para incluir el Dominio Psicoldgico en la planificaciéon y ejecucion opera-
tiva. Los recursos y el personal deben estar dedicados a aprovechar los beneficios
que ofrece el Dominio. Su trabajo hace la astuta observacion de que las operacio-
nes centradas en mensajes son armas con el potencial de ganar conflictos sin la
necesidad de cinética. Sin embargo, Estados Unidos necesita una fuerza unificada
y un ciclo de planificacién que pueda luchar eficazmente en el dominio.

Por ultimo, la edicidn especial se sintié honrada de tener la oportunidad de
sentarse con Emmerson Brooking, autor de LikeWar, para discutir la evolucién
de la guerra frente a las redes sociales y el dominio psicoldgico. Cerramos esta
edicion con resenas de libros sobre tres volumenes imprescindibles para los pro-
fesionales de inteligencia. Austin Gouldsmith revisa LikeWar: The Weaponization
of Social Media, Messing with the Enemy notando los peligros de las redes sociales
y como ha sido explotada en beneficio de los poderes revisionistas globales. Sara
Soffer ofrece su resenia de Surviving in a Social Media World of Hackers, Terro-
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rists, Russians, and Fake News, continuando la discusion sobre los peligros de las
redes sociales a través de los ojos de actores maliciosos. Joel Wickwire ofrece su
perspicacia al revisar La conducta de la inteligencia en las democracias: procesos,
practicas y cultura que discuten el impacto de las operaciones de inteligencia en el
escenario global.

Espero sinceramente que disfrute de esta edicion especial de la revista Glo-
bal Security and Intelligence Studies Journal. Nos propusimos abordar una bre-
cha significativa tanto en la literatura académica actual como en la practica de la
guerra. A través de los esfuerzos de numerosas personas con talento, incluidos
autores, consultores y expertos en la materia, hemos podido establecer y definir
definitivamente un nuevo dominio de combate critico para profesionales acadé-
micos, politicos, de inteligencia, militares y educativos por igual. Como resultado,
hemos presentado un argumento convincente que detalla la necesidad critica del
reconocimiento formal del dominio de lucha psicoldgica de guerra. Gracias por
ser parte de este viaje.

En armas,

Carter Matherly, Ph.D.
Editor invitado Global Security and Intelligence Studies

Seria negligente si no me tomara un momento para agradecer al
Equipo Editorial Global Security and Intelligence Studies, incluidos
los muchos expertos que contribuyeron con su tiempo y esfuerzos
para ver esta edicién y la investigacion incluida hacerse realidad.
La Editora en Jefe, Dra. Melissa Layne, le agradece el apoyo y la tu-
toria durante todo el proceso de publicidad, revision, compilacién
y publicacién de esta edicidon especial. Sin su apoyo u orientacidn,
este problema no se habria unido tan bien, ha sido un honor y una
experiencia sin precedentes. Un agradecimiento especial a la Sra.
Maryelizabeth Gano, quien fue instrumental en presentarme al per-
sonal de GSIS haciendo posible esta cuestion. Por altimo, un saludo
a todos los miembros de la comunidad 14F por su apoyo y conoci-
miento mientras desarrolla este volumen seminal.
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The Case for the Sixth Domain of
War: Psychological Warfare in the
Age of Advanced Technology

Bethany Vailliant and Media Ajir

ABSTRACT

Wills win wars. A country at war must have and maintain the sup-
port of its people to achieve victory. Targeting will, using advanced
information technology (IT), presents a new vulnerability for the
United States. Literature in this field has largely ignored the psycho-
logical effects of new, cyber-enabled tools; therefore, the concept of
information warfare has tended to favor primarily technical infra-
structure. This oversight has caused state mismanagement of what
was once carefully managed disruption by the United States. Tools
and techniques have been refined to transcend effects beyond mate-
rial goods, entering our minds and manipulating our behavior. The
weaponization of these tools urges us to consider the sufficiency of
our current framework for warfare—the five domains. This research
argues that due to the disruptive change in the delivery method of
information, a sixth, psychological domain should be established to
properly assess and operationalize effects going forward.

Keywords: cyberspace, psychological domain, psychological war-
fare, information warfare, fifth domain, sixth domain

El caso del sexto dominio de la guerra: guerra
psicologica en la era de la tecnologia avanzada

RESUMEN

Las voluntades ganan guerras. Un pais en guerra debe tener y man-
tener el apoyo de su gente para lograr la victoria. La focalizacion,
utilizando tecnologia de informacién avanzada, presenta una nueva
vulnerabilidad para los Estados Unidos. La literatura en este campo
ha ignorado en gran medida los efectos psicolégicos de las nuevas
herramientas cibernéticas; por lo tanto, el concepto de guerra de in-
formacion ha tendido a favorecer principalmente la infraestructura
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técnica. Este descuido ha provocado una mala gestion estatal de
lo que antes era una interrupcioén cuidadosamente manejada por
Estados Unidos. Las herramientas y técnicas se han refinado para
trascender los efectos mas alla de los bienes materiales, entrar en
nuestras mentes y manipular nuestro comportamiento. El arma-
mento de estas herramientas nos insta a considerar la suficiencia de
nuestro marco actual para la guerra: los cinco dominios. Esta inves-
tigacion argumenta que, debido al cambio disruptivo en el método
de entrega de informacion, se debe establecer un sexto dominio psi-
coldgico para evaluar y operacionalizar adecuadamente los efectos
en el futuro.

Palabras clave: Ciberespacio, dominio psicolégico, guerra psicol-
gica, guerra de informacién, quinto dominio, sexto dominio
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Introduction in the information sphere. According
to the Department of Defense (DoD),

s warfare has modernized, its “Information is a powerful tool to in-
Adisruptive nature continues to fluence, disrupt, corrupt, or usurp an
take advantage of advanced adversary’s ability to make and share
technologies, especially those with- decisions” (Joint Chiefs of Staft 2014).
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Such disruptions began with the inven-
tion of mass printing in the fifteenth
century, when books became available
to large swaths of people, arguably ig-
niting civilization’s leap forward into the
current era, “including but not limited
to the Reformation, the Enlightenment,
the steam engine, journalism, modern
literature, modern medicine, and mod-
ern democracy” (Marantz 2019).

While the chains that shackled
the free flow of information were com-
ing undone, so too did misinformation
break free as its opposite. The gatekeep-
ers of knowledge started to shift from
princes and priests, to new entrepre-
neurs who had the financial means to
access and purchase the powerful new
technology of the printing press.

In the twentieth century, with the
advent of the internet, new liberators of
information have emerged. The dawn
of this new era was described with the
same excitement as that of the printing
press. Unlike the print media howev-
er, where gatekeepers—and the law in
many places—had final say on what
was published and what was not, this
new means of information sharing was
unregulated/under-regulated and full
of advocates for an internet based on
the liberation of knowledge and pow-
er. However, while stakeholders in this
era have debated the antiquities of free
speech and its nuances, what has been
ignored almost entirely is the potential
for a new kind of warfare targeting the
human mind, amplified by new tech-
nology and tools of communication.

Over the years, while the Unit-
ed States has been building up its un-

matched and largely physical military
strength, its adversaries have been
busy searching out and filling whatever
asymmetric power gaps they are able.
As we argued in our previous article,
Russian Information Warfare: Implica-
tions for Deterrence Theory, a common
development of state actors with fewer
defense resources has led to the devel-
opment of tools of power that are low
cost and high impact (Ajir and Vailliant
2018). The United States (and many
other Western states for that matter) is
still unprepared to deal with this new
reality.

The Joint Chiefs of Staff (2014)
clearly call out the problem:

The instruments of national
power (diplomatic, informa-
tional, military, and economic)
provide leaders in the United
States with the means and ways
of dealing with crises around the
world. Employing these means
in the information environment
requires the ability to securely
transmit, receive, store, and pro-
cess information in near real
time. The nation’ state and non-
state adversaries are equally
aware of the significance of this
new technology, and will use
information-related capabilities
(IRCs) to gain advantages in the
information environment, just as
they would use more traditional
military technologies to gain ad-
vantages in other operational en-
vironments. These realities have
transformed the information
environment into a battlefield,



Global Security and Intelligence Studies

which poses both a threat to
the Department of Defense
(DOD), combatant commands
(CCMDs), and Service compo-
nents and serves as a force mul-
tiplier when leveraged effectively.

This paper argues for the recog-
nition of a new, psychological domain
in order to create the framework to un-
derstand the target effects of such new
tools. The delivery method for informa-
tion is rapidly changing, making its po-
tential effects more detrimental and/or
lethal, especially in a world of reemerg-
ing great power competition. Therefore,
the establishment of a sixth domain of
warfare is necessary as we move forward
into the twenty-first century. In order to
make the case for its recognition, we
will define the necessary components of
a domain, identify where the cyber do-
main ends and where the psychological
domain begins, and illustrate the impli-
cations of advanced technology on war-
fare in the new domain. At its core, this
research seeks to explore why a psycho-
logical domain has not yet been recog-
nized, and to argue that the time to do
SO is now.

Information Operations in the
Age of Advanced Technology

he United States’ military supe-
riority has largely been defined
by its unique ability to navigate
and dominate its enemies in the clas-
sical domains of warfare. Military op-
erations have fundamentally changed
throughout the twentieth century to
adapt to new technologies. Historically,

operations were dominated by the two
domains of land and sea. The advent of
powered flight in 1904 resulted in the
creation of the third domain, air, and
fifty years after the first powered flight,
the US Air Force was born. The space
domain was acknowledged not long af-
ter, with the advent of Ronald Reagan’s
Strategic Defense Initiative in the 1980s
(Allen and Gilbert 2018). Finally, the
Pentagon’s declaration of cyberspace as
the fifth domain of warfare came after
a massive DoD network compromise in
2008 (Horning 2011).

Despite the importance of do-
mains to war, a clear and concise defi-
nition does not seem to have been put
forth in military doctrine. We recog-
nize that the very concept of “domain”
may be problematic to some, as they all
cannot be compared equally. The con-
ventional domains of air, land, and sea
are certainly more physical in nature
than the cyber domain and, while space
may also be physical, it has so far prov-
en to be most useful for virtual enabling
effects, such as communication, sur-
veillance, and navigation (Heftye 2017).
However, “domain” has become such an
embedded concept in military thinking
that we do not wish to debate its value
as a construct. Therefore, we put for-
ward the definition by Patrick Allen
and Dennis Gilbert of Johns Hopkins
University for consideration:

1) Itis a sphere of interest

2) Itis a sphere of influence in that ac-
tivities, functions, and operations
can be undertaken in that sphere to
accomplish missions
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3) It is a sphere that may include the
presence of an opponent

4) It is a sphere in which control can
be exercised over that opponent.

All of the war domains are nested
within the larger information environ-
ment. The use of information during
wartime or in peacetime operations is
not unique to any of the domains. The
objective when conducting information
operations in any of the domains is to
deny, corrupt, or destroy an adversary’s
information and systems, to defend
our own, and to exploit available infor-
mation to enhance the decision cycle
and achieve information superiority
(Kovacich and Jones 2006). The Joint
Chiefs of Staff (2019) define “informa-
tion environment” as:

The aggregate of individuals,
organizations, and systems that
collect, process, disseminate, or
act on information.

Furthermore, it defines “information
operations” as:

The integrated employment,
during military operations, of
information-related capabilities
in concert with other lines of op-
eration to influence, disrupt, cor-
rupt, or usurp the decision-mak-
ing of adversaries and potential
adversaries while protecting our
own.

More broadly, “information warfare”
generally comprises three functional
areas:

e clectronic warfare (e.g., jamming
communications links, eavesdrop-
ping of signals)

e network warfare (where comput-
er networks are the weapons and
targets)

e psychological operations (which
aims at altering the perceptions of
the target audience to be favorable
to one’s objective) (Brazzoli 2007)

Where the Cyber Domain
Begins and Ends

apping out cyberspace can

assist in visualizing the fifth

domain (see Appendix 1).
Cyberspace is generally viewed as
three layers: physical, logical, and so-
cial. Within these three layers are five
components: geographic, the physical
network, the logical network, cyber
persona, and persona. The geographic
component refers to the physical loca-
tion of network elements. The physical
network components include all of the
hardware and infrastructure required
for network operability. The logical lay-
er is technical in nature and consists of
the logical connections that exist be-
tween devices. The social layer consists
of cyber personas, referring to identifi-
cation on a network, such as email ad-
dresses or computer IP addresses, and
personas, meaning the actual person
behind the network. This top social
layer is obviously required, as the fifth
domain cannot be navigated without
end-to-end users. However, operations
conducted with targets in the cyber do-
main allow only for the effects of the
two functional areas of electronic and
network warfare, excluding the effects
of psychological operations.
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The Joint Chiefs of Staff (2019)
define “cyberspace” as:

A global domain within the in-
formation environment consist-
ing of the interdependent net-
works of information technology
infrastructures and resident data,
including the Internet, telecom-
munications networks, comput-
er systems, and embedded pro-
cessors and controllers.

The tendency to artificially view
acts that occur in cyberspace as au-
tomatically constituting network and
electronic warfare excludes the impacts
of virtual connectivity that extend far
beyond the underlying infrastructure
that makes its existence possible. This,
we believe is the first mistake—no-
where in the definition of cyberspace
are the human-related tools and effects
included. In order to begin untangling
the cyber domain from the others, it is
first important to understand exactly
what the larger objectives of cyber war-
fare by itself are, and consequently what
they are not.

RAND defines “cyber warfare” as
follows:

The actions by a nation-state or
international organization to
attack and attempt to damage
another nation’s computers or
information networks through,
for example, computer viruses or
denial-of-service attacks.

Cyberwar and its effects, as de-
fined by the DoD, occur exclusively
within the cyber domain, and are by
their very nature inseparable from the

information systems that magnify the
impacts of war in the information envi-
ronment. Attacks on critical infrastruc-
ture (such as railways, hospitals, stock
exchanges, airlines, financial systems,
oil pipelines, water distribution systems,
electric grids, etc.), distributed denial of
service (DDoS) attacks (online bank-
ing, digital news media, government
websites, etc.), malware, ransomware,
and data deletion are some of the most
prominent examples of methods used
to conduct an attack in the cyber do-
main (Greenberg 2019). The objective
of an attack in the cyber domain is to
directly target the information itself or
the systems on which the information
resides.

According to the Geneva Centre
for Security Sector Governance, Com-
puter Network Operations (CNO) are
comprised of three forms: 1) computer
network attacks, which are operations
designed to disrupt, deny, degrade, or
destroy information on computers or
computer networks or the computers
or networks themselves, 2) computer
network exploitation, which is the re-
trieving of intelligence-grade data and
information from enemy computers by
ICT means, and 3) computer network
defense, which consists of all measures
necessary to protect ones own ICT
means and infrastructures. All three
CNO forms of activity can take place
within cyberspace in a manner that
does not rise to the level of impact nec-
essary to constitute an attack or warfare.

While the impacts from cyber
warfare are potentially many, the un-
derlying threat that ultimately emanates
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from war in the cyber domain is our ev-
er-increasing dependence on the elec-
tromagnetic spectrum (EMS), which
is the foundation upon which entrance
into the virtual space and the storage of
information is possible (Schreier 2015).
It is the targeting and exploitation of
this underlying technological infra-
structure that makes the cyber domain
distinct from the other domains. The
modern world has become so reliant
upon cyberspace for all aspects of life
that the loss of the ability to operate in
cyberspace is potentially crippling in all
domains. Indeed, cyberspace enables
faster and more efficient transmission
of information within and across all of
the other domains. Networks, informa-
tion technology (IT) systems, and com-
puter databases enable national leader-
ship and the military to create a higher
level of shared situational awareness, to
better synchronize command, control,
and intelligence, and to translate infor-
mation superiority into combat power
(Schreier 2015). All types of nation-
al-level operations are increasingly reli-
ant on the use of data and information,
and virtual transmission through cy-
berspace allows its ingestion and anal-
ysis, sometimes almost instantaneously.

Therefore, we believe that the
definition of “cyberspace” offered by
the DoD needs to be expanded. While
it does correctly state that cyberspace
is a part of the broader information en-
vironment, its second mistake is that
it does not recognize its role as a force
multiplier that enhances the effective-
ness of the information environment
as a whole. For this reason, we offer the
following to accurately reflect the true

nature of the role of cyberspace:

A global domain that operates
within, and as an enabler of,
the information environment
throughtheuseoftheinformation
technology infrastructures and
resident data, including the in-
ternet, telecommunications net-
works, computer systems, and
embedded  processors  and
controllers.

As a result of cyberspace’s role
in enhancing the effectiveness of the
information environment, subsequent
cyber-enabled delivery methods of in-
formation will continue to evolve. This
means effects for psychological oper-
ations will require their own domain
and the definition of cyberspace will
not need to include human-related
tools and effects. This is precisely where
the cyber domain ends, and where the
psychological domain begins. Because
while the distinguishing feature of war
in the cyber domain is its targeting of
the structures that enable cyberspace
to function, war in the cyber domain
does not include the influence opera-
tions that seek to, for example, spread
disinformation and propaganda or hurt
adversaries by leaking damaging infor-
mation about them (Greenberg 2019).

Where the Psychological
Domain Begins

he human dimensions of infor-
mation have always existed with-
in the information environment.
Often called by another name, “psycho-
logical operations” (or PSYOPS) have
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often been recognized as one of the core
components of information warfare. If
psychological operations occur within
the human mind and have always exist-
ed, why has it not been officially recog-
nized as a domain of war? The answer
is that historically, as an instrument of
war, influencing public opinion within
an enemy state was expensive, slow, da-
ta-poor, and attributable (Hwang and
Rosen 2017). This is no longer true, and
the reason admittedly has everything to
do with cyberspace and its underlying
foundation of advanced technology.

The combined use of technology
with these human-related dimensions
exponentially amplifies the influence
that a message has on decision-making.
If cyber-enabled psychological opera-
tions are undertaken with the objective
of achieving information superiori-
ty, the effects will not be found within
cyberspace—they will be found in the
sixth, and currently unrecognized psy-
chological domain. While the ultimate
target in the cyber domain is the un-
derlying EMS that makes up our virtual
world and everything that depends on
it to work, it is within the psycholog-
ical domain that the human mind is
targeted through constantly evolving
methods of cyber-enabled psychologi-
cal warfare.

It is important to note that the
sixth domain should be called the psy-
chological domain, rather than the
cognitive domain. Cognition is “the
mental action or process of acquiring
knowledge and understanding through
thought, experience, and the senses”
(Oxford Online Dictionary, s.v. “cog-

nition,” https://www.lexico.com/en/
definition/cognition). This involves the
biological and neurological processes
linked to attention, executive function,
memory, visuospatial function, and lan-
guage. In contrast, psychological refers
to “of, affecting, or arising in the mind;
related to the mental and emotional
state of a person” (Oxford Online Dictio-
nary, s.v. “psychological,” https://www.
lexico.com/en/definition/psychologi-
cal). Cognition can be viewed as a fac-
ulty of being human that is one aspect
of psychology studies. This distinction
is important because cyber-enabled in-
formation warfare does not attack only
the underlying cognition of the human
brain, but the broader psychology of
an individual, including their mental
state; perception; cognitive, emotional,
and social processes; and behavior. Fur-
thermore, there is a body of research
that illustrates how the growing use of
technology can affect human cognitive
abilities (Wilmer, Sherman, and Chein
2017), such as attention span and mem-
ory. Therefore, our cognition is being
targeted as an indirect result of peo-
ples’ increasing reliance on technology,
making us more vulnerable to future
targeted cyber-enabled psychological

operations.

Using Allen and Gilbert’s pro-
posed definition and subsequent com-
ponents of a domain, the psychological
domain has all the required characteris-
tics to be formally recognized. First, the
human mind is a sphere of interest for
those inclined to manipulate its deci-
sion-making processes, behaviors, and
emotions. Second, within this sphere,
activities, functions, and operations
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can be undertaken to accomplish mis-
sions—these actions have existed since
the beginning of humanity and have
exponentially increased along with the
expansion of technology. Third, it is a
sphere that may include the presence of
an opponent—adversaries are increas-
ingly using information operations to
gain an advantage within the human
mind. Lastly, it is a sphere in which
control can be exercised over an op-
ponent, as information warfare tactics
aim to deceive, manipulate, and control
an opponent’s decisions or lack thereof.

In the second component, the
psychological and cyber domains are
intertwined, making their distinction
difficult. This is because the activities,
functions, and operations undertaken
to influence the human mind in the
psychological domain are occurring
through cyberspace in the modern in-
formation environment (refer to the
social layer of cyberspace in Appendix
1). This may be difficult to understand
in the traditional sense, since the clas-
sical domains of warfare tend to lend
themselves to easy delineation. For ex-
ample, tanks conduct ground warfare,
ships belong in the ocean, and planes
fly in the air; however, even these rel-
atively straightforward examples de-
mand some scrutiny. All domains have
entry and exit points into other do-
mains at some point. Aircraft land on
the ground or at sea, and ships dock
at land-based ports. Warheads enter
space before making their reentry to
hit their land-based targets. This dif-
ferentiation becomes more important
as we move away from traditional war-
fare and towards the more convoluted,

virtual spheres of influence. The sphere
of influence where the effects actually
take place and the end objective are al-
ways more important when assigning
an operation to a domain of war than
whatever activities are necessary to
achieve it.

Information can be defined in
two ways: facts provided or learned
about something or someone and what
is conveyed or represented by a partic-
ular arrangement or sequence of things
(in computing, this is data as processed,
stored, or transmitted by a computer).
In fact, in Late Middle English, infor-
mation was known as the “formation of
the mind” (Oxford Online Dictionary,
s.v. “information,” https://www.lexi-
co.com/en/definition/information).
As stated previously, the information
environment is a sphere in which all
domains operate. Figure 1 illustrates
our proposed model of how informa-
tion, whether delivered through virtual
or non-virtual methods, can be trans-
ported and have psychological effects.
This manner of visualizing our theory
is two-fold. First, it allows cyber-en-
abled psychological operations to be
carried out within its own domain and
its effects to have a home. Second, it
demonstrates that without a human
to cognitively observe and infer what
is happening (a cognitive maneuver),
none of the other domains matter, and
arguably, without people writ large ap-
plying their cognition, those domains
arguably do not exist. This illustrates
that targeting the psychological do-
main can impact all actions in the oth-
er domains downstream.
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Figure 1. The information environment spans across all war domains,
enhanced by the use of cyber-enabled (virtual) delivery methods.

Cyberspace gives states and in-
dependent groups a direct pathway
into the hearts and minds of individ-
ual citizens through the internet. For
this reason, “cyber-enabled” psycholog-
ical war in the psychological domain
shares many characteristics of the cyber
domain, such as low cost of entry, the
ability to be endlessly replicated, the dif-
ficulty of attribution, and the odds cur-
rently being in favor of the offense over
the defense. Within the larger informa-
tion environment, activities undertak-
en in cyberspace are a pathway into the
human mind, enhancing, but not solely
enabling, the activities, functions, and
operations that an adversary under-
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takes to achieve its objectives. Just as an
intercontinental ballistic missile allows
nuclear warheads to be guided to their
targets thousands of miles away, the
internet allows messages to be carried
across oceans right into our pockets.
This analogy, although oversimplified,
is no less powerful—methods of deliv-
ery that minimize the time it takes and
the distance a message has to travel can
create catastrophic outcomes for those
on the receiving end. Regardless of the
way that information travels, howev-
er, the most important consideration
should always be what end-state the ad-
versary intends to create to achieve its
overall mission.
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Methods of Cyber-Enabled
Psychological Warfare

n his book Thinking, Fast and Slow,

Daniel Kahneman argues that the

way the human mind deals with
information is broken down into two
systems: “System 1”7 and “System 27
System 1 operates automatically and
quickly, with little or no effort and no
sense of voluntary control; System 2
allocates attention to the mental ac-
tivities that demand it, including com-
plex computations. System 1, while
useful to people as a way to deal with
the chaos of the world around them, is
often overrun with subconscious bias-
es. Ideally, that is when System 2 steps
in to correct the mistakes of System
1; however, according to Kahneman
(2011), “constantly questioning our
own thinking would be impossibly te-
dious, and System 2 is much too slow
and inefficient to serve as a substitute
for System 1 in making routine deci-
sions.”

Applying Kahneman’s two sys-
tems theory to the psychological do-
main illustrates how cyber-enabled
information warfare tactics can take
advantage of the inherent weaknesses
of the human mind to further agendas
and influence the perceptions and ac-
tions of individuals in the real world.
There are four main types of cyber-en-
abled methods that can influence the
human mind in a way that makes it rely
on the quick and impulsive tendencies
of System 1 rather than System 2.
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1) Disinformation dissemination via
the internet

As previously noted, the concept of dis-
information is not a new phenomenon.
It is also important to note that “online
disinformation specifically and narrow-
ly refers to information that is demon-
strably false and deliberately spread
on the internet with the intention of
shaping public opinion. This separates
it from ‘misinformation” which is false
information, but that may not be delib-
erately so” (Raderstorf and Camilleri
2019). Previous tactics of dissemi-
nation of false information included
newspapers, broadcasting, leaflets, etc.
Twenty-first century information war-
fare now includes the internet, in par-
ticular social media—cyberspace’s pre-
mier host for social interaction. With
its existence comes a number of distinct
characteristics that can be categorized
as both benefits and vulnerabilities, de-
pending on which side you are on.

The speed_by which the rate of
disinformation delivery has expo-
nentially increased via cyberspace,
especially through social media.
Algorithms have been designed to
increase views and shares, quickly
making stories go viral (Nemr and
Gangware 2019), and automated
bot armies can deliver volume and
repetition at high speeds to amplify
messages (Adams 2018).

The ease of this delivery method
has exponentially increased. One
post can reach millions of targets
because as an online post is not
scalable; it takes the same amount
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of effort to reach one person as it
does five million (Shallcross 2017).
Conversely, the simplicity by which
information is shared has led to in-
creased accessibility by those on
the receiving end.

Attribution in this arena is increas-
ingly difficult. Social personas can
create profiles that appear to be
legitimate, but in reality are fake.
Websites can also be created by un-
known sources to relay disinforma-
tion. Furthermore, the narratives do
not necessarily have to be untrue.
For example, they can be attached
to already-established movements
within a democratic society. The im-
pact of this is twofold: first, it gives
artificial credibility and visibility to
otherwise illegitimate groups. Sec-
ond, if the deception is detected, it
can have the opposite effect of dis-
crediting legitimate groups by taint-
ing them with foreign interference.

There is an ever-growing infor-
mation environment. Information
overload can lead to mass confusion
and the subsequent disengagement
of society, making information ma-
nipulation by the aggressor easier
and more normalized. The “veloc-
ity of human interaction and the
velocity of information is at an all-
time high,” leading to somewhat of
a truth crisis (Banach 2018). Even if
there is an overall awareness of de-
ception by the public and the indi-
viduals that comprise it, the limita-
tions of System 2 to handle so much
information means that corrections
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and fact checking almost never ful-
ly undo the damage done (Kagan,
Bugayova, and Cafarella 2019).

2) Cyber Espionage

While there is no agreed upon defini-
tion at the moment, the 2013 Tallinn
manual defines cyber espionage as “an
act undertaken clandestinely or under
false pretenses that uses cyber capabil-
ities to gather (or attempt to gather)
information with the intention of com-
municating it to the opposing party”
(Schmitt). These hacking operations are
typically carried out by nation states,
but are increasingly taken up by non-
state actors. Conversely, “hacktivism”
blends hacking and activism for a polit-
ical or social cause, and state and local
governments are increasingly finding
themselves targets (Bergal 2017). This
form of digital disobedience, however
altruistic the intent, is highly disruptive
and regarded as harassment.

While there are a variety of ways
hacked information can be used to in-
fluence targets, one tactic is hack and
leak operations. This involves two stag-
es: the first “focuses on intrusion (unau-
thorized access to networks), while the
second concentrates on influence (the
use of digital technologies to shift pub-
lic debate) (Shires 2019). The intrusion
into specific digital systems and net-
works constitutes cyber espionage—the
theft of information in cyberspace, usu-
ally classified as compromising materi-
al. On the other hand, the leak of said
stolen information into the public are-
na has intended psychological effects.
This is perhaps especially so when the
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release of documents is promulgated in
a meticulous fashion, to achieve height-
ened effects and reactions. James Shires
(2019) argues that hack and leak opera-
tions are mechanisms of delegitimization,
based on their technical characteristics,
social and political context, and target
audiences. This conceptualized frame-
work advances our argument for a sixth
domain: the effects of a cyber-operation
such as cyber espionage can reach far
beyond the intrusion itself and into the
realm of public consciousness.

3) Technical Disruptions

Technical disruptions typically involve
the hindrance and/or suspense of activ-
ities in cyberspace in order to degrade
operational effectiveness, which inev-
itably leads to emotional frustration.
This activity includes causing glitches
in IT to influence emotions, motives,
and objective reasoning. Ultimately, the
behavior of an operative becomes less
efficient and effective in performing
their own cyber missions in a manner
favorable to their objectives. Much of
this effort focuses on “creating an end-
less series of technology annoyances
and time-wasting interruptions that
degrade and disrupt the workflow of
network operators significantly” (Lin
2020). These methods involve the usage
of cyberspace to affect the brain and, by
extension, behavior.

4) Precision Target identification
through use of data and predictive
analytics

This tactic refers to acquiring data that
exhibits user habits online to precisely

13

target victims more likely to be impact-
ed by actions to drive and manipulate
behavior. It allows for building insight
from analysis of data collected through
online interactions and engagements to
form predictions about future behavior.
Artificial intelligence trained with data
from users’ social media accounts, eco-
nomic media interactions (Uber, Apple
Pay, etc.), and their devices’ geolocation
can infer predictive knowledge of its
targets (Telley 2018). A commercial ex-
ample to illustrate this technique is the
new phenomenon of using consumer
data habits to drive real time automated
bidding on personalized advertising—
otherwise known as “programmatic
advertising” It is only a matter of time
before nation states begin to weaponize
this technique, particularly in elections
and civic engagement (Patterson 2019).

Why Recognition of the
Psychological Domain Matters

he distinguishing feature of war

in the psychological domain is

the targeting of human deci-
sion-making. Information often em-
powers people and enriches their lives,
and the internet enhances it by provid-
ing ever-greater access to new knowl-
edge, business, and services; however,
there is a downside to virtual space as
well. Many topics in the social scienc-
es are approached with the assumption
that people are “rational actors,” but
our adversaries approach war in the
cognitive domain knowing full well
that the opposite is often much closer
to the truth. People are not simply ra-
tional processors of information, and



Global Security and Intelligence Studies

cyber-enabled psychological warfare
takes advantage of the vulnerabilities
created by the limitations of the human
mind. These same individuals are what
constitute the core of democratic soci-
eties, making this issue fundamental to
the United States. However, defending
democracy is not just a job that falls to
individuals or to businesses—it is a na-
tional security issue that demands the
attention and resources of our defense
infrastructure.

First, the establishment of the
psychological domain will undoubt-
edly encourage investment in further
research, discussion, and resources,
including personnel and appropri-
ate infrastructure. In conflict, there
is always an advantage to the side that
understands and operates within a do-
main better than the opponent (Allen
and Gilbert 2018). Distinguishing ef-
fects carried out within domains in the
information environment allows for
the proper framework to carry out and
assess operations, while sharing best
practices. Planners and decision-mak-
ers can strengthen the effectiveness
and efficiency of these operations, us-
ing common language, methods, and
capabilities. The US government needs
to devote substantially more effort to
understanding the science and practice
of psychological operations, as they are
not synonymous with cyber operations.
Cyber operations are intended to hack
silicon-based processors and technolo-
gy, while psychological operations are
intended to hack carbon-based proces-
sors—that is, human brains. If an orga-
nization’s expertise is primarily with the
former, how can it execute operations
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intended to optimize the outcomes of
the latter (Lin 2020)? What is required
is expertise on social cognition and be-
havioral economics—the fundamental
psychological science underlying in-
fluence campaigns—along with social
network analysis, decision analysis, and
the human aspects of command and
control.

By recognizing the psycholog-
ical domain, it gives credibility to the
idea and will lead to the further devel-
opment of a body of literature on the
subject and, ultimately, a deeper un-
derstanding of the problem. This is not
just exclusive to the United States, but
could be an international effort as well.
When the United States recognized cy-
ber as a domain, NATO soon followed
suit, and a vast amount of research nat-
urally followed thereafter. This does
not necessarily mean there will be an
immediate consensus, but in the case
of the cyber domain, it created a legiti-
mate space to begin the development of
a broader conversation. In many ways,
this conversation has already begun;
however, as we have argued through-
out this paper, the conversation is not
being framed effectively. The way that
the government frames national securi-
ty issues often has a substantial impact
on how organizations that are trying to
offer their support or on how academ-
ics trying to add to the literature put
forth their own contributions. The fact
that the United States, and many other
Western states, draw upon the public’s
knowledge as input to the larger poli-
cy discussion is a strength that many of
our adversaries do not take advantage
of. There is incredible potential in en-
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gaging with the broader community to
find ways of combating this new and
unique threat.

Second, the establishment of
the psychological domain is critical
because democratic governance relies
on reliable and trustworthy informa-
tion for people to make rational and
calculated decisions. Yet, cyber-en-
abled war in the psychological domain
allows for the spread of falsehoods and
the sowing of chaos that distorts reality
and degrades trust. As it stands, foreign
influence and interference pose a sig-
nificant threat to democracy. Whether
it be through pure cyber-attacks on a
state’s infrastructure or disinformation
campaigns, adversaries are seeking to
divide our societies and degrade con-
fidence not only in elections, but also
in the overall credibility of our insti-
tutions. Adversaries will continue to
adopt and look for ways to weaken the
United States and its allies, strengthen-
ing their own strategic position on the
world stage. This will be an ongoing in-
trusion that knows no borders, infring-
ing on the functioning of democracies
worldwide.

Third, the establishment of the
psychological domain will send a sig-
nal to our adversaries, initiating dig-
ital deterrence. As we argued in our
previous article, the weaponization of
information changes the application
of deterrence, both within the cyber
domain and the psychological domain
(Ajir and Vailliant 2018). Elements of
deterrence will be applied to each do-
main differently, hence changing its
applicability. In an era of great power
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competition, US strategic deterrence
will need to evolve to encompass war-
fare in all domains, including the psy-
chological domain. However, we must
take a few steps back and understand
that we cannot meaningfully deter our
adversaries unless they are aware of our
capabilities; these capabilities will not
be fully developed unless the sixth do-
main is established.

Conclusion

n her 1979 book The Printing Press
Ias an Agent of Change, Elizabeth

Eisenstein acknowledges the profit
motive that drove many early printers
and the fact that disinformation and
propaganda was still rife. However,
she argues that despite the downsides,
such as heightened ethnic tensions,
the spread of medical disinformation,
and about a century’s worth of Euro-
pean religious wars, the long game was
more important. In other words, “even
when early printing technology ought
to be described as a weapon, Eisenstein
treats it more like a light bulb” (Marantz
2019). But what happens when modern
technology completely changes infor-
mation dissemination? Will the light
bulb continue to illuminate, or will it
be dropped and burn everything to the
ground? Or perhaps, if not guided, it
will shine a glaring light on the ugliness
beneath the social cohesion of contem-
porary society. This is why establishing
a sixth domain is necessary—it will lead
to a more comprehensive understand-
ing of the effects of cyber-enabled psy-
chological attacks on the human psyche,
subsequently leading to policies in de-
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fense of our nation. It means taking the
downside risks of the light bulb more
seriously, and with a bit more caution,
as the long game is more important.

It may seem paradoxical, as
some may argue that acting in this sixth
domain will make us no better than
Russia or China—two anti-democratic
regimes, competing to be great pow-
ers. We counter that the United States
exemplifies the democratization of in-
formation—upholding liberal values of
democracy including free speech and
the free flow of information, some-
thing Russia and China and many oth-
er authoritarian regimes do not allow.
Both states use information operations
domestically to suppress dissent and
control what people think, whether
through manipulation or censorship, all
while exporting a particular model of
digital authoritarianism globally. Rus-
sia and China illustrate the unintended
consequences of the digital information
age—the new paradigm scholars once
thought would give more power to the
people is instead being used to silence
and control them. Our adversaries have
weaponized information to control be-
havior both at home and abroad, as a
method of normal politics, while West-
ern democracies tend to limit it to war-
time activity.

As we move forward with the
new realities of a digital world, infor-
mation will not only be critical to, but
also the key to, success in all domains.
Furthermore, the exponential growth
of technology and its widespread use
has ensured that those who take part
in information war are individuals, and
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not just armed forces. Advanced tech-
nology such as deep fakes, artificial in-
telligence, and 5G network speed will
further refine cyber-enabled psycho-
logical operations, having profound
effects on information warfare in par-
ticular and allowing us to recognize its
new role in offensive and defensive op-
erations. Yet the speed by which we act
is not yet sufficient, and is instead reac-
tive and inductive. Certainly, this is not
to downplay the complexity of dealing
with new types of warfare. In the real
world, resources are often stretched and
responses to adversarial behavior will
probably always err on the side of be-
ing reactive rather than proactive. What
matters most is that when we see these
developments unfolding, we create the
proper frameworks for addressing each
individual problem area. Doing so will
ensure the continuation of proper at-
tention and resources being dedicated
to combating new threats as they arise.

Disclaimer

The views presented in this article are
those of the authors and do not neces-
sarily represent the views of USSTRAT-
COM, the US Air Force, the DoD, or
the US Government.
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Psychology as a Warfighting Domain
Sarah Soffer*, Carter Matherly, and Robert Stelmack

ABSTRACT

Using psychology to gain advantage over an enemy is as old as war-
fare itself. Psychological warfare predates its modern moniker, and
military leaders have sought to understand their enemies and influ-
ence their behavior since military leaders emerged. In this paper, the
authors discuss the history of psychology as a warfighting domain,
using examples from myth and antiquity as well as select periods
in which the United States or other countries used psychology to
engage in conflict. An exploration of Russia’s use of influence and its
effect on the US highlight what conflict in the information environ-
ment looks like. The authors then briefly discuss the current state of
information warfare and provide thoughts on what this will look like
moving forward in an interconnected world.

Keywords: psychological operations, influence operations, infor-
mation warfare, psychology, information operations, sixth domain,
psychological domain

La psicologia como dominio de guerra

RESUMEN

Usar la psicologia para obtener ventaja sobre un enemigo es tan an-
tiguo como la guerra misma. La guerra psicologica es anterior a su
apodo moderno, y los lideres militares han tratado de comprender
a sus enemigos e influir en su comportamiento desde que surgieron
los lideres militares. En este articulo, los autores discutirdn la histo-
ria de la psicologia como un dominio de guerra usando ejemplos del
mito y la antigiiedad, asi como periodos seleccionados en los que
los Estados Unidos u otros paises utilizaron la psicologia para entrar
en conflicto. Una exploracion del uso de la influencia de Rusia y su
efecto en los Estados Unidos resaltara como se ve el conflicto en el
entorno de la informacion. Luego, los autores discutiran brevemente
el estado actual de la guerra de informacion y ofreceran ideas sobre
como se vera avanzar en un mundo interconectado.
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Introduction

hile there are many Sun Tzu
unotes touting the impor-

tance of psychology in war,
one quote highlights the benefits of us-
ing psychology prior to and during war:
“One need not destroy one’s enemy. One
need only destroy his willingness to
engage” (Nylan 2020). Destroying the
enemy’s willingness to engage can take
several forms: from causing the enemy
to defect to convincing them to avoid
engaging in the first place. In order to
convince the enemy to avoid or cease
engagement, one needs to understand
how the enemy thinks: their motiva-
tions, background, fears, and culture.
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The purpose of this paper is to provide
an overview of how psychology has al-
ways been part of large-scale conflict
using examples throughout history. By
providing these examples, the authors
intend to emphasize the importance of
a focused effort of utilizing psychology
as a warfighting domain moving for-
ward.

In order to examine the role of
psychology as a warfighting domain,
the authors define the terminology
used throughout this paper. The au-
thors then discuss examples of psycho-
logical warfare from ancient history
and mythology. Then the authors then
explore case studies chronologically
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from different time periods during
which the United States, US allies, and
US adversaries have all used psychol-
ogy—whether in the form of trickery
and deceit to support other operations,
messaging, or otherwise influencing
how or what people think—to gain an
advantage. After this broad overview of
psychological warfare throughout time,
the authors describe their opinions on
the current state of influence operations
and suggest a way forward.

To understand psychological
warfare, one first must understand the
terminology used to describe the vari-
ous ways that militaries have used and
continue to use psychology in war.
According to the Department of De-
fense (DOD), psychological operations
(PSYOP) “convey selected information
and indicators to foreign audiences to
influence their emotions, motives, ob-
jective reasoning, and ultimately the
behavior of foreign governments, or-
ganizations, groups, and individuals”
(DOD 2010). In recent years, the US
Army rebranded PSYOP as Military
Information Support Operations, or
MISO—and then rebranded MISO
back as PSYOP. Perhaps the easiest way
to understand this shift is that MISO
is what PSYOP does. MISO describes
a broader range of operations, partic-
ularly when referring to operations
involving the State Department (My-
ers 2017). Audiences consider MISO a
less antagonistic term than PSYOP. The
authors refer to PSYOP when discuss-
ing historic operations to keep consis-
tency with the source material, but use
MISO when the source material does
as well. Military deception (MILDEC)
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is another way one uses knowledge of
the adversary’s thinking to achieve ef-
fects. MILDEC is used to “deter hostile
actions, increase the success of friend-
ly defensive actions, or to improve the
success of any potential friendly of-
fensive action” (DOD 2012). PSYOP/
MISO and MILDEC (along with oper-
ations security, or OPSEC) fall under
the general umbrella of Information
Operations (IO). IO is defined in joint
doctrine as the “integrated employ-
ment, during military operations, of
information related capabilities in con-
cert with other lines of operation to in-
fluence, disrupt, corrupt, or usurp the
decision making of adversaries and po-
tential adversaries while protecting our
own” (DOD 2012). IO incorporates the
ways to use the physical and informa-
tion domains to influence the cognitive
domain, which influences the physical
and information domains in return.

Throwing Cats: Historical

and Mythological Examples

sychological warfare is not new to
Phuman conflict. Throughout his-

tory, people have used deception,
disinformation, and influence over the
decision-making of adversaries in war-
fare. Genghis Khan used techniques
designed to inspire fear, the Egyptians
had their cultural and religious beliefs
used against them, and the myth of the
Trojan Horse shows how powerful the
idea of deception has been throughout
human history. These three examples
demonstrate how psychological warfare

was used before “psychology” was a de-
fined construct.
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Genghis Khan is known as the
man who conquered more land than
anyone else in history. Part of his over-
whelming success can be attributed to
his ability to utilize psychological tac-
tics in order to gain advantage over
his adversaries. When Genghis Khan
set his sights on a new territory, he of-
tered sovereign leaders the opportunity
to surrender and to meet all of his de-
mands for tributes. If the other territory
refused to give in, the Mongol armies
slaughtered the majority of the popula-
tion and only left behind a few story-
tellers, with the intent of having them
tell this tale of terror to neighboring
regions (Al-Khatib 2015). The message
sent by these actions was for sovereign
leaders to comply or face a horrific fate.
This served to build up Genghis Khan’s
reputation, likely leading to him being
able to conquer more territory without
bloodshed than he otherwise would
have been able to conquer. Without
his ability to understand and manipu-
late the human psyche, Genghis Khan
would have had to spend more time
and resources in battle, rather than hav-
ing leaders surrender without a fight.

Psychological warfare practi-
tioners understand the importance
of a target audience analysis, which
is a study of a specific population that
practitioners conduct in order to deter-
mine the best way to change a behav-
ior. Cambyses II, leader of the Persian
Army in the battle of Pelusium, 525
BCE, demonstrated the idea of under-
standing culture in order to evoke a
specific response. The ancient Egyp-
tians considered cats to be sacred, and
even worshipped a goddess with the
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head of a cat: Bastet. The Egyptians
viewed cats as Bastet’s representation,
and it was against the law for citizens to
kill cats. Cambyses II had his soldiers
capture as many cats as possible, and
his troops gathered to try to take the
city of Pelusium. Once the Egyptians
attacked, the Persian Army released
cats onto the battlefield. However, the
confusion this induced was not enough
for Cambyses II, who ordered the Per-
sian soldiers to advance while they held
cats or had them tied to their shields.
The Egyptians, already confused and
concerned because of the cats running
everywhere, were afraid to shoot arrows
at the enemy for fear of killing the cats
and angering Bastet. The Persian army
hurled cats over the wall of the city, in-
ducing panic and confusion in the civil-
ian population as well. Lastly, upon tak-
ing the city, Cambyses II kept a cage of
cats and threw them in the faces of his
enemies, showing his contempt and ha-
tred for his enemies (Rouse n.d.). While
Cambyses II may have won this battle
even without this exploitation of Egyp-
tian beliefs, his knowledge of Egyptian
culture and religion certainly helped
enable his victory in the battle of Pelusi-
um. This highlights how understanding
a population’s culture and motivations
can lead to success on the battlefield.

MILDEC is another method that
militaries use that involves understand-
ing the minds of the adversary. One ex-
ample of this in antiquity is the tale of
the Trojan Horse. While the tale of the
Trojan Horse is likely more myth than
reality, it is a classic example of using de-
ception in warfare. This tale, described
in Homer’s Iliad, involves a frustrated
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Odysseus seeking a way to get past the
impenetrable walls of Troy. Supposedly
inspired by the Greek goddess, Athena,
Odysseus ordered a ruse in which all
of the Greek army would appear to sail
away and leave the gift of a large wood-
en horse for the city of Troy. The Greek
army left one soldier, Sinon, behind to
tell the Trojans how the Greeks had giv-
en up and left, with the horse as a gift.
In reality, the Greeks hid their forces oft
the coast of a nearby island, with a small
contingent of fighters left hidden inside
the horse. The soldiers waited for the
Trojans to enjoy a drunken celebration
of their victory before they emerged
from the horse to attack Troy from
within (Cartwright 2018). This classic
tale of deceit shows the importance of
knowing the adversary’s worldviews,
their susceptibility to deception, and
using multiple indicators to create a be-
lievable story. In this case, the Trojans’
ego and hope for an end to the fighting
perhaps allowed them to overlook the
obvious strangeness of a large wooden
horse left outside their gates. Because
the army appeared to retreat, leaving
one of their own behind to explain, the
Trojans were more susceptible to be-
lieve what they wanted to believe—a
psychological phenomenon now called
confirmation bias.

These examples of evoking fear,
understanding a target audience, and
MILDEC demonstrate the use of psy-
chological warfare in ancient times.
While stories and myths from antiquity
provide an entertaining glimpse of psy-
chology as a warfighting domain, the
rest of this article focuses on modern
military and political efforts. Various
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time periods of conflict are discussed,
using examples of different types of
influence in order to highlight the im-
portance of understanding and using
human psychology to achieve effects in
conflict.

“I Want You!” Posters and

Propaganda during World War I
he world began to understand
the utility of the psychological

Tdomain during World War I
(WWI). One reason WWTI is significant
to the consideration of the psycholog-
ical domain is its unique positioning
in human history. This was the first
time when the majority of nations in-
volved in a conflict had well-educated,
wealthy, and urbanized populations.
Warfare was beginning to evolve and
look different. There was another war
behind the scenes of mechanized and
trench warfare that characterized many
of the battles. In this other war, gov-
ernments fought to shape the opinions
of the masses and to shape the ideas
surrounding the war effort (Kamins-
ki 2014). The US government began
to understand the importance of pro-
paganda—the spreading of ideas, in-
formation, or rumors for the purpose
of helping or injuring an institution, a
cause, or a person (Merriam-Webster,
s.v. “propaganda,” accessed January 18,
2020, https://www.merriam-webster.
com/dictionary/propaganda)—propa-
ganda, or the use of information (both
true and false) to bolster the war effort.
The goals of propaganda were simple;

increase support for the war effort,
boost military conscription, and lead
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a war-making economy in the home
front. Posters were the most widely
used form of propaganda. The econ-
omies of the global powers facilitated
mass production of propaganda efforts
and allowed propagandists to develop
advanced means of persuasion through
an understanding of the human psyche.

Psychological theories, although
not formally postulated at the time, al-
lowed propagandists to use emotionally
based methods that capitalized on pa-
triotism, nationalism, and fear motiva-
tors (Chambers 1983). Social identity
theory refers to the way in which a per-
son’s sense of who they are is based on
group membership. Tajfel (1970) pro-
poses that the groups to which people
belong are an important source of pride
and self-esteem and lead to dividing
the world into “us” and “them” through
social categorization. Terror manage-
ment theory refers to the way that peo-
ple respond to an awareness and fear
of death (Greenberg, Pyszczynski, and
Solomon 1986). This fear drives people
to attempt to confirm their own sense
of importance in the world and insu-
late themselves as a protective measure.
These theories were used in propaganda
efforts in the United States to influence
the American public.

The United States distributed ar-
tistic propaganda predominantly using
newspapers, leaflets, film, radio broad-
casts, and large, colorful posters (Reed
2014). Much of the propaganda sought
to increase support for the war effort
by instilling American pride, increas-
ing the “us” versus “them” divide, and
by playing on people’s fears. The mes-
sages contained within these mediums
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reached saturation in their target pop-
ulations who internalized the messages
as culturally definable and identifiable
attributes. The messages were rooted
in some kernel of information or cul-
tural ideals upon which the larger mes-
sage was built (Kaminski 2014). The
US populace internalized the messages
contained in the propaganda, which led
to the messages becoming self-replicat-
ing — the more people were exposed to
these ideas, the more they shared them
person-to-person.

These messages were so internal-
ized that they are still a part of Amer-
ican history and culture today. One of
the most iconic pieces of Americana
came from WWI propaganda. The
ubiquitous Uncle Sam “I want YOU for
the US Army” poster was, and still is, a
compelling image to support one’s na-
tion. This demonstrates the principles
of social identity theory by increasing
peoples ties to their group. Other post-
ers encouraged those who could not
join the military to support the war ef-
fort through work, savings, bonds, and
even farming initiatives. In contrast to
the general themes seen in US propa-
ganda, German posters often conveyed
an idea of national survival against an
impending doom (Kaminski 2014).
This demonstrates the use of terror
management theory.

Another use of social identity
theory involved emphasizing the divi-
sion between US and adversarial popu-
lations. While much of the propaganda
tended to appeal to traditional ideals of
masculine and feminine protectorship
roles, propaganda campaigns carried
polarizing racial underpinnings (Olund
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2017). Exaggerated ethnic features and
portrayals of the “Hun” as large gorillas
assisted observers in distancing them-
selves from the “other” Such imagery
worked to create artificial psychopathy
in the mind of the observer, allowing US
troops to visualize the enemy as subhu-
man and therefore easier to attack. The
use of this psychological tactic would
grow darker in the coming decades.

US propaganda efforts toward its
own citizens were very successful during
WWI, both at home and abroad. The
messages were so successful that, once
World War II (WWII) began in earnest,
the United States rebranded much of
the material from WWI with images of
new leadership (Kaminski 2014). The
US use of propaganda to garner sup-
port from its own citizens while dehu-
manizing the enemy demonstrated how
influence campaigns on the home front
could support more traditional warfare.

Hitler in a Tutu: Weaponized
Disinformation in World War II
D served as a warfighting domain
in several ways. While the US
continued its influence campaigns at
home, there was also a targeted use of
psychological warfare against the adver-
sary. Messaging in the form of leaflets,
broadcasts, and other means served to
lower the morale of enemy troops and
increase their fear and confusion. Mes-
saging took the form of white, gray, and
black propaganda. White propaganda
did not hide its source, gray propagan-

da obscured its source, and black pro-
paganda appeared to come from anoth-

uring WWII,  psychology
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er source, specifically from the person
or group it was designed to discredit. In
addition to lowering morale, messag-
ing served to discredit the opposition
and encouraged people to lose faith
in the Axis powers. Disinformation
campaigns bolstered MILDEC efforts
with supporting actions, false armies,
and false equipment. While both sides
sought to dishearten, mislead, and
weaken the other, the following exam-
ples focus on the efforts of US and Al-
lied forces.

The US continued the tactics
used in WWI to garner support among
the US public. In order to do so, the
United States created the Office of War
Information (OWI) about half a year
into its involvement in WWII. The pur-
pose of the OWI was to produce white
propaganda—messages from the US
government targeting people at home
and abroad with print, radio, film, and
posters (Prosser and Friedman 2008).
These posters encouraged Americans
to refrain from sharing sensitive mil-
itary information. Additionally, they
encouraged Americans to do things
such as walking instead of driving in
order to help the war effort. The OWI
created products that were innocuous
in nature, but the US had another office
to transmit black propaganda targeting
the adversary—the Office of Strategic
Services, or OSS.

The OSS’s propaganda was one
method the Allies used to try to lower
enemy morale. They targeted this pro-
paganda toward the enemy, masking
the attribution of the messages. For ex-
ample, Operation Cornflakes dropped
mailbags full of fake newspapers into
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Germany. These papers, appearing to
be from Nazi resisters, worked to dis-
credit Hitler. The OSS also used radio
broadcasts that appeared to come from
within Germany in order to convince
the enemy that they had more resis-
tance within the country than they
expected (Little 2016). One branch,
the Morale Operations (MO) branch,
headed up most of the undercover pro-
paganda campaigns with the intent of
inducing fear, confusion, and distrust
among the enemy. The MO and their
British equivalent, the Political Warfare
Executive, distributed rumors by word
of mouth, radio broadcasts, and leaflets.
Some of these rumors stated, “high-lev-
el Nazi leaders had been captured or
had surrendered to the Allies” (Central
Intelligence Agency [CIA] 2010). They
also sent anonymous letters, called
“poison-pen letters,” to the families of
German soldiers. These letters consist-
ed of both death notices and letters de-
scribing how the soldiers died due to
shoddy doctors. The letters intended
to cause families to hate their own side,
believing them incompetent.

Another method to erode sup-
port for the adversary involved the use
of doctored photos. Back before Pho-
toshopped images online called into
question whether something was “fake
news, the OSS suggested distributing
postcards of Hitler that would make
him an object of ridicule. The OSS pro-
posed ideas like Hitler dressed as a male
ballet dancer, Hitler dancing with chil-
dren, and Hitler dancing with an obese
woman (Friedman 2003). The purposes
behind ridiculing the enemy are to raise
morale back home, strip the enemy of
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mystique/prestige, erode the enemy’s
claim to justice, and reduce the idea
of the enemy as invincible; depending
on the culture, ridicule can be seen as
a fate worse than death (Waller 2006).
The OSS sought to undermine Hitler’s
efforts by weakening his support among
the population.

In addition to spreading fear,
confusion, and distrust, the Allied forc-
es also engaged in MILDEC activities
such as Operation Mincemeat. Op-
eration Mincemeat is one of the well-
known MILDECs from WWII and it
highlighted how one must understand
the adversary in order to fool them.
When the Allies planned to invade Italy
via Sicily, they were concerned that this
was too obvious of a plan and that Ger-
many and Italy would be able to antici-
pate and counter their efforts. In order
to create a path of less resistance, the Al-
lies created a disinformation campaign
that led to the German forces believing
the invasion would come from further
east. The Allies accomplished this with
a dead “military officer” planted where
Axis forces could find the body. On the
“officers” body was false identifying
documents and paperwork implicating
an Allied invasion occurring at the false
location. The Germans and Italians fell
for the plan, allowing for a safer inva-
sion of Sicily (Knighton 2017). This
plan involved knowing which popula-
tions would be sympathetic to the Axis
forces, the susceptibility of the enemy
to believing the source documents, and
a lack of contradicting information.
A more suspicious adversary may not
have fallen for this clever trick. Much
like the use of the Trojan Horse, Opera-
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tion Mincemeat used confirmation bias
to manipulate the beliefs of the Italians
and the Germans to pave the way for a
successful invasion.

WWII demonstrated that a con-
certed propaganda effort could enhance
military and political effectiveness. By
attacking the enemy’s feelings and emo-
tions, it reduced their problem-solving
capability, lured them into a false sense
of security, increased fear, and lowered
morale. Eroding support for adversary
leadership led to a more permissive
environment within which the Allied
forces could operate. Between leaflet
bombs, planted evidence, and depart-
ments specifically designed for differ-
ent psychological tactics—OWTI for im-
proving morale and shaping behavior
at home and OSS for reducing morale
and shaping behavior amongst the ene-
my—WWII demonstrated the power of
psychology in war.

Deception, Intrigue, and Math?
Soviet Information Operations

during the Cold War
was a breeding ground for pro-

Tpaganda, disinformation tech-

niques, and psychological warfare
methods used by both sides. President
Truman kicked off a national “Cam-
paign of Truth” in order to counteract
Soviet propaganda. The goal of this
campaign was to counter disinforma-
tion through “honest information about
freedom and democracy” (Wolfe 2018).
While the United States committed to
truth as a method of psychological war-
fare (in addition to an increased focus

he Cold War, much like WWII,
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on psychological warfare), the Soviet
Union used other methods in order to
try to gain an advantage over the US. Of
particular note was their development,
refinement, and execution of reflexive
control theory (RCT).

Reflexive control is “a means
of conveying to a partner or an oppo-
nent specially prepared information
to incline him to voluntarily make the
predetermined decision desired by
the initiator of the action” (Kamphuis
2018). RCT stipulates that when two
adversaries engage in conflict, the ad-
versary who better understands their
opponent’s decision-making process
and utilizes it against them is more like-
ly to succeed. The increased probability
of success follows a recursive algorithm.
For example, if opponent A anticipates
opponent B’s decision-making process,
opponent A is more likely to succeed. If
opponent B anticipates that opponent A
will be taking into account opponent B’s
decision-making process, opponent B
would then have the advantage, and so
on and so forth, with the final advantage
being heavily influence by which oppo-
nent has the most accurate knowledge
and is most successful at utilizing this
knowledge of the other’s decision-mak-
ing process. The final desired outcome
of successful reflexive control is to hi-
jack the adversary’s decision-making
process so that they reflexively take de-
cisions that advantage the RCT enabler.

In order to truly understand
RCT, one must first understand its
beginnings in Maskirovka, a concept
within Russian strategic thinking de-
fined as “deliberately misleading the
opponent with regard to one’s own in-
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tentions, causing the opponent to make
wrong decisions and thereby playing
into one’s own hand” (Kamphuis 2018).
Essentially, Maskirovka is an art of de-
ception and psychological manipula-
tion. Russia applied Maskirovka on a
large scale and immediately utilized it
against the United States following the
end of WWII. Russia sought to control
the way the United States perceived So-
viet nuclear development capabilities
and allowed for the beginning of the
nuclear arms race (Ziegler 2008). In
summary, understanding Maskirovka is
integral for understanding how Soviet
doctrine incorporates deception and an
understanding of their adversary’s per-
ceptions.

How does Maskirovka fit into
RCT? While Maskirovka on its own is
the integrated concept of deception,
RCT is more than “controlling the per-
ceptions of adversaries”—it is the pro-
cess to control their decision-making
process. Deception is just one piece of
the overall puzzle. RCT was founded
by Vladimir Lefebvre, who, in his own
words, believed the concept of disinfor-
mation in military doctrine “seemed to
me too narrow, because the important
thing is not so much cheating an ene-
my as controlling his decision-making,
and to conduct reflexive control, we
have to start with constructing an en-
emy’s model” (Murphy 2018). Clearly,
Lefebvre’s formulation of RCT theory
required extensive understanding of its
intended victims, and the USSR did just
that. In 1982, James Phillips, a senior
research at the Heritage Foundation,
wrote an exposé on the Institute for US
and Canadian studies, a Soviet-based
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organization that purported to be akin
to the typical independent, US, Wash-
ington-based think-tank. The true story
was much more sinister. Far from be-
ing an academic institution dedicated
to the furthering of cultural research
for the sake of academia, the Insti-
tute primarily took direction from the
Committee of the Communist Party of
the USSR and, more specifically, their
International Affairs department. This
institute, rife with connections to the
Soviet Politburo, Soviet academia, and
the GRU, provided an excellent center
of information to enable true usage of
RCT (Phillips 1982).

Russia further applied RCT in a
concrete example at the height of the
Cold War. During a military parade and
international show of force, the Soviets
went out of their way to place deliberate
indicators among the show for Western
military attachés and other intelligence
collecting assets to observe. In partic-
ular, the Soviets manufactured multi-
ple fake, larger intercontinental ballis-
tic missiles (ICBMs) that appeared to
support longer than currently believed
maximum ranges and the capability
of employing multiple warheads per
ICBM. Using the tenets of RCT, Soviet
planners did this with the understand-
ing that the gathered intelligence would
then make its way back to Western de-
cision-makers and lead them to decide
upon further intelligence gathering.
“Getting into the heads” of said deci-
sion-makers, the Soviets had already
created multiple collateral intelligence
trails which would be picked up in oth-
er intelligence avenues and corrobo-
rate deliberately intended conclusions
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(Thomas 2004). In this case, under-
standing the psychological character-
istics of US decision-makers allowed
Russia to compete with the US through
psychological manipulation.

The Cold War was a fertile en-
vironment for the germination of
non-traditional warfare means. Two
superpowers were placed head-to-head
in a battle for supremacy without the
ability to rely on traditional schools of
thought for international relations and
military strategy. Both sides began to
replace air superiority and decisive bat-
tles with espionage and proxy war. Be-
ginning with their development of Ma-
skirovka in turn of the twentieth century,
the Soviet Union was well positioned
to develop RCT, a mathematical, cy-
bernetics-based solution to controlling
their adversaries’ decision-making abil-
ities. This new approach to vying for
supremacy, combined with the intense,
specific research of the Institute for US
and Canadian Studies, allowed for the
refinement needed to enable RCT. The
Soviet Union could effectively use RCT
to hijack the Observe, Orient, Decide,
and Act (OODA) loop, created in the
fifties and typically used widely by the
US military to describe decision-mak-
ing. By understanding how a target
orients and decides, RCT allowed the
Soviet Union to predict behavior and
insert a counter to create a “reorienta-
tion” There is present and significant
evidence that the Soviet Union was able
to master a new, innovative approach
to grey-zone conflict and would have
had no reason to abandon such a useful
school of thought in recent years. The
former Soviet Union has continued to
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influence US decision-making through
psychological warfare in recent years,
which the authors explore further on in
this article.

Ghosts and Grievances

in the Vietnam War
r Fhe Vietnam War was another

period of conflict in which the

US and other nations sought to
amplify their effectiveness through psy-
chological means. One example of this
is reminiscent of how the Egyptian’s
beliefs were used against them. In Viet-
nam in 1967, there was a widely held
Buddhist belief that spirits of the dead
uneasily walked the Earth unless their
relatives buried them properly. The
primarily Buddhist North Vietnam-
ese and the Viet Cong were dying far
from home. These beliefs and facts led
to the creation of Operation Wander-
ing Soul. This operation was an effort
by US soldiers to lower enemy morale
and create fear and confusion (Hoyt
2017). The Sixth Psychological Oper-
ations Battalion (Sixth PSYOP) paired
with the US Navy to broadcast audio
consisting of Buddhist funeral music,
unearthly sounds, and distressed voices
of “ghosts” speaking of how they were
now in Hell, wandering the Earth (Shir-
ley 2012). While the United States used
audio as a ruse previously in WWII
during the “Ghost Army” recordings,
the use of audio during the Vietnam
War served as a way to take advantage
of cultural and religious beliefs that the
dead will wander the world looking for
their bodies unless properly buried. The
US was not solely responsible for this
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effort—they relied on the South Viet-
namese to be more effective.

The South Vietnamese helped
the US transmit the haunting audio.
Soldiers and helicopters both carried
loudspeakers in order to create the per-
ception that the haunting sounds were
coming from multiple locations with-
in the jungle. The audio failed to fool
some soldiers but appeared to unsettle
other soldiers. Even if enemy soldiers
knew the sounds were false, they still
reminded them that if they die, their
souls could end up wandering the jun-
gles in a similar fashion. Any moments
of confusion or fear that the US could
gain through Operation Wandering
Soul was useful. The Sixth PSYOP even
modified the audio to bolster the South
Vietnamese rumor of a tiger attacking
the North Vietnamese Army and Viet
Cong troops. The Sixth PSYOP includ-
ed tiger growls on the audiotape, and
people reported that 150 men fled Nui
Ba Den Mountain where the audio with
tiger sounds was played (Friedman
n.d.). While the US and South Vietnam
played on the enemy’s belief system to
cause fear and confusion, other efforts
focused on garnering support. One way
they did this was through counterinsur-
gency efforts.

The South Vietnamese created
a counterinsurgency program called
Phuong Hoang—named after a myth-
ological bird from Vietnamese and
Chinese culture—while US officials in
Vietnam called their supporting efforts
the Phoenix program (Miller 2017).
One influential figure, a South Viet-
namese Army officer named Tran Ngoc
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Chau, demonstrated how effective ef-
forts to “win hearts and minds” could
be. Chau worked to counter insurgents
in Kien Hoa. Kien Hoa was a difficult
place to work because the government
had difficulty identifying insurgents
and villages were angry with local of-
ficials and police forces, which tended
to be corrupt. Chau decided to conduct
the Census-Grievance program to in-
terview every adult in Kien Hoa, with
the goal of collecting information about
the enemy. While he was able to use
these methods to track down enemies
to have them captured, or killed as a last
resort, one of the big wins of the Cen-
sus-Grievance program was engaging
the populace. By doing so, he showed
that he listened to their complaints
and responses, and then addressed the
problems within his control. Chau did
not approve of the Phoenix program’s
heavy use of force and lack of emphasis
on mobilizing the population (Miller
2017). Instead, the lesson learned from
the Census-Grievance program empha-
sized that understanding how and why
people think led to an increased ability
to gain population buy-in.

While the authors have dis-
cussed the role of deception and of un-
derstanding the populace, other efforts
focused on increasing defectors among
the Vietcong and the North Vietnam-
ese Army. Operation Roundup on Kien
Gieang targeted potential defectors by
having defectors photographed and
having them write messages on leaflets
encouraging their former colleagues
to defect and join the cause. Project
Roundup also used loudspeaker teams
of former Viet Cong soldiers to speak
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to their former colleagues to convince
them to defect. According to Colburn
Lovett, a USIS Foreign Service officer,
this led to hundreds of enemy defec-
tors in the area. Similarly, Project Fall-
ing Leaves used armed teams of ex-Vi-
et Cong members to deeply penetrate
enemy territory in order to conduct
face-to-face communications with Viet
Cong soldiers. They also used loud-
speaker teams, leaflet drops, radio, and
television to spread ex-Viet Cong mem-
bers’ messages to defect (Goldstein and
Findley 1996). By having former col-
leagues try to influence the Viet Cong
and North Vietnamese army, the US
sought to appeal to their emotions and
once again appealed to people’s sense of
social identity.

The Vietnam War involved psy-
chological methods of warfare from
both sides. The Viet Cong and North
Vietnamese Army relied heavily on
fear tactics among their own people
(Goldstein and Findley 1996), while the
South Vietnamese and the United States
influenced the enemy population using
a blend of methods from traditional
media, to loudspeakers, to face-to-face
conversations. Some of these methods,
such as Chau’s Census-Grievance pro-
gram and Operations Roundup and
Falling Leaves allowed for fewer casual-
ties while increasing the number of de-
fectors. Psychological warfare took on
a multi-pronged approach to attempt
to achieve victory in Vietnam. There
are many well-known lessons learned
from the Vietnam War, but psycholog-
ical warfare practitioners can also learn
from this conflict, particularly how to
engage populations during irregular
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warfare. The methods used to influence
adversaries have continued to evolve
from these more overt methods of psy-
chological warfare to a more hidden
and subtle approach.

A Fire Hose of Fake News:
Disinformation in the
Age of Information

sychological warfare between

world powers continues to evolve

and be used today. During the
2016 US presidential elections, the
American public started to become fa-
miliar with terms like “trolls,” “bots,”
and “fake news” While Russia’s tech-
nique of using active measures and
RCT was not new, US society’s move to
the internet and social media as sources
of information enabled new ways to use
these methods. In 2015, Russia enacted
their largest targeted hacking campaign
in order to find compromising materi-
als on US political leaders. They were
able to access much of the information
from the Democratic National Com-
mittee (DNC) servers, but the Republi-
can National Committee (RNC) servers
are postulated to have had less usable
information due to migration to newer
hardware (Watts 2019). Russias attack
on US democratic processes consisted
of trolls, bots, cyber-attacks, and state-
run propaganda efforts.

Russian trolls used a mixture of
spreading disinformation and strategi-
cally timing their amplification of facts
in order to cause the most chaos and
distrust among the US populace. Trolls,
coupled with the use of bots, allow Rus-
sia to disseminate a large amount of “in-
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formation” through various channels in
order to overwhelm people and reduce
their ability to discern truth from lies.
This method, called “the firehose of
falsehood” (Paul and Matthews 2016),
runs counter to traditional means of in-
fluence, which relies on trust, credibility,
and message synchronization. During
the months leading to the 2016 election,
“the troll army began promoting candi-
date Donald Trump with increasing in-
tensity, so much so their computational
propaganda began to distort organic
support for Trump, making his social
media appeal appear larger than it truly
was” (Watts 2019). Once polls started
to indicate that Trump may not win,
Russia focused on spreading the idea
that voting machines were hacked and
the election was compromised—a tac-
tic that backfired on them when Trump
won the election. Years later, the US
still appears to be divided, with people’s
faith in elected leaders and democracy
continuing to decrease.

Disinformation is spread through
social bots, which amplify false claims,
allowing them to go viral on websites
like Twitter. This ties into the previous-
ly mentioned “firehose of falsehood”
method because several different ver-
sions of a story can be widely shared
until a wider audience picks it up and
amplifies its message. Twitter estimated
that there are 1.4 million Russian-linked
accounts (Watts 2019), many of which
are bots amplifying messages spread
through trolls and state-sponsored pro-
paganda. Bots can be used to spread
information acquired through hacking.
Twitter data provided to the US House
of Representatives showed over 36,000
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Russian-linked bot accounts tweeting
about the US election, with 288 million
Russian bot tweets, and over 130,00
tweets directly linked to Russia’s Inter-
net Research Agency (IRA) (US House
of Representatives 2018).

Leading up to the 2016 election,
Russia used multiple methods to insti-
gate strife between Americans and to
spread disinformation. Another meth-
od used was Facebook advertisements
with over 3,500 IRA advertisements
and 11.4 million Americans exposed
to those advertisements and 470 IRA-
owned Facebook pages with 80,000
pieces of content created by those pag-
es and 126 million Americans exposed
to that organic content (US House of
Representatives 2018). These are star-
tling numbers that show how effective
the IRA has been in understanding and
exploiting American culture. They not
only spread disinformation, but also
exploited people’s emotions; for exam-
ple, they encouraged people to believe
that their votes did not matter so they
should vote third party or forgo voting
altogether (Thompson and Lapowsky
2018).

Russia’s attempts at creating divi-
sion, or schismogenesis, of the Ameri-
can public lead to questions on how to
counter an information environment
saturated with fake news. Overall, peo-
ple are susceptible to the spread of dis-
information, with 23 percent of adults
sharing fake stories during the months
leading up to the 2016 election (Ander-
son and Rainie 2017). Both older and
younger generations are susceptible for
different reasons, with older adults lack-
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ing an understanding of the internet
and of the threat of state actors, while
overfamiliarity of the internet leads
to younger generations vulnerabili-
ty. With younger adults growing up in
a culture where information is readily
available through Google searches and
anyone online can appear to be an ex-
pert, it can be challenging to convince
younger adults to analyze articles and
their sources (Conger 2019). This ma-
nipulation of the American public has
not ceased and combating the spread of
misinformation and disinformation is
one of the current struggles the influ-
ence operations community is facing
today. It is crucial for the United States
to find ways to counter disinformation
in order to retain its status as a world
power.

Information Warfare Today

he United States continues to

explore how to shape the be-

haviors of decision-makers,
from working to enhance a friendly
nation’s perception of the US, through
strategic communication, to influenc-
ing adversaries either to avoid conflict
or enhance ongoing war efforts. Mod-
ern advancements in technology and
psychological theory have enabled na-
tion-states to reach individuals in ways
previously considered unimaginable.
The fiscal cost once associated with cre-
ating and spreading information and
disinformation is no longer as much of
a consideration. As history shows, the
IO arena and the ability to influence
an individual’s cognitive and implicit
processes have only become more sub-
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versive and easier to produce. However,
there are some obstacles preventing the
United States from being as successful
with messaging and countering disin-
formation as other countries.

The ease and impact of modern
psychological operations have made
their use extremely appealing to a mul-
titude of nations. For example, Russia
has worked diligently to unify its op-
erations for the purposes of external
influence. China has taken a differ-
ent approach, leveraging introspective
campaigns against its own citizens.
North Korea has also embraced the
psychological approach, sans technol-
ogy, using cultural factors to influence
its population (Matherly 2019). As
the capabilities of these nations grow
stronger, the United States lags further
behind. Disjointed and poorly defined
operations often create power vacuums
or oversaturate the information envi-
ronment, leading to mixed messaging
and weak campaigns. The results are
ineffective and create messaging that
lacks the influence intended.

The United States is at risk of
critically falling behind near-peer ad-
versaries in the realm of IO. In a mil-
itary system conceptualized around
warfighting domains, the time has
come to designate a new warfighting
domain: the psychological domain. Do-
ing so would allow the US to leverage
capabilities like those of US adversar-
ies. Leaders do not need to look far be-
cause pockets of excellence already ex-
ist within the DOD. These include US
Army PSYOP command, the Marine
Corps Information Operations Com-
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mand, the Navy Information Warfare
Systems Command, and the USAF’s
newly minted Information Operations
Officer, or 14F, community, bolstered
by the also new 16th Air Force, which
was designated specifically as a central-
ized unit for information warfare. Un-
fortunately, what is currently lacking
is a unity of command between these
communities and confusion about the
ownership of the messaging. These are
only a start toward fully utilizing an
operational understanding of to the
psychological domain. While military
leaders increasingly view information
as a domain, they tend not to focus
on the battle space fought in the cog-
nitive realm, instead choosing to focus
on non-kinetic effects, such as cyber
and electronic warfare. As history has
shown, the psychological domain is a
strategic weapon with effects spanning
all other domains and dissemination
methods that rely on the same.

Psychological warfare also faces
challenges based on the perception of
the public and of decision-makers who
choose whether or not to employ influ-
ence operations. In an arena where the
theme is “perception is everything,” in-
fluence operations are failing at percep-
tion management. With programs like
MK Ultra, in which the CIA conducted
mind control experiments on US cit-
izens (Project MK Ultra, the CIAs Pro-
gram of Research in Behavioral Modifi-
cation 1977), the general population has
reason to distrust the intentions of any
type of psychological operation. With
the abundance of misinformation and
disinformation being spread online,
people are often either overly critical
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of true information or only trust infor-
mation confirming their preconceived
biases. People often do not understand
psychology, partially because the wealth
of information available online has led
to a population that believes that a lay-
person can be as informed as an expert
(Nichols 2017). Online quizzes lead
people to believe they understand per-
sonality tests, and therefore psychology
as a whole. This perception may cause
key decision-makers to forgo the use of
psychological tactics in order to focus
on traditional methods of warfare.

IO practitioners need to real-
ize that the United States cannot and
should not employ the psychological
domain in the same reckless way that
Russia does. The US aims to show the
rest of the world that we are a propo-
nent of trustworthiness and fairness. As
a result, creating and distributing false
stories would quickly erode the image
of trustworthiness the US wishes to
foster. Because the US values integrity,
communicators delay releasing infor-
mation in order to fact-check, a stra-
tegic weakness in the information are-
na, which leaves a void in which other
countries can dominate the narrative
with inflammatory and false head-
lines. In the world of fake news and
intriguing headlines, what people see
first often sticks, regardless of truth. If
the US were to forgo a commitment to
the truth, we would betray our cultural
values, and the US would lose credibil-
ity in the eyes of the rest of the world
(Watts 2019). Fortunately, often the best
propaganda is true, so the US should
continue to work to be a key leader in
influence operations without betraying
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US values. This may require creative
and innovative solutions to these mod-
ern phrases, so exploring new means to
share messages while countering disin-
formation campaigns is critical.

The psychological domain rep-
resents the next great shift in warfare.
Other nations are choosing to leverage
the domain in a way to propagate false-
hoods and sow global divisiveness. The
US has long stood as a stalwart of truth
in rhetoric, often delivering stale and
late timed facts to a conversation. By
the time the facts have been delivered,
fake stories have already convinced the
public. If the US is to regain its footing,
the DOD should not only formalize a
sixth warfighting domain, but should
also act to seize the narrative. As his-
tory has shown during major combat
operations, the DOD has successful-
ly leveraged this capability. The main
difference between the information
sphere today and during WWII or the
Cold War is ease of access. The mod-
ern threat, danger, and risk of failure in
the information environment are real,
and an emphasis on psychological ap-
proaches could help.

Future research would benefit
from articulating a way forward for the
DOD, including what command struc-
tures and authorities would look like.
This article’s review of past uses of psy-
chology as a warfighting domain stress-
es the importance of such an endeavor.
The case studies the authors highlighted
show that understanding human psy-
chology changes the ways nations con-
duct warfare. Information is a source of
national power, but without a unified
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and clearly defined domain, there is no
way to decisively dominate and yield
this power. Within the domain of psy-
chology rests the opportunity to see an
end to conflict before it begins, as Sun
Tzu argued centuries ago.

Psychological warfare has a var-
ied but significant history and was used
both as a tool for nations to take on
their foes and as a method to inspire
and influence their own populations.
During the Classical Era, the Trojan
Horse was infamously used as a de-
ceptive device that would force capit-
ulation upon the enemy. Fast-forward
to the World Wars, and propaganda
was successfully used both to inspire
friendly populations and to deter ad-
versary populations from participating
in their war efforts. Methodology and
psychological science developed during
the global conflicts and onwards, with-
in the Soviet Union in particular, led to
the refinement of RCT, an operation-
al level planning tool for IO, while the
United States refined and developed
tactics and equipment for tactical level
employment of PSYOP and influence
operations. IO continued its evolution
into the modern age, where electron-
ic warfare, cyber operations, and the
third industrial revolution redefined
information operations like never be-
fore due to the new speed with which
people could generate, transmit, and
ingest information. Despite significant
changes in information management,
the key tenets of 10, based on influenc-
ing people, have remained steadfast and
will continue to do so as long as human
nature remains the same.
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Discovering Influence Operations on Twitch.tv:
A Preliminary Coding Framework

Alexander Sferrella and Joseph Z. Conger

ABSTRACT

Bots are an important tool for influence actors, and greatly contribute
to the complexity and breadth of influence operations (IFOs) across
many platforms. Twitch.tv—the second-most popular streaming
site—is one such platform. Recognizing that influence actors may
expand operations within Twitch, the following study develops a
framework that mines data from the Twitch platform to identify po-
tential bots running IFOs. Stream comments from 14 Twitch chan-
nels were run through a custom Python script. We identified 69 of
128 streams, from 12 channels, as having an anomalous comment
count OR comment speed. Of those streams, we identified 7,332 us-
ers as having an anomalous comment count AND comment speed.
However, we could not distinguish 100 randomly selected anoma-
lous users as bots or humans after a manual analysis. Overall, our re-
search provides future researchers with a modular method to collect
and isolate Twitch data containing bots.

Keywords: influence operation, influence actor, social media,
streaming, Twitch, bot, psychological domain, sixth domain

Descubriendo las operaciones de influencia en Twitch.tv:
un marco preliminar de coding

ABSTRACT

Los bots son una herramienta importante para los actores de in-
fluencia y contribuyen en gran medida a la complejidad y amplitud
de las operaciones de influencia en muchas plataformas. Twitch.tv,
el segundo sitio de transmisién mas popular, es una de esas platafor-
mas. Reconociendo que los actores de influencia pueden expandir
las operaciones dentro de Twitch, el siguiente estudio desarrolla un
marco que extrae datos de la plataforma Twitch para identificar po-
sibles bots que ejecutan operaciones de influencia. Los comentarios
de flujo de 14 canales de Twitch se ejecutaron a través de un script
Python personalizado. Identificamos 69 de 128 transmisiones, de 12
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canales, con un recuento de comentarios anomalos O una velocidad
de comentario. De esas transmisiones, identificamos a 7.332 usua-
rios con un recuento de comentarios anomalos Y una velocidad de
comentario. Sin embargo, no pudimos distinguir 100 usuarios and-
malos seleccionados al azar como bots o humanos después de un
analisis manual. En general, nuestra investigacion proporciona a los
futuros investigadores un método modular para recopilar y aislar los
datos de Twitch que contienen bots.

Palabras clave: operacion de influencia, actor de influencia, redes so-
ciales, transmision, Twitch, bot, dominio psicolégico, sexto dominio
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Introduction
he purpose of this study is to de-
velop and execute a data-mining

Talgorithm that can identify bots

on the Twitch.tv (Twitch) platform. Be-
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fore we discuss the study, we first must
examine what influence operations
(IFOs), bots, and Twitch are.

IFOs are the “coordinated, inte-
grated, and synchronized application
of national diplomatic, informational,
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military, economic, and other capabil-
ities in peacetime, crisis, conflict, and
post-conflict to foster attitudes, behav-
iors, or decisions by foreign target audi-
ences that further [a country’s] interests
and objectives” (RAND 2009, xii). The
advent of the internet magnified the
ability and reach of individuals and or-
ganizations to coordinate IFOs. Given
its low cost and high effectiveness, In-
ternet-based IFOs have become a per-
manent addition to the peacetime and
wartime toolkits of state and non-state
actors (Collins 2018; FireEye Intelli-
gence 2018; Insikt Group 2019; RAND
2016; Stanford Internet Observatory
2019; Twitter 2019; Zakrzewski 2019).

The introduction of bots— auto-
mated computer programs that execute
preprogrammed instructions—makes
IFO distribution even easier. These bots
mimic human users and can interact
with other users and computer systems,
rapidly creating trends and disseminat-
ing messages (Prier 2017). As evidenced
by the US 2016 election, bots can have
far-reaching impacts on public opinion
(Howard et al. 2018).

The combination of increased
at-home use of the internet, the in-
troduction of social media as a social
connector and news aggregator, bot
development, and increased interest in
the effectiveness of IFOs by state and
non-state actors has caused the expo-
nential growth of disinformation and
IFOs (Sander, 2019). In early 2006, ap-
proximately 53 percent of adults used
the internet at home, and 10% used so-
cial media (NTIA 2018; Pew Research
Center 2019); these numbers grew to 72
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percent and 69 percent, respectively, by
early 2018 (NTIA 2018; Pew Research
Center 2019)—increasing internet a-
vailability has increased target audience
volume.

Foreign powers are conducting
IFOs on platforms used by younger
people, such as Reddit and Instagram
(Reddit 2019; Roose 2018). Among
these platforms, Twitch.tv has risen in
popularity. Twitch is an extremely pop-
ular streaming service, second only to
Netflix and ranked the 30th most pop-
ular site in the world by Alexa’s web rat-
ing (Igbal 2019). Streamers on Twitch
provide a live video feed that is viewed
by users. It currently hosts 2.2 million
daily broadcasters and 15 million dai-
ly users, and the platform’s audience
continues to grow (Igbal 2019). Vid-
eogames are primarily streamed, but
other categories—such as sports and
politics—are popular as well. Users who
create a profile are able to follow con-
tent creators, add friends, and discuss
the live stream with other users. Users
can communicate with the host stream-
er and other users through a chat win-
dow embedded on a stream’s page (see
Figure 1). The chat window is of a limit-
ed size, and will only show a maximum
of 26 individual one-line comments.
Stream chats tend to fall into three cat-
egories: empty streams, where no users
comment in the chat; conversation-
al streams, where users comment at a
speed that allow for users to respond to
each other and hold conversations; and
rapid-posting streams, where users post
so quickly that a given comment is dis-
played for mere seconds before being
replaced by newer comments.
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Figure 1: Example of Stream + Chat (Sample: Mibrtv, 3/14/2020).

To-date, no study has been con-
ducted to discover IFOs on Twitch. We
predicted that IFO actors would em-
ploys bots to achieve their objectives,
so we built and executed a data-mining
script in Python to identify users who
post in a bot-like manner (defined in
the methods). We further analyzed ap-
proximately 100 users who met our bot/
bot-like criteria to determine whether
or not they were actual bots supporting
an IFO.

Methods

revious researchers have built
Pbot—detection programs utilizing

multiple methods, such as deco-
rate classification (Lee etal. 2010), Naive
Bayes (Wang 2010), Jrip (Ahmed and
Abulaish 2013), Random Forest (Chu
e. al. 2012), contrast patterns (Loyola-
Gonzalez et al. 2019), and Botometer
(Yang et al. 2019). Because the Twitch
platform includes a separate comment-
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ing interface from traditional social
media sites, such as Facebook and Twit-
ter, we coded a simple bot classification
tool to serve as a starting place for more
advanced bot researchers. But first, we
make a number of assumptions about
how an IFO might be conducted over
Twitch:

1. IFO actors prefer to automate their

operations.

Even if IFO actors have the resourc-
es to target all twitch streams, to do
so would be overly conspicuous and
therefore counterproductive.

IFO actors selectively target the
streams they attempt to influence.

IFO actors do not target individuals
on the platform, and instead target
the largest number of users possible.

IFO actors do not target empty
streams.
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Table 1: January 29, 2020 Chat Log Download

0,
Anomalous | Total | Anomalous | Total N
Channel Stream Type Anom.
Streams | Streams Users Users
Users
bastiat Political 6 10 83 2610 3.18
Bernie_Sanders | Political 0 10 0 3117 0
DemocracyLive | Political 6 10 28 1105 2.53
DonaldTrump | Political 0 5 0 9471 0
hasanabi Political 7 10 2101 37994 5.53
skynews Political 1 3 18 1294 1.39
touringnews Political 1 10 5 670 0.75
washingtonpost | Political 9 10 748 14203 5.27
hutch Political/ 3 10 179 4378 4.09
gaming
JakenbakeLIVE | Political/ 10 10 2412 40269 5.99
live blogging
Alinity Live blogging/ 10 10 486 | 13588 3.58
gaming
badbunny Live blogging/ 7 10 227 6952 3.27
gaming
ninja Gaming 6 10 658 37628 1.75
riotgames Gaming 3 10 387 13568 2.85
Total 69 128 7332 | 186847
6. IFO actors target conversational out against the rest of the chat. By

streams with automated comments.
If automated comments are en-
gaged with, human actors can take
over for manual commenting.

IFO actors target rapid-posting
streams with short messages in a
quantity-over-quality approach (e.g.
spamming the hashtag “#FREE
TIBET” in chat).

In conversational and rapid-posting
streams, IFO actors post more than
the stream’s norm, as they are try-
ing to make their comments stand
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posting more frequently and/or in
higher volumes, IFO actors’ com-
ments are identifiable via statistical
techniques.

We selected 14 Twitch.tv chan-
nels for analysis, and included politi-
cal or apolitical content creators (see
Table 1). We handpicked channels to
confirm proof of concept, rather than
to execute a completely unbiased study.
We chose popular channels because
IFO actors likely want to target many
users at once. We expected that polit-
ical channels would have a greater bot
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presence than non-political channels,
as political channels generate more di-
visive discussions. Political channels
included liberal, conservative, and
neutral channels (e.g., Bernie Sanders,
President Trump’s, and the Washington
Post’s Twitch channels, respectively).
To search for bots, we assumed that bot
users post more comments and post at
a higher rate than average users. We
deemed streams that returned data in-
dicating bot or bot-like user posting
as “anomalous.” The code used for this
project is located at https://github.com/
SterrellaA/twitch-analysis.

To prepare the dataset for anal-
ysis, the commentScraper.py script
used the Twitch-Chat Downloader li-
brary (https://pypi.org/project/tcd/) to
download the comments from the last
10 streams of Twitch channels listed in
config.ini. The comments were down-
loaded in .srt (SubRip subTitle) files,
which were then refactored into .csv
(Comma-Separated Value) files with
the commentRefactor.py script.

To analyze the downloaded chat
logs, we ran the videoStats.py script.
While analyzing an individual stream,
the script did the following:

1. A data structure was created that
associates a commenter’s username
with the number of comments they
wrote. That is, by providing a giv-
en number, such as three, a list of
all users that wrote three comments

would be generated.

A data structure was generated
that associates a commenter’s user-
name to their average and range of
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comment speed (in milliseconds).
That is, by providing a username,
that user’s average and range of com-
ment speed would be generated.

a. Average comment speed was
defined as the average number
of milliseconds of all of the us-
ers comments.

b. Range of comment speed was

defined as the difference be-
tween the longest and shortest
time between the user’s com-
ments. To calculate this, only
users with at least three com-
ments were considered. Com-
ment speed range was not used
in this study, but could be used
in future iterations.

The mean and median comment
count of each stream was then
calculated. Due to the nature of
Twitch’s platform, most streams
have right-skewed count distribu-
tions. That is, most users write very
few comments, and a few users
write so many comments that they
bring the stream’s comment count
mean above the median.

Mean comment count was de-
fined as the average number of
comments posted by users. Us-
ers that only watched a stream
but did not comment were not
considered in the results.

a.

Median comment count was de-
fined as the middlemost count
of comments posted by users.

4. The mean and median comment
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speed of each stream was then
calculated.

Mean comment speed was de-
fined as the average of the us-
ers comment speeds calculated
earlier (only users with at least
three comments).

Median comment speed was de-
fined as the middlemost of the
users’ comment speeds calculat-
ed earlier.

The stream was considered anom-
alous if users were commenting in
greater volume and at greater speed
than would be expected based upon
the stream’s median comment count
and comment speed. For this study,
a value of 3 was used to establish
significance; that is, a mean com-
ment count at least three times the
median comment count, or a mean
comment speed at most one-third
the median comment speed (in
milliseconds). This was a subjective
definition and can be adjusted for
future studies by editing the config.
ini file.

The users of an anomalous stream
were then reviewed. If exhibiting
anomalous behavior of their own,
their comments were recorded for
review by a human reviewer.

Anomalous users were de-
fined as users whose individu-
al comment count was at least
three times the stream’s median
comment count and who had a
mean comment speed at most

a.
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one-third of the stream’s medi-
an comment speed.

Results

he custom Python script ana-

lyzed 186,847 users across 128

streams from 14 Twitch chan-
nels. Of these, we found 7,332 anoma-
lous users across 69 anomalous streams
from 12 of the Twitch channels (see Ta-
ble 1). An archive of the users and com-
ments given in Table 1 is available upon
request.

We randomly selected and man-
ually reviewed 100 anomalous users,
but none were clearly bots. These users
posted comments of varying length and
content, and many responded actively
to other users, suggesting a human was
commenting on the stream.

Discussion

ue to user volume, it was not

feasible to manually review

all identified anomalous us-
ers. The overwhelming majority of the
manually reviewed anomalous users
were engaged in mere chat spam (rap-
idly creating or copy-pasting inflamma-
tory, humorous, or emoji comments).
Surprisingly, neither the Donald Trump
nor Bernie Sanders Twitch channels
had anomalous users. We expected IFO
actors to target voting-age users within
these two channels as the 2020 election
approaches, but the lack of IFOs may
be explained by IFO actors’ ignorance
of the Twitch platform itself. Addition-
ally, these two channels did not stream
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often, which might be less appealing to
IFO actors because there is no sched-
ule for users and IFO actors to follow.
In general, the highest percentages of
anomalous users were from channels
with the largest number of total users,
possibly because a larger audience is
a better target for IFOs and/or spam
posting.

The study highlights the need for
bot-hunting artificial intelligence (AI),
as bots are becoming increasingly com-
plex as technological advancements
are made. For example, an in-depth
IFO-detection study must utilize more
than just comment count and com-
ment speed to identify bots, as clever
IFO actors could adjust their bots to
post no more or no faster than some
pre-determined limit (say, the stream’s
current mean or median posting speed
or count). IFO actors could also use Al
to generate comments for their bots,
rather than have bots execute com-
ments from a pre-established comment
bank. Finally, if an IFO actor develops a
bot that posts on a completely random
schedule, dynamically generates con-
tent analyzed from ongoing streaming
audio, visuals, and comments, and ac-
tively responds to users, a human ana-
lyst will be virtually incapable of iden-
tifying the bot. Overall, the complexity
of future bots needs to be met with the
complexity of AI—AI will be needed
to recognize advanced bot algorithms
(Manheim and Kaplan 2019).

The authors acknowledge two
major limitations with this study. First,
it is difficult to determine whether or
not a Twitch user is a bot—humans do
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not possess the ability to distinguish
bots from humans except in blatant
cases (for example, if a bot posts the
same or similar messages at fixed in-
tervals). Second, the criteria may have
excluded possible slow-posting bots.
Future researchers could develop (or
incorporate existing) machine learn-
ing and sentiment analysis programs
to further refine bot search criteria on
Twitch. Additionally, researchers could
develop a bot-detection metric or cri-
teria checklist to allow for manual or
automated assessment of users, rath-
er than a subjective look over. Finally,
researchers should search for counter-
measures that actors employ to protect
their bots from discovery.

Conclusion

he purpose of this study’s was

to develop a data-mining pro-

totype, rather than develop a
reliable and effective bot-identification
program. We did not seek to prove the
existence of IFOs on Twitch, but rather
show it is possible to identify them if
they do exist, and encourage future re-
searchers to use some of our methods
to narrow their bot searches. We main-
tain that our research provides future
Twitch IFO- and bot-hunters a better
starting point for discovering IFOs and
bots.

As the internet audience
grows, the potential for IFO devel-
opment and execution grows. State
and non-state actors know the value
of IFOs during peacetime and war-
time. Twitch is only one vulnerable
platform. Online multiplayer games
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are additional avenues of influence,
as it is relatively easy to create a bot
that produces voice or text within
games. By introducing IFOs into the
platforms used by the average person,
IFO actors have the ability to not only
change their targets’ opinions and be-
havior, but also alter an entire soci-
ety’s culture (e.g., China’s influence
efforts in Africa: Kinyondo 2019).
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ABSTRACT

For two decades, Vladimir Putin has held the highest levels of posi-
tion and power in Russia. The leader and his collaborating elites har-
ness an enduring Russian identity and methodically design a path
for a manipulated society to eagerly regain legitimacy, respect, and
relevance. This qualitative and exploratory study examines Putin and
his apparatus’s efforts to unify Russian society and expand its influ-
ence through the cultivation and operationalization of specific psy-
chological theories. Through theory triangulation, thematic coding,
and analysis of relevant and current open-source material, conver-
gence demonstrates Putin’s disciplined understanding and deliber-
ate management of Russian identity and perception. Evidence indi-
cates Putin's comprehensive and synchronized approach to achieve
a spectrum of policy objectives. This study challenges the traditional
notion of leadership’s rational pursuit of self-interest by showcasing
Putin’s operationalization of power politics, propaganda efforts, and
malleable internal workings of an exclusive society for both manip-
ulation and exploitation.

Keywords: Putin, Russia, image theory, humiliation theory, identity
theory, psychological domain, sixth domain

Una nueva Realpolitik rusa: la operacionalizacion de la
psicologia y la propaganda de Putin

RESUMEN

Durante dos décadas, Vladimir Putin ha mantenido los mds altos
niveles de posicion y poder en Rusia. El lider y sus élites colabora-
doras aprovechan una identidad rusa duradera y disefian metd-
dicamente un camino para que una sociedad manipulada recupere
su legitimidad, respeto y relevancia con entusiasmo y ganas. Este
estudio cualitativo y exploratorio examina los esfuerzos de Putin y
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su aparato para unificar la sociedad rusa y expandir su influencia a
través del cultivo y la operacionalizacion de teorias psicologicas es-
pecificas. Mediante la triangulacion tedrica, la codificacion temati-
ca y el analisis de material de cddigo abierto relevante y actual, la
convergencia demuestra la comprension disciplinada de Putin y el
manejo deliberado de la identidad y la percepcién rusas. La eviden-
cia indica el enfoque integral y sincronizado de Putin para lograr
un espectro de objetivos de politica. Este estudio desafia la nocién
tradicional de la busqueda racional del liderazgo del interés person-
al al mostrar la operacionalizacién de Putin de la politica de poder,
los esfuerzos de propaganda y el funcionamiento interno maleable
de una sociedad exclusiva tanto para la manipulaciéon como para la
explotacion.

Palabras clave: Putin, Rusia, Teoria de la imagen, Teoria de la humil-
lacion, Teoria de la identidad, dominio psicolégico, sexto dominio
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Introduction and Background
espite efforts of select ana-
lysts, policymakers, and ac-

D ademics to force a deliberate
iconoclasm and properly jettison the
rudimentary assumptions and oversim-
plified conclusions drawn from conven-
tional thinking and residual Cold War
framing, two former superpowers, the
United States and Russia, do their part
to live up to old expectations. Instead
of attempting to go beyond “the ortho-
doxy of assumed animosity that keeps
Russia and the United States from find-
ing negotiated common ground,” the
two countries remain locked in a dy-
namic geopolitical chess match involv-
ing nuclear weapons, military forces,
geographic proxies, and varying ideol-
ogies (Crosston 2018). Just like during
the Cold War, heightened discourse,
diplomatic action, and military postur-
ing from both sides reinforce and am-
plify power politics and different forms
of propaganda. The populations of both
nation-states seem not only proud of
their ideological entrenchment but also
willing and determined to enshrine the

amplification of their long-held identity
and reinforced convictions.

The crumbling of the Sovi-
et Union and the Berlin Wall brought
with it an unfamiliar and uneasy uni-
lateral power structure. The world, as
everyone knew it, along with the many
neat political theories and institutions,
turned on its head. America, perceiv-
ing itself as an undisputable superpow-
er, quickly claimed victory at the end
of the Cold War, championing both
its model republic and spirited liberal
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institutions. For over a decade, the US
confidently showcased to a global audi-
ence its accomplishments and effective-
ness against its former Soviet foe. Out
of the shadows of the Soviet Union, a
new modern Russia realized its loss of
legitimacy, respect, and relevance. Al-
most overnight, the vast preponderance
of laypeople and analysts perceived the
Iron Curtain and all its unifying fea-
tures to be exposed and erased. Not-
withstanding this humiliating descent,
the Russian identity and its entrenched
political institutions seemed deter-
mined to prevent the quick and dra-
matic transition to some form of liberal
democracy and free-market society.

Despite the West’s dramatic and
impactful victory during the Cold War,
Russian society staggered forward with
only its perceptions, identities, values,
and images. One man, a former Soviet
intelligence officer named Vladimir Pu-
tin, was able to rise from the ashes to
consolidate and capitalize on the tightly
held Russian identity. The President of
Russia and his cadre of loyal oligarchs
undoubtedly hold power and influence
Russian society and politics. By skillful-
ly and practically directing the complex
Russian political system and exploiting
various weaknesses and divisions in
the international arena, Putin has been
able to unify the once directionless and
fragmented Russian society and expand
its sphere of influence. He has method-
ically challenged and chipped away at
the West’s post-World War II standing
throughout the world. This success is
not brought about by chance or luck
but by a systematic understanding and
deliberate management of the unique
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Russian identity and perception. It is
Putin, who skillfully exploits, manip-
ulates, and reinforces power politics,
propaganda, and the malleable psycho-
logical internal workings of the collec-
tive Russian society.

The purpose of this study is to
examine how Putin and his collaborat-
ing governmental apparatus has unified
Russian society and expanded its sphere
of influence by deliberately cultivating
and integrating humiliation, identi-
ty activation, and image manipulation
with more traditional sources of influ-
ence. This study argues that Vladimir
Putin’s and various Russian pro-gov-
ernment apparatuses current domes-
tic/foreign policy success, including
the degradation of Western credibility,
is a result of the comprehension, ex-
ploitation, and reinforcement of select
psychological theories and traditional
concepts of propaganda. This research
intends to dissect the particular strate-
gy and intentions of the Russian leader
over the last two decades. It conducts a
pre- and postmortem of operationaliza-
tion and manipulation efforts relating
to the preferred Russian power appara-
tuses psychological theories of choice.

The conclusions and the data
drawn from this research aim to add
to the knowledge that serves both in-
ternational relations and political psy-
chology interests. Scholars and practi-
tioners around the globe currently find
themselves in a time period when it is
easy to incorrectly surmise that Russian
leadership is merely attempting to rec-
reate the Soviet Union (Crosston 2018).
It is wrong for theorists to simply dust
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off rigid and simplistic theories and
paradigms. It is essential to examine in
detail various constructivist lenses and
theories that explain internal factors,
motivations, and perceptions that end
up having impacts on actions, policies,
and attitudes. This research intends to
advance the overall conversation about
Russia’s deliberate manipulation with-
in its growing sphere of influence by
combining various psychological theo-
ries and reinforcement techniques. This
research showcases the comprehensive
and synchronized approach that Rus-
sian leadership has engineered in an at-
tempt to achieve a spectrum of foreign
policy goals and degrade Western pow-
er and stability.

Examining an Orchestrated
Russian Resurgence

raditional theories of interna-

tional relations would lead one

to believe that most politics in-
volve the rational pursuit of self-inter-
est. However, “a more accurate picture
of human beings as political actors is
one that acknowledges that people are
driven or motivated to act in accordance
with personality characteristics, values,
beliefs, and attachment to groups” (Cot-
tam et al. 2010, 1). Individuals are not
robots, but rather imperfect informa-
tion processors who are influenced and
manipulated as they try to find stability
and purpose in a complex world. To put
it in less sophisticated terms, “people
are driven to act by internal factors such
as personality, attitudes, and self-identi-
ty, they evaluate their environment and
others through cognitive processes that
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produce images of others, and they de-
cide how to act when these forces are
combined” (Cottam et al. 2010, 1).

The concept of a dynamic and
influential leader who reinforces a soci-
ety’s specific identity and perceptions is
not new. However, Putin’s ability to skill-
tully incubate, manipulate, and exploit
a unique blend of current and historical
perceptions/images, emotions, and an
enduring Russian social identity is both
impressive and distinctive (Torbakov
2015). For two decades, Putin labored
to salvage and reconstitute a “historic
Russia,” determining that his version
of a political system was “the best in-
strument available to secure the state’s
integrity” (Torbakov 201, 444). Since
taking power, the current President of
Russia has embraced varying shades of
propaganda and Realpolitik as tools of
reinforcement and amplification in his
efforts to exploit the Russian political
system and sphere of influence.

Putin has not only actively taken
the reins in his efforts to restore Russian
standing and prominence in the world,
but has also begun degrading Western
influence and cohesion. Tempered by
the pragmatic realization that it is not
possible to recreate the Soviet State, he
deliberately chose to shed the many de-
ficiencies and anchors associated with
communism, despite knowing full well
there is considerable nostalgia for Rus-
sias linchpin role in the former Soviet
space (Hutcheson and Petersson 2016).
Putin has been able to deliver social
and economic progress to a Russian
population eager for tangible results.
By utilizing the framework of the polit-
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ical psychology theories of humiliation,
social identity, and image, this paper
helps readers conceptualize how Putin
creates measurable success throughout
Russian society.

It is a common misconception
that Putin is trying to reconstruct the
old Soviet Union (Crosston 2018). A
more detailed examination shows that
the current President and former Prime
Minister of Russia does not intend to
resurrect the former Soviet Bloc, but in-
stead exploit and weaponize the charac-
teristics and the mechanisms of order,
prosperity, and greatness (Hutcheson
and Petersson 2016). Thus his efforts
allow the country to thrive while dis-
regarding the elements that let the sys-
tem flounder. This study assesses the
following research questions. How has
Vladimir Putin combined, applied, and
exploited the political psychology theo-
ries of humiliation, identity, and image
to consolidate influence and produce
achievements in Russian society? Why
has the Russian leader embraced propa-
ganda and Realpolitik when attempting
to pursue political goals? How has Pu-
tin capitalized on the malleable internal
psychology within his sphere of influ-
ence?

Relationships and Key Themes

rawing on the psychology the-
ories of humiliation, identity,
and image, this research exam-
ines active Russian policies, goals, mo-
tivations, and actions to address the re-
search questions stated above. Despite a
US Cold War victory, the new century
brought with it a post-Soviet foreign
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policy that emphasized Russian “wis-
dom to understand—ahead of the Unit-
ed States—the important truth that pol-
yarchy is the form of governance that
rules the world ... that the conflict in the
world politics is the sign of a new era
and ... conflict was caused by an overall
decline of the influence of the West and
opposition to the global rearrangement
of power by the United States” (Beak
2009, 459).

With past discourse, Putin de-
clared “to the United States and the
West that the U.S.-centered unipolar
model in which only ‘one master’ and
‘one sovereign’ exist is not only unac-
ceptable but also impossible in today’s
world, that a new ‘architecture of global
security” has to be established, and that
Russia is not merely a counter-hege-
monic state, as it is a leading designer
of the new order” (Beak 2009, 458).
With a muddled American foreign pol-
icy in flux between a Pacific pivot and
an enduring Middle East commitment,
Russias leadership and ruling elite re-
main determined as ever to reshape the
outcomes of and the conclusions drawn
from the collapse of the Soviet Union.

Putin and his sculpted security
apparatus keenly understand the reali-
ties of the post- Soviet security psyche.
Struggling to compete with the United
States and sustain a worldwide power
projection image and conventional ar-
senal, the Russian leadership recognizes
the benefits of cultivating and exploit-
ing other types of power, including po-
litical, social, and informational ones,
in an attempt to bridge the gap between
the new Russia and the West. Putin and
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his governmental apparatus deploy de-
liberate propaganda against not only
foreigners, but also target their efforts
against a manipulable domestic mass.
Against a Russian psyche, Putin prop-
agates “the idea that Russia is not worse
than Western countries, also, to give the
impression that Russia is prepared for
war” (Ratiu and Munteanu 2018, 193).
In this study, “propaganda” encom-
passes the entire spectrum of possible
influence operations, political warfare
techniques, active measures, and soft
power approaches. For the purposes of
this study, the term “propaganda” de-
scribes public or covert influence oper-
ations that intentionally “aim to affect
cognitive, physiological, motivational,
ideational, ideological, and moral char-
acteristics of a target audience” (Larson
2009, 3).

This study intends to build on
the foundation set by Lebow (2009), A
Cultural Theory of International Rela-
tions. Similar to Lebow’s work, this al-
ternative framework of psychological
constructivism breaks away from the
predictable realist and neoliberal camps
and provides ample evidence of combi-
nations of psychological theories that
affect the international arena and spe-
cific foreign policies. Building on the
most “spirit-based world concept,” Leb-
ow declares:

... international systems were ac-
tors are driven not by fear and
security dilemma but instead by
the desire to bolster pride and
self-esteem in their individual
and collective identities. In such
systems, honor and standing are
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the coin of the realm, and the
adult important internation-
al pecking order is established
through frequent resort to armed
conflict. (Hyman 2010, 461)

Putin frames political actions
and methods in traditional Realpoli-
tik terms. The Russian leader is known
for his pragmatic utilization of systems,
techniques, and modalities. However,
at the same time, he ensures the careful
attention and consideration of political,
psychological, and constructivist reali-
ties to harness and deliberately manip-
ulate target audiences for power con-
solidation and opposition suppression
(Hutcheson and Petersson 2016). Art-
fully engineering and operationalizing
psychologically manipulable variables,
Putin has more successfully than not
met emergent challenges to his legiti-
macy and political agenda (Hutcheson
and Petersson 2016). Putin’s deliberate
focus, reinforcement, and weaponiza-
tion of the three selected theories enable
him to become the primary decider and
authority of Russia’s present and future.

It would seem that Vladimir
Putin mastered “the art of ruling ...
finding a way to derive benefit from ...
the feelings of others and not in wast-
ing one’s own energy in order to destroy
them. [Putin] is capable of liberating
himself from blind control of his own
feelings [and] is also capable of exploit-
ing the feelings of others for his own
purposes” (Nadskakula-Kaczmarczyk
2017, 340). The Russian leader under-
stands these theories do not have to be
used in isolation; often, the salient prin-
ciples and elements intertwine, infuse,
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and complement one another. Howev-
er, with careful political and psycholog-
ical assessment and refinement, specific
tailoring and formulation can be used
to achieve/spread the optimal and de-
sired effects of two of Putin’s essential
objectives and narratives:

1) Russia is rising from its knees
and because of that the West,
first and foremost the United
States, declared war on Moscow
in order to preserve its diktat in
world affairs. 2) Although threat-
ened on all sides by implacable
enemies, Russia has nothing to
fear so long as Putin is at the
helm, not only will he protect the
motherland, but also, he will re-
cover the [Russian] status being
viewed and therefore respected
again. (Aron 2016)

Putin has made it clear to the in-
ternational community that he will not
be cornered into a specific hardened
political ideology. He is determined to
avoid making the same mistakes that
former Soviet leaders made. Using a va-
riety of realist and constructivist foun-
dations, he is tenacious in remaining
adaptive to ever-changing domestic and
international political landscapes. He is
committed to making modern Russia a
respected member of the international
community once more. He is resolute
in his acknowledgment of the mainte-
nance and the projection of the image
required for a specific national identity.

For two decades, Putin has oc-
cupied the world stage and has vaulted
Russian activities and aspirations back
into the mainstream global headlines.
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Both Western and Russian media cov-
ered the spectrum in detailing Putin’s
persona and actions during this time
period. However, no existing research
has proven the causality between com-
binations of specific psychology theo-
ries and present-day Russian political
goals and power methods. This research
aims to fill the current gap allowing sev-
eral critical themes and an illustration
of the resultant bifurcation to emerge.

The review of varied prima-
ry source material highlights Putin’s
unique manipulation of specific psy-
chological constructivist theories that
facilitate and reinforce his overall prag-
matic and power politics approach.
Through analysis, the following themes
emerge. First, since the fall of the Soviet
Union and the floundering of the new
underdeveloped “westernized” Russian
system, the emergent domestic and in-
ternational political power player, Vlad-
imir Putin, has tapped into the unique
Russian identity. He has forcefully con-
structed specific images and narratives
and deliberately forced differentiation
among social categories of target au-
diences to consolidate power, enhance
stability, and achieve a variety of Real-
politik political goals that are meant to
bring Russia the international respect
and prominence that the country feels
it deserves. Second, despite being cal-
culated and pragmatic in his political
approaches, Putin relies heavily on the
combined effects of humiliation theo-
ry, social theory, and image theory to
consolidate his power structure and in-
fluence various target audiences in or-
der to project and facilitate heightened
social categorization, tailored schemas,
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and specific political aspirations. Final-
ly, Putin and his Russian political appa-
ratus have embraced and deployed an
entire spectrum of propaganda vehicles
and techniques used to reinforce the
salience of and weaponize these select
political psychology theories.

Research Design

hrough the application of three

psychological theories, Putin as-

sessed the government’s efforts
to unify Russian society and expand
its sphere of influence. In this study,
the first step is to evaluate the various
political psychology theories that have
been operationalized and reinforced by
Putin’s effective use of propaganda and
power politics. The second step is to an-
alyze the goals, intentions, and recent
successes of both Russian leadership
and society. Through thematic coding
and analysis of relevant and current
open-source materials, the convergence
indicates Putin’s disciplined under-
standing and deliberate management of
Russian identity and perception. Qual-
itative evidence from over two-dozen
primary and secondary sources con-
cludes and explains how Putin has har-
nessed and operationalized the effects
of these theories to his advantage.

This research article takes a qual-
itative and exploratory approach in
studying the direct effects of a polariz-
ing yet consolidating Russian influence
by the Putin administration to actively
target and coax the internal workings of
various groups and schemas. Russian
leadership and the post-Soviet society’s
best attempt to achieve desired politi-
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cal goals and fulfill societal motivations
and ambitions is a holistic and comple-
mentary approach. This research high-
lights and examines exploitable and
malleable elements of specific psycho-
logical theories and the active measures
that reinforce them.

Data points from journalistic
interviews, peer-reviewed academic
journals, specific subject-matter books,
and relevant congressional testimonies
were gathered and discovered. The data
exhibiting Russian leadership’s capital-
ization and exploitation of specific psy-
chological theories and the application
of propaganda and active measures in
its efforts to amplify and anchor these
political-ideological frameworks were
thematically coded. These developed
categories were linked through the pro-
cess of axial and causation coding; in-
ductive and inductive methods formed
meaningful relationships.

Successful Post-Soviet
Resurrection

he post-Soviet reality left mil-

lions dazed, confused, and in

search of a new identity. For
those who lived under the former So-
viet banner, the general consensus was
that “the end of the Cold War was Rus-
sia’s equivalent of the Versailles Treaty
... a source of endless humiliation and
misery” (Aron 2016, 1). From the chaft
and the political confusion of an ear-
ly Russian experiment with Western
democracy, an unsuspecting ex-Sovi-
et spy emerged, who was immediately
tasked by a crippled and directionless
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Russian society to recover the eco-
nomic, political, and societal clout was
needlessly squandered by a rigid and
uncompromising ideology. While the
West turned its attention to new strate-
gic priorities in the Middle East, Putin
effectively tapped into a historical and
societal identity, exposed and exploited
intergroup realities, and capitalized oft
emotions related to the downfall of the
Soviet Union. Doing this, Putin careful-
ly and deliberately massaged a security
and political apparatus in his image.
This refined vehicle of influence and
authority was repeatedly employed to
amplify and reinforce Putin’s distinctive
and successful blend of power politics
and constructivist realities.

To date, Putin has attained a
string of domestic and international
successes. He has not only regained a
firm and controlling hold on internal
information sources and mediums,
but has seemingly quelled the chaos
and the various insurgent “color rev-
olutions” at the Russian doorstep. The
Russian leader has “liberated” entire
Russian enclaves in Crimea in Eastern
Ukraine, ensuring his portrayal as the
true protector of the Russian people.
In Chechnya, he personally led a suc-
cessful anti-terror campaign he deemed
equivalent to the perceived noble and
required Western crusade against Is-
lamic terrorism. In addition, for many
proud Russians, the Putin-directed
“humanitarian intervention” in Syria
is portrayed as legitimate and neces-
sary due to a perceived lack of any ap-
propriate and moral Western response
(Crosston 2018).
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Since taking the reigns as Russia’s
leader, Putin has surprised the West
with a reinvigorated patriotic mobili-
zation and consolidation. The inner-
workings of which present “an unprece-
dented challenge: a highly personalistic
authoritarianism, which is resurgent,
activist, inspired by a mission, prone to
risky behavior for both ideological rea-
sons and those of domestic political le-
gitimacy, and armed, at the latest count,
with 1,735 strategic nuclear warheads
... (Aron 2016, 1). For better or for
worse, Putin is determined to control
Russias destiny personally. With the
unbendable components of authority
and nationalism, Putin considers his ac-
tions justified and in the interest of Rus-
sian society. He believes Russia’s “goal is
to reinforce our country, to make our
country better for life, more attractive ...
more valuable, to turn our country into
something that could respond swiftly to
the challenges of time. To strengthen it
from the internal political point of view,
and to strengthen our external political
stance as well. Those are the goals we
are pursuing. [Russia is] not trying to
please anyone” (Stone 2017, 205).

Whether a matter of fact or per-
ception, Putin has successfully resur-
rected Russian legitimacy through a
series of domestic and international
successes. The transformational Russian
leader has forced the West to re-exam-
ine and reconsider Russia’s relative pow-
er and international standing. More-
over, the entire Russian people now feel
that they have successfully provided the
world with a credible alternative to the
dominant and imposing liberal para-
digm (Nadskakufa-Kaczmarczyk 2017).
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Putin’s Propaganda Integration
(( Ithough there are numerous
discussions between schol-
ars and military thinkers re-
garding whether the Russian informa-
tion warfare is truly ‘a new way of war,
a certain aspect of Russian strategy is
‘that information now has primacy and
operations, while a more conventional
military forces are in a supporting role™
(Ratiu and Munteanu 2018, 193). What-
ever blend of information operations,
active measures, covert spying, polit-
ical warfare, or soft power initiatives
the Russian government sanctioned, it
was meant not only to influence policy,
but also to deliberately cause division
within a consolidated liberal Western
culture and security alliance (Chivvis
2017). Putin has ensured a “whole of
government” approach by forcibly and
deliberately integrating power politics,
propaganda methods, and select po-
litical psychological theories. Through
a variety of mediums and modalities,
Russian propaganda once again has
tried to invade and cloud the cognitive
minds of a variety of target audiences in
an attempt to influence desired actions.
The new battleground, “from a Russian
perspective, is the people’s mind, the
necessity for hard military power being
minimized” (Ratiu and Munteanu 2018,
193). With this paradigm shift, the Rus-
sian leadership has chosen to integrate
propaganda with calculated power pol-
itics in its efforts to create tension, con-
fusion, doubt, and weakness by slowly
eroding faith in the institutions and sys-
tems that have long served as the pillars
of liberal democracy (Chivvis 2017).
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Russian propaganda production
is not new to the world. However, Pu-
tin and his governmental and securi-
ty apparatus have re-engineered and
deliberately tailored the system to be
successful in the twenty-first century.
Speaking bluntly, General Breedlove,
former Supreme Allied Commander of
NATO, noted that Russian propagan-
da “was the most amazing information
warfare blitzkrieg we have ever seen”
(Gerber and Zavisca 2016, 80). Select
messaging, identity reinforcement, and
image manipulation by an entire host
of sophisticated propaganda methods
support Putin’s desired end state to
have Russian political and social values
esteemed higher than the West’s. Hos-
tile perceptions of the US “have taken
hold in Russia, where nearly 70% of the
respondents view [the] United States as
an enemy, and an additional 15% see
the United States as a rival” (Gerber
and Zavisca 2016, 85). Through official
statements, mass media, social media,
paid agents, and funded nongovern-
mental organizations, the Russian se-
curity apparatus has been able to slowly
infect areas that have traditionally been
outside Russia’s sphere of influence. At
the same time, the same systems have
turned inward. They have been used to
engineer a consolidated narrative, iden-
tity, and image against the Russian peo-
ple who have seemingly willingly abdi-
cated their cognitive defense mindset
and stance to a new Russian leader for
the promise of stability, direction, and
resurgence. There is currently an entire
constellation of structured and funded
Russian “civil society” institutions and
media outlets (Helmus 2018). Hackers,
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troll farms, Sputnik News, and Russia
Today are the modern Russian equiv-
alents of the T-34 tank; instead of pen-
etrating the physical battlefields, these
mediums force cognitive penetration,
allowing a manipulated narrative and
amplified differentiation within an en-
tire spectrum of target audiences.

Deliberately choosing to make
it a priority, the Russian government
allocated over $1.4 billion to inter-
national and domestic propaganda
(Van Herpen 2016, 74). The influence
campaigns in the Soviet era and un-
der President Putin represent a “long-
term, indirect, and low-risk approach
to undermine and weaken an oppo-
nent from within in order to promote
political objectives and alter the cor-
relation of power in Moscow’s favor in
order to win the clash of civilizations
with the West” (McCauley 2016). Putin
and his many controlled networks be-
lieve that they can deliberately change
attitudes and ideas through the art of
persuasion. They understand that they
can effectively reinforce existing trends
and beliefs to solidify and differentiate
the realities of an intergroup process.
The current employment and wide-
spread usage of propaganda allow the
Russian leader to influence masses near
and abroad. This approach causes them
to believe that the Russian past “re-
flects the happy future of present-day
Russia .... [The Russian people] don’t
expect a happy future to come in the
form of modernization or the form of
approaching the westernized world.
[With this], the future lies in the Soviet
past of Russia” (Van Herpen 2016, 77).
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Putin’s Humiliation
Capitalization

rom Ivan the Terrible, Peter the

Great, Lenin, and Stalin, the im-

mense Russian landscape has
been governed by a variety of dynam-
ic and powerful figures. Authoritarian
and hierarchical in nature, these guided
and forced Russian constituencies into
subjugation through various revolu-
tions, wars, and ideologies. This collec-
tive history of these past leaders con-
tributed to a uniquely developed and
entrenched schema and identity among
the Russian populace. Both the Russian
elite’s and laypeople’s embrace of a his-
torically bound identity has often asso-
ciated with the tenets of toughness, re-
siliency, collectivism, stability, realism,
and paternalism.

Alfred Evans highlights a dis-
tinctive Russian identity that mutated
from its history of specific conditions
and traditions. Evans states, “from the
very beginning, Russia was created as
a super-centralized state. That’s par-
ticularly laid down in its genetic code,
its traditions, and the mentality of its
people” (Evans 2008, 903). The Russian
people who bore the brunt of horror
and destruction during World War II,
who saw a cosmonaut ascend to the
outer reaches of space before anyone
else, who cherished the advanced tech-
nology and quantity of their nuclear ar-
senal, and who bore the many burdens
behind the Iron Curtain, all shared a
specific and hardened identity fully in-
corporated into their collective and in-
dividual psyche.
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Using Saurette’s humiliation the-
ory as one of its foundational points,
this study begins to identify specific
Russian emotional factors of Russian
leadership and society relating to how
“humiliation ... can act as the basis
from which to theorize and investigate
its influence in global politics” (Saurette
2006, 496). The variety of emotions
and values, including, honor, respect,
and mythology, are at the forefront in
explaining Putin’s motivations and the
Russian apparatus’s desire to tap into
the critical and collective humiliation
element widely entrenched in Russian
society. Specific Russian dynamics, in-
cluding humiliation, were experienced
for a certain period after the fall of the
Soviet Union. This humiliation dy-
namic has been captured and molded,
allowing the Russian government to
dictate a specific influential Russian na-
tional/foreign policy.

The unforeseen collapse of the
Soviet system brought about an unex-
pected change of the longstanding bi-
polar international paradigm. Mikhail
Gorbachev’s and Boris Yeltsins pro-
gressive and reformative perestroi-
ka platforms encouraged many Rus-
sian patriots to hope a new Russia
would successfully transition to an
economy and political system similar
to the West. However, some of Russian
society and some Russian elites were
more resistant and unaccommodating
to the dramatic changes that intended
to mimic Western values and conven-
tions. The transformation was haphaz-
ard, uncertain, muddled, and embar-
rassing.
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The collective Russian people lost
the authoritarian sources of direction
and stability to which they had become
accustomed. Russian society neither
witnessed nor felt the great Western
economic downfall that many citizens
were expecting. For its part, the West
was neither fully open and accommo-
dating in embracing its former foe nor
willing to fully incorporate them with
the same liberalized respect and values
they had now taken for granted. The
West projected a collective “fear that
the former communist world represent-
ed a ‘Wild East’; an area populated by
violent people who, given half a chance,
would love to tear each other apart”
(Whitehall Papers 2008, 43). Russian
elites and governing bodies were sub-
jugated to being lectured and preached
to by their perceived culturally inferi-
or, more recently established countries
throughout the West.

In 1991, Russians lost [their]
buffer, the legacy of their great-
est generation. With their coun-
try falling apart, Russian leaders
had no choice but to accept this
loss for as long as Russia would
remain weak. The 1990s were a
terrible decade for Russia, what
a great decade for the West. For
the Russian leaders and many
regular Russians, the dominance
of the West came at the expense
of Russia’s loss in the Cold War.
(Senate Rept. 115-40)

Despite being uncertain, vulner-
able, and alone, Russian leaders thought
that they had collective assurances
from NATO decision-makers that the
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former foe would not exploit the new
international realities and power dy-
namics. However, the Western security
institution was quick and aggressive in
capitalizing on its perceived final victo-
ry against a vanquished Cold War foe.
NATO leaders rapidly developed pol-
icy and action sets to incorporate new
countries that had exited the Soviet’s
physical and conceptual sphere of in-
fluence. Former Warsaw Pact strong-
holds, such as Poland, Hungary, and the
Czech Republic, were quickly integrat-
ed and allowed to reap the institutional
(security) and cognitive (stabilization)
benefits of joining the matured West-
ern defense alliance. NATO’s “enlarge-
ment apparently broke a promise given
to Moscow when the Warsaw Pact dis-
solved, in undertaking that the West
would not seek to benefit from Russia’s
weakness” (Whitehall Papers 2008, 42).

This deliberate encroachment
happened again with the incorporation
of countries such as Bulgaria, Roma-
nia, and Slovakia, and later, in 2009,
Croatia and Albania, into the growing
Western defense alliance. However, in
2004, the admittance of countries such
as Latvia, Lithuania, and Estonia into
the European Union and NATO inflict-
ed a perceived national trauma on the
fragile Russian psyche. The “absorption
of the Baltic republics into the Europe-
an Union and NATO have been a bitter
pill and, for people continue to think
in all fashioned military terms, a stra-
tegic dagger pointed at Russia’s throat”
(Daniels 2007, 8). The West’s welcom-
ing of these three countries at the Rus-
sian Federation’s doorstep, with large
populations of ethnic Russians, was
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perceived as a deliberate and calculated
power grab meant to humiliate and em-
barrass the former superpower. These
three countries had a powerful and
enduring historical identification with
the “motherland” The Russian people,
along with Russias defense appara-
tus, could not understand why NATO,
whose sole purpose of existence was
to defend the West against the Soviet
Union, was now even allowed to exist.
The newly perceived psychological and
cognitive assault and humiliation by an
unchecked unilateral institution was a
watershed moment for the directionless
post-Soviet state.

Persevering Kremlin ideologists
and significant factions of former Sovi-
et people soon sensed an embarrassing
loss of control and autonomy with the
intentional development of in-groups
and out-groups (Crosston 2008, 33).
This exacerbated humiliation dynamic
decreased the strength and self-esteem
of the collective Russian identity. With
the rest of the international community
watching, the humiliator stripped away
an entrenched set of prized self-percep-
tions that were highly valued by a spe-
cific people and their leaders in their
new infantile state (Saurette 2006, 507).
Putin perceived the West, particularly
US attitudes and intentions, as omnip-
otent and consciously flagrant. “[A]fter
the end of the Cold War, a single center
of domination emerged in the world,
and those who found themselves at the
top of the pyramid tempted to think
they were strong and exceptional, they
knew better” (Crosston 2008, 102).

After taking the reins as Rus-
sian President in 2000, Putin set a new
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course for Russia, one in which he was
determined not to repeat the rigidness
or shortcomings of the former Soviet
Union or the perceived degrading, in-
competent, and impotent strategies of
Yeltsin and Gorbachev. Putin invoked
a new political model to counteract the
sustained humiliation instigated by the
West. His formulated system incorpo-
rated unique combinations of loose
ideology, firm conservative values, and
a rigid political dynamic embedded in
paternalism. All of these elements were
used to firmly reestablish specific de-
grees of consciousnesses and internal
assumptions that were deemed sup-
pressed not only by Russian society,
but also by Putin himself. His triggered
counter-humiliation efforts aimed at
regaining international respect amid
the perceived loss of both image and
identity. Putin declared, “Russia is a
country with a history that spans more
than a thousand years and particularly
always use the privilege to carry out an
independent foreign policy, we are not
going to change this tradition ..” (Dan-
iels 2007, 8).

While serving as either President
or Prime Minister over the last two
decades, Putin has exploited and op-
erationalized a perceived campaign of
humiliation against the Russian people
and their diaspora. Instead of attempt-
ing to re-engineer a distinctive Russian
identity into a particular set of Western
culture and norms, Putin embraced and
weaponized past humiliations through
a variety of propaganda vehicles used
to exacerbate and intensify differentia-
tion and emotions, thus expanding the
social comparison. This enabled him
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and his government apparatus to solid-
ity power, achieve critical international
and domestic political objectives, and,
when required, to begin to erode the
unified Western coalition. With these
efforts, “Russia’s strategy of influence
seeks to alter the perception of—if not
halt and eventually reverse—Central
and Eastern Europe’s Euro-Atlantic en-
largement and orientation, which has
the added benefits of breaking U.S. and
Western dominance of the internation-
al and democratic liberal order, restor-
ing Russia’s historic sphere of influence,
and returning to a bipolar organized
world” (Conley et al. 2016).

The Russian masses credited
Putin’s policies and achievements with
their newly restored sense of legiti-
macy, self-respect, and international
importance. To date, the Russian pop-
ulation seems more than willing to en-
dure a new paternalism well above that
of Western standards to fill the void of
security and collectivism left over from
a perceived crusade of humiliation by
the US and its Western allies. Many
think that Putin exhumed “the type of
Russian state that older citizens want,
and the citizenry would likely allow
anything other than an autocratic state
in which citizens are relieved of the
responsibility for politics ... and imag-
inary foreign enemies are invoked to
forge an artificial unity” (Charles River
Editors 2014).

For over a decade, the former
Soviet spy-turned-politician addressed
past Russian political blunders that
negatively resonated in the developed
Russian psyche. By successfully com-
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bining constructivist realities and Re-
alpolitik actions as a counterbalance
against historical humiliators, Putin
empowered a Russian population to
regain their self-esteem and direction.
However, if Putin exposes his nation’s
possible economic or military weak-
nesses, like Gorbachev and Yeltsin did,
he may be disregarded and cast to the
footnotes of Russian history.

Putin’s Successful
Image Utilization

tilizing the work of Alexander

etal. (2105), this study advanc-

es the notion in which “image
theorists suggest that the ideas about
other actors in the world affairs are or-
ganized into group schemas, or images,
with well-defined cognitive elements
... comprised of cognitions and beliefs
regarding the target nation’s motives,
leadership, and primary character-
istics” (28). The Russian leadership’s
ability to frame specific perceptions of
in-groups and out-groups has allowed
it to consolidate power and depict the
West as culturally and structurally infe-
rior. The newly reinforced image it por-
trays to both in-groups and out-groups
enables the emergence of a perceived
equally credible Russian alternative to
the once dominant Western values and
institutions.

Putin has determined that an
“enemy image” is the primary percep-
tion to be exploited, constructed, and
advanced. “With enemy image, one
considers the other nation (the West)
as evil, opportunistic, and motivated
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by self-interest. The nation’s (Western)
leaders are also assumed to be highly
capable, but untrustworthy. The ene-
my image results when an international
relationship is characterized by intense
competition, comparable compatibil-
ity/power, incomparable cultural sta-
tus” (Alexander et al. 2015, 29). After a
series of perceived humiliating actions
by NATO and the West and the encom-
passing embarrassment of the failed
experiments of communism and pere-
stroika, Putin harnessed this collective
and amplified emotion to differentiate
his sphere of influence from the West.
Through constant exploitation and pro-
paganda reinforcement, Putins calcu-
latingly framed enemy image is singled
out for maturation among the Russian
masses. With this operationalization,
the West “is perceived as relatively
equal in capability and culture. In its
most extreme form, the diabolical en-
emy is seen as irrevocably aggressive in
motivation, monolithic in decisional
structure, and highly rational in deci-
sion-making” (Cottam et al. 2010, 54).

Early on as president, Putin stat-
ed to the Russian Federal Assembly that
“above all else Russia was, is and will,
of course, be a major European power”
(Feklyunina 2008, 609). However, due
to NATO’s encroachment and failure
to fully incorporate the new Russia into
the Western system, Putin shifted this
well-intended perception and imagery,
stating, “Russia has always perceived
herself as a Eurasian country. We have
never forgotten [that] the main part
of Russian land is in Asia” (Feklyuni-
na 2008, 609). This manipulation and
shifting of imagery allowed the leader
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to be, at times, centrist in his direction
and intentions. This calculated vague-
ness provides “something for every-
one”; it facilitates the motivations and
the desires of many business elites who
desire to integrate with the established
West. At the same time, it cleverly al-
lows Russia to have its own identity.
The average citizen is thus entitled to
feel proud, unique, and established de-
spite enduring the collective failures of
communism, the unfulfilled promise
of post-Soviet Union reforms, and the
perceived Western onslaught of mental
and physical encroachment.

The current Russian government
and societal psyche embrace “global af-
fairs as being the exclusive, realist do-
main of Hobbes and Machiavelli; life
is brutish and nasty. In sum, the pres-
ervation of power it is not moral or
immoral but rather amoral since the
pursuit is simply about capability and
effective strategy” (Crosston 2008, 103).
The Russian military ventures into
Chechnya, Syria, Georgia, and Eastern
Ukraine prove Putins appeal through
Realpolitik actions and frames of refer-
ence. Conscientiously framed military
actions now ensure that the Russian
nation is viewed as not only powerful,
but also as invoking its right to self-de-
fense. In Chechnya, Putin has used the
same patriotic language and themes to
defend the homeland that the West has
invoked in its seemingly never-ending
“war on terrorism.” Putin passionately
stated in a personal interview:

we will destroy those who re-
sort to arms. And we will have
to create a local elite, which un-
derstands that it is in Chechnya’s
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interests to remain part of Russia.
As things stand today, any dis-
cussion of any status outside the
framework of Russia is out of
the question .... Only one thing
works in such circumstances—
to go on the offensive. You must
hit first and hit so hard that your
opponent will not rise to his feet.
(Gevorkyan et al., 2000, 168)

In 2008, Putin’s unexpected mil-
itary intervention in the independent
state of Georgia seemingly caught the
West off guard. The Russian military’s
tull display and integration of hard and
soft power highlighted the new efficacy
of Putin’s cleverly engineered state. De-
spite the West’s attempts to characterize
Russia’s actions as illegal and aggressive,
invoking a deliberately built enemy im-
age for his domestic audience and dias-
pora, the Russian president successfully
solidified the narrative that he and the
Russian military were in fact “protect-
ing the lives and dignity of our citizens,
wherever they may be, as an unques-
tionable priority for our country. Our
foreign policy decisions will be based on
this need. He will also protect the inter-
ests of our business community abroad.
It should be clear to all that we will re-
spond to any aggressive acts committed
against us” (Crosston 2018, 145).

This narrative was tapped
again for the intervention in Crimea
and Eastern Ukraine. Putin and his
supporting constituents felt justi-
fied in their actions to “liberate”
and “defend” parts of the historically
held “motherland” where millions of
ethnic Russians were living. The new
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narrative is very similar to the age-old
one in that the specific identities and
cultures of ethnic Russians were not
only being suppressed, but were being
conspiratorially exploited and eroded
by Western interests and manipulations.
The Russian leadership determined that
the illegitimate, seemingly Western-in-
spired “color revolutions” needed to be
counterbalanced by securing the excep-
tional Russian identity and image. Putin
wanted to be portrayed as a protector of
“his” people; whether those people were
actually within Russias physical bor-
ders did not matter. The Russian people
and defense apparatus wanted to con-
tradict an ever-looming and newly re-
inforced paranoia and theme, ensuring
that the West did not possess unilateral,
unchecked power that directly contra-
dicted Russian society’s enduring con-
servative values and paternal preferenc-
es. In 2014, Putin solidified his opinion
and the “us versus them” theme, stating,
“the crisis in Ukraine, which was pro-
voked and masterminded by some of
our Western partners in the first place,
is now being used to revive NATO. We
clearly need to take all of this into con-
sideration in planning and deciding
how to guarantee our country’s securi-
ty” (Sochor 2018, 47).

During Syrias current civil war,
Putin and his constructed apparatus of
influence have advanced a step further.
Not only have they defended their in-
teractions with the same tonality and
justifications used by the West in its
Middle East excursions, but they have
also attacked and embarrassed the West
for setting the conditions for disaster
and failing to take proper actions to
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rectify the situation. On the one hand,
Putin can speculate, “northern Cauca-
sian fighters participating in the Syrian
war will return to their homeland and
continue the fight in native Russian soil
against Russians. This is one of the pri-
mary reasons for military intervention
in Syria® (Crosston 2018, 146). Putin’s
appeal for respect and legitimacy in
Syria is displayed in another personal
interview:

we very much fear that Syria
will fall apart like Sudan. We
very much fear that Syria will
follow in the footsteps of Iraq
and Afghanistan. This is why we
would like the legal authority to
remain in power in Syria, so that
Russia can cooperate with Syria
and with our partners in Europe
and the United States to consid-
er possible methods to change
Syrian society, to modernize the
regime and make it more viable
and humane. (Sochor 2018, 59)

On the other hand, the full-spec-
trum Russian propaganda machine is
able to invade the cognitive arenas of
select audiences with the message that
“the Islamic state is a U.S. project to re-
draw the political map of the Middle
East, or that it is used by Washington
to either boost Americas supremacy
in this part of the world or destabi-
lize Russia’s Muslim dominated areas
in the northern Caucasus, as well as
Russia’s sphere of influence in Central
Asia” (Crosston 2018, 146). It is with
carefully projected and purposely en-
gineered statements such as these that
Putin influences and solidifies specific
impressions within target audiences.
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The forced categorization and social
comparison relating to enemy imagery
further entrench Putin’s supporters and
distance those against him. With these
efforts, he not only grows and isolates
his supporting base, but he also consol-
idates his power and popularity. More
importantly, these actions facilitate his
desired tectonic shifting toward the
return of a more straightforward bi-
polar international paradigm. These
steps are one where the new Russia can
compete at the military, political, and
cultural echelons that it deems to have
deserved. Anchoring this simple yet ef-
fective message in a Western television
interview, Putin expressed his belief
that “the world will be predictable and
stable only if it's multi-polar” (Feklyun-
ina 2008, 615).

Eicher, Pratto, and Wilhelm
(2012) note that “people perceive mem-
bers of another group as threaten-
ing, they tend to demonize the group,
which allows them to justify uncooper-
ative even violent behavior towards this
group and thereby maintain a positive
self-image. Image Theory further states
that images are used to filter informa-
tion and interpret actions of others thus
leading to a reconfirmation of the im-
age” (128). Putin relied on this causation
to start rebuilding his country’s status
and structures. He personally targeted
various audiences and groups for either
greater inclusion or deliberate isolation,
ensuring the hardened pride and loyal-
ty of an active in-group that will fulfill
not only Russians but also his motives.
At first glance, his methodical military
and political decisions can be perceived
simply as power politics. However, a
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major detailed examination uncov-
ers rather salient constructivist inner
workings. Using this unique blend of
realism and political psychology, Putin
knowingly expanded and solidified an
in-group population, further ensuring
his popularity and reducing any friction
or opposition to his domestic or inter-
national agenda.

Through various political power
moves and influence operations, Rus-
sia’s leadership has projected a clear in-
ternational and domestic image. A vari-
ety of actions offer the entire continuum
of Russian society a sense of pride and
hope for the future. By operationaliz-
ing image theory, Putin provides a per-
ception of a model of society and gov-
ernment that challenges the Western
unipolar paradigm. However, if Putin’s
weaponizing of image theory becomes
tainted or exposed by Western institu-
tions or the credible internal opposition
as a farce or extreme manipulation, the
current paternal hold on his subjects
may weaken. The failure to highlight
the developed “us versus them” byprod-
ucts of image theory may allow Putin’s
in-group to create cracks displaying di-
visions, thus forcing segments to find
positive reinforcement and social mo-
bility from an out-group willing to fill
the new void.

Putin’s Operationalizing
of a Unique Identity
and Social Identity

he Russian motivation and de-
sire to elevate their own group’s
status should be in itself enough
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for a definite intergroup discrimination
against the world’s only current super-
power. However, Putins task “is more
complicated, being the leader of a na-
tion in profound transition from Soviet
communist ideology to a new Russian
national identity that attempts to bridge
1000 years of Russian history, spanning
eras of the czars to powerful oligarchs”
(Stone 2017, 3). Hence, an enhanced
differentiation, amplified by deliberate
propaganda techniques and influencing
methods, is required to accomplish this
undertaking.

By operationalizing Stets and
Burke’s (2000) work, and by allowing
the combined theory to address macro-
and micro-level social processes, this
article emphasizes and forms the nec-
essary relationships to a specific Rus-
sian social identity and the particular
identity that the current Russian leader
depicts. The combined theory employ-
ment allows the investigation of groups,
roles, depersonalization, self-verifica-
tion, self-esteem, and self-efficacy in
Russian society and its leadership appa-
ratus. The approach also provides both
the concept, salience, and critical com-
ponents needed to link Russian propa-
ganda, active measures, and deliberate
political action to the anchoring and
amplification of the internal and the
external cognitive dynamics within the
purposely differentiated groups.

Petersson’s (2017) research re-
garding Putin and legitimacy success-
fully linked “mythscapes” and the par-
ticular Russian identity through the
Russian leader’s influence methods and
emotional allegiance to an unambigu-
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ous nationalism. To date, Putin has es-
tablished himself as a faithful and ded-
icated guardian of the proud and tested
Russian identity he attempts to personi-
fy. Putin and his political apparatus, led
the struggles against any possibility of a
recurring humiliation or future squan-
dering of prestige. The Russian leader’s
political and propaganda systems en-
sured the vitality of the long-standing
political myth and paranoia of foreign
encirclement. Throughout history, Rus-
sians have associated closely with “the
conspiratorial foe, the valiant leader, in
the perseverance of the people [these
common characteristics] ... bring forth
the supreme qualities of the people,
[and] are in line with the characteristics
often attributed to a charismatic leader”
(Petersson 2017).

Putin’s identity fits squarely
within the optimal Russian historical
and social identity. The population has
been yearning for a resolute figure as
dedicated as Stalin and Lenin, but with
compassion and the promise of some-
thing better to come. The Russian pres-
ident is a “mirror in which everyone,
communist or democrat, sees what he
wants to see and what he hopes for ...
Putin was described as intelligent, com-
petent, physically and psychologically
healthy, [as] a man who kept to him-
self, and who was honest and respect-
ed abroad. Supporters drew attention
to his toughness ... strong-willed and
decisive” (McAllister and White 2003,
385). It is these identity traits that Putin
has relied on to contentiously engineer
himself as a powerful, safe, and proud
figurehead.
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Throughout his presidencies,
Putin has been highly skilled at
capitalizing on a small number
of overarching political myths,
which have tended to dominate
the contemporary Russian myth-
scape. First, there are Russia’s
aspirations to be recognized as a
great power always and uncondi-
tionally. As manifested over the
centuries, from Peter the Great
to Stalin and up to Putin, this
belief seems to function as the
basic pillar of Russian national
identity. The idea of the country
[as] being predestined to be a
great power, one that will act and
be treated with proper respect,
seems to be a dominant political
myth upon which Russians’ ‘we-
ness largely relies. (Petersson
2017)

With the consolidation and pro-
motion of a specific Russian identity, re-
inforced throughout the world by vari-
ous influence mediums and propaganda
methods, “Putin was able to reconcile
policies and groups that in an earlier era
would have been in conflict, notably the
working class and the aspirational mid-
dle-class” (Sakwa 2008, 882). By deliber-
ately remaining uncommitted to a static
ideology, Putin’s leadership represents
“a distinctive type of neo-authoritarian-
ism stabilization that did not repudiate
the democratic principles of the consti-
tutional order in which it existed, but
which did not allow the full potential of
the democratic order to emerge” (Sakwa
2008, 882). This endorsed and propagat-
ed concept of sovereign democracy is a
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perfect fit for not only Putin, but also
the Russian people who were terrified
of, and resistant to, an unguided future.
Until Putin, the Russian masses did not
see an opportunity for their identity to
survive after the West’s perceived mis-
representations and encroachments.
The Russian president spoke for the
people, echoing their sentiment by stat-
ing, “they have lied to us many times,
made decisions behind our backs,
placed us before an accomplished fact.
This happened with NATO’s expansion
to the East, as well as the deployment of
military infrastructure [at] our borders”
(Khrushcheva 2014, 22).

Similar to Stalinism, Putins ten-
ure of Russian leadership since 2000
offers the Russian populace access to a
cause more significant than the individ-
ual, but without the flawed and failed
political doctrine and ideology. The Rus-
sian identity is now consolidated and re-
directed by Putin’s systems as an effective
counterbalance against an overreaching,
imperial, and over-sophisticated West-
ern foe. The ever-growing base of sup-
port that Putin has constructed feels a
sense of strong membership due to the
maximized differences between Eastern
and Western identities. The in-group
favoritism and out-group derogation,
along with the highlighted partisanship
between two historical foes, have “nat-
urally create[d] a bipolar partisanship
where individuals characterize [their
loyalties] into ‘us’ and ‘them’ and exag-
gerate perceived differences [to favor]
their own group” (Greene 2004, 138).
Social identity theory and the harvest-
ed identity salience, when properly re-
sourced and operationalized by Putin,
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bleed over and support his already wea-
ponized elements of both image theory
and humiliation theory.

To date, Putin guards the pre-
cious Russian identity that sweat and
blood has forged over several centuries.
However, “despite the fact the Russian
leader has consistently enjoyed mark-
edly high approval rates and has ben-
efited from charismatic legitimacy;,” he
must be careful (Petersson 2017, 253).
He has used a particular blend of con-
servatism and paternalism to solidify
the operational capabilities of identity
theory. If he attempts drastic modern-
ization or dramatic cultural inclusion
in his endeavor to jumpstart a stalled
economy or hindered societal elevation,
he risks alienating large segments of the
in-group population that he has sys-
tematically cultivated since the start of
the new century. His current methods
thrive on enhanced and clear-cut dif-
ferentiation; any variable change result-
ing in non-conformity to the historical
Russian identity could prove disastrous
for Putin or his “elected” successor.

Conclusion

ost-Cold War security and de-

fense discussion have often cen-

tered on technology, complex
alliances, and traditional variables of
influence. For the last several decades,
neoliberal and realist factions have
embraced highs and lows in a bipolar
arena. However, it is with a new exam-
ination of the constructivist and com-
bined elements mentioned above that
now proves other frameworks and fac-
tors relevant. Expanded research at the
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cross-section of psychological theory
and more traditional aspects of power
will likely provide evidence, relation-
ships, and generalizations that serve
policymakers, defense planners, and
politicians around the globe. This entire
spectrum of decision-makers must now
consider the influences, relationships,
and limits uncovered between psycho-
logical theories, international relations,
and domestic politics. By examin-
ing these elements, leaders and deci-
sion-makers around the globe can now
enable mechanisms to anticipate Putin
or other world leaders who attempt to
operationalize psychological theories to
generate power and advance policy.

Through an investigation of
three theories, selective propagan-
da methods, and deliberate Realpoli-
tik techniques, this study examined
Putin’s distinctive and sophisticated in-
tegration of power politics and political
psychology theory. The distinctive in-
tertwinement and overlapping nature
of the operationalized and weaponized
elements mentioned above form the
foundations on which Putin has started
to resurrect the Russian state. These ex-
amined elements of influence are only
amplified and entrenched by a modern,
advanced, and ever-evolving Russian
propaganda organism. These indepen-
dent elements have a direct effect on
the holistic approach that has given
Putin’s constituency hope, respect, and
the possibility of a better future against
the hardened and prized backdrop of a
storied Russian past.

This study demonstrates that
Putin’s and his various Russian govern-
mental apparatuses’ current policy suc-
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cess, including a degradation of Western
credibility, results from the compre-
hension, exploitation, and reinforce-
ment of the psychological theories of
humiliation, identity, and image across
Russian society. Above all, this article
shows that constructive elements, such
as psychological theories, can be op-
erationalized and integrated with con-
ventional influencing elements under
unique circumstances and encroach on
more realist frameworks security and
power generation. At the very least, this
study “challenge[s] the traditional no-
tion that people act in politics in a ra-
tional pursuit of self-interest” (Cottam
et al. 2010, 1). Putin and his accomplice
institutions understand that behavior is
not necessarily rational, but something
to be exploited and reinforced through
a variety of tailorable variables.

The various audiences around
the world must understand that Putin’s
success and societal and psychological
rearmament neither happened by mere
luck nor occurred overnight. Putin does
not want the world to underestimate his
flexible ideology, hardened values, and
nationalistic motivations. He under-
stands that there will be setbacks and
that results will not always be instan-
taneous. This transformational leader
will continue to refine the operational-
ization of these psychological theories,
propaganda methods, and Realpolitik
techniques and, if required, will deviate
from any rigid political circumstance.
Until critics develop a strategy to effec-
tively combat his exemplary differenti-
ation ability and intergroup molding,
the Russian leader will continue to be
successful at home and abroad.
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What’s Thinking Got To Do With It? The
Challenge of Evaluating and Testing Critical
Thinking in Potential Intelligence Analysts

Margaret S. Marangione

ABSTRACT

This paper examines the need for critical thinking skills in intelli-
gence analysts (IA) in the twenty-first century, with the proliferation
of false and misleading information, including the weaponization of
information and Big Data. Additionally, it reviews concerns about
the critical thinking capabilities of millennial and Gen Z IAs against
the performance standards of IC Directives (ICDs) 203 and 610. The
debate of how to teach and assess critical thinking skills is also con-
sidered. The methodology of evaluating critical thinking tests and
the results of a critical thinking test administered to IAs is explored
against the backdrop of whether testing is valid when hiring analysts.

Keywords: critical thinking, intelligence analysis, analyst, informa-
tion operations

+Qué tiene que ver el pensamiento con eso? El desafio de
evaluar y probar el pensamiento critico en analistas de
inteligencia potencial

RESUMEN

Este documento examina la necesidad de habilidades de pensamien-
to critico para los analistas de inteligencia en el siglo XXI con la pro-
liferacion de informacion falsa y engafiosa para incluir el armamento
de la informacién y Big Data. Ademas, revisa la preocupacion sobre
las capacidades de pensamiento critico del Analista de Inteligencia
Millennial y Gen Z contra los estdndares de rendimiento de ICD
203 y 610. También se considera el debate sobre como ensefiar y
evaluar las habilidades de pensamiento critico. La metodologia de
evaluacion de las pruebas de pensamiento critico y los resultados de
una prueba de pensamiento critico administrada a los analistas de
inteligencia se explora en el contexto de si las pruebas son validas
para la contratacion de analistas.
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Introduction

Many people would rather die than think—in fact, they do.

—Bertrand Russell, Nobel Laureate

90 percent of analysts don't know the difference between what they

know and what they believe.

—Professor Jan Goldman, Intelligence and Security Studies,

The Citadel

ritical thinking is a paramount
‘ skill for humans overall, and es-

sential for intelligence analysts
(TA) in the twenty-first century, with the
proliferation of false, misleading, and
ambiguous information. The current
information arena is also rife with ma-
licious content spread by news sources,
state and non-state actors, and trolls.
What is very concerning is state actors,
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like Russia, who leverage information
as a form of psychological warfare. One
of the few resources against weaponized
information is critical thinking. Critical
thinking forces us outside of our own
psychology to confront biases, disso-
nance, and logical fallacies.

Additionally, the twenty-first
century global information age is ex-
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posing us to more people and ideas and
to colossal amounts of open-source re-
sources with more data to sift through,
synthesize, and evaluate. While tech-
nological advances are being made to
data-mine these large datasets, data
analytics is reliant on the human ca-
pability to decode, evaluate, and make
inferences so that priorities can be set
and decisions and recommendations
can be made. Humans think critically;
machines process and sift.

Yet, employers in the intelligence
community (IC) have been concerned
about the critical thinking capabilities
of millennial and Gen Z IAs, which
have been compounded by intelligence
challenges. The IC has had many issues
with both training and framework that
began to be voiced in the 1990s by intel-
ligence experts and were followed by a
series of intelligence reforms after 9/11.
The initial solution was the Intelligence
Reform and Terrorism Prevention Act
of 2004, which created the Director of
National Intelligence (DNI). This act
also had the goals of information shar-
ing and created analytic standards, in-
cluding the IC directives (ICDs) 203
and 610, which forced a critical evalu-
ation of the foundational skills needed
for IAs and set a benchmark for perfor-
mance standards in the IC.

Both directives spell out the
hard and soft skills needed for twen-
ty-first century IAs. ICD 203 outlines
the core principles, assessment criteria,
and deliverables for providing analytic
rigor and personal integrity to analyt-
ic practice. ICD 610 captures the core
competencies needed for GS-15 civil-
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ian employees. These groundbreaking
directives come at a time when experts
and agencies have stated that post-9/11
US analytical capabilities and human
and technical procedures need to be
repaired and replaced to respond to
twenty-first-century threats, includ-
ing the weaponization of information.
Meanwhile, the IC and the education
community have been debating how
critical thinking and the foundation of
social science methodology should be
taught in bridging the gap from student
or active duty military to government
analyst.

While ICDs 610 and 203 provide
benchmarks, this leaves employers in
the IC struggling to find ways to hire
IAs with core competencies that meet
these standards and to train their cur-
rent workforce. Employers have to fill
in the gaps in the educational experi-
ence that many of their employees re-
ceived in secondary and academic en-
vironments. Additionally, the generalist
vs. the specialist debate of how critical
thinking skills are learned further dilute
a clear and pragmatic approach to ad-
dressing the challenge of fostering crit-
ical thinking.

One approach for employers is
testing a potential employee’s critical
thinking skill base as part of the hiring
process; however, identifying appropri-
ate critical thinking measurements can
be daunting and expensive. Also, one
option is to address the current em-
ployees’ lack of skillset with tutorials,
but before tutorials can be designed,
current employees must be tested for
their skill levels.
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The methodology of evaluat-
ing tests and the administration of a
critical thinking test will be examined
in this article; one of the striking re-
sults found in a critical thinking test
administered by this author illustrates
the IC’s concerns. A critical thinking
test professionally designed for defense
and military employees was given to a
random sampling of twenty junior and
senior IAs with disparate levels of expe-
rience and education, from high school
to Master’s degrees, and varying levels
of military experience. In the domain
of precise knowledge, 56 percent of
IAs could not anticipate outcomes or
see logical consequences (Marangione
2019). Due to the cost of the test, it was
administered to a small sample of IAs,
but it may explain why the IC is con-
cerned. While addressing this skill gap
is doable, it requires an understanding
of twenty-first-century challenges, why
this critical thinking skillset is per-
ceived as lacking, what constitutes the
critical thinking skillset, and the bene-
fits and drawbacks of critical thinking
tests as evaluators of employees.

The Weaponization
of Information and

Intellectual Awareness
erhaps now, more than ever, it is
imperative to address and foster

P critical thinking because we are

living in a world that challenges the
truth on many levels. There has never
been such a precedent for the ongoing,
systematic efforts to deny the truth and
sow seeds of suspicion through the pur-
poseful spreading of disinformation.
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Additionally, with everyone able to au-
thor and publish their truth, conspira-
cy theories, fake science, and hate have
found a market. Manipulative actors
use new digital tools to take advantage
of humans’ inbred preference and crav-
ing for answers that reinforce their echo
chambers. Alarmingly, a Pew Research
Study predicted a future information
landscape in which fake information
would crowd out reliable information.
Some respondents in the Pew study even
foresaw a world in which widespread
information scams and mass manip-
ulation would cause broad swathes of
the public to simply give up on being
informed participants in civic life (An-
derson 2017). This is especially import-
ant when it is well known that deliber-
ate misinformation is being spread by
Russia and is powerful enough to begin
to weaken the foundations of democ-
racy. As detailed in press accounts and
the US Department of Justice’s Febru-
ary 2018 indictment of sixteen Russian
organizations and persons, scores of
full-time employees faked news arti-
cles, social media posts, and comments
on mainstream websites with the inten-
tion of influencing US public opinion.
During the run-up to the 2016 US elec-
tion, Russian social media bots report-
edly helped drive mainstream media
coverage of false stories and even influ-
enced American stock prices (Golson
2018).

The IC’s Perspective

he IC is vested in its IAs’ critical
thinking skills, even though this
skill base has been questioned
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and challenged with greater frequency
internally in the IC and externally by
the President, federal agencies, and aca-
demics over the last twenty years, espe-
cially as national academic scores have
declined. To combat this, on June 21,
2007, the DNI signed and implemented
ICD 203, Analytic Standards, regulat-
ing and providing baseline competen-
cies for the production and evaluation
of intelligence analysis and analytical
products, mandating critical think-
ing standards in the IC. This occurred
after the IC was called to task in the
Weapons of Mass Destruction (WMD)
Commission Report. The report stated,
“Perhaps most troubling, we found an
Intelligence Community in which an-
alysts had a difficult time stating their
assumptions upfront, explicitly ex-
plaining their logic, and, in the end,
identifying unambiguously for policy-
makers what they do not know. In sum,
we found that many of the most basic
processes and functions for producing
accurate and reliable intelligence are
broken and underutilized” (Pigg 2009).

These accusations have contin-
ued to haunt the IC. Since his election,
President Trump has also questioned
their reliability and aptitude, tweeting
in April 2019, “They are wrong! Perhaps
intelligence should go back to school!”
(Trump 2019). This was in response to
DNI Dan Coats and other senior intel-
ligence leaders contradicting President
Trump’s assertions on Iran, North Ko-
rea, and ISIS. At a news conference on
Abu Bakr al Baghdadi’s death in Octo-
ber 2019, President Trump commented,
“I've dealt with some people that aren’t
very intelligent having to do with in-
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tel” (Baker 2019). While the President’s
apprehensions are part of his straight-
forward style, the IC has reasons to be
concerned.

In a study by the National De-
fense Intelligence College on critical
thinking and IAs, David Moore exam-
ined repeated intelligence failures, in-
cluding Pearl Harbor, the Cuban Mis-
sile Crises, the invasion of Kuwait, and
WMD. He states, “While hindsight is
an imperfect mirror for reviewing the
past, one conclusion to be drawn from
a review of the evidence is that critical
thinking could have minimized many of
the ensuing crises” (Moore 2007). “For
example, the Senate noted in its review
of the failure [of WMD] that [rather]
than thinking imaginatively and con-
sidering seemingly unlikely and unpop-
ular possibilities, the IC, instead found
itself wedded to a set of assumptions
about Iraq, focusing on intelligence re-
porting that appeared to confirm those
assumptions” (Moore 2007). In his arti-
cle, Moore also mentions a graduate of
the National Security Administration’s
critical thinking and structured analy-
sis class, who attended an IC seminar
on counterintelligence that included
representatives from all branches of
the IC, including Central Intelligence
Agency (CIA) and Federal Bureau of
Investigation case officers. During the
class, the instructor used a case study
for students to use to decide how best
to analyze and investigate data to find
a mole. Differing opinions surfaced,
but a common thread appeared among
the case officers: follow your gut feeling
and collect evidence to support that as-
sumption (Moore 2007). From a critical
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thinking perspective, this is alarming;
critical thinking is not just about put-
ting information together, finding a
pattern, then choosing an answer, it is
about reducing bias, considering all op-
tions available, and presenting options
to a decision-maker. Additionally, criti-
cal thinking is about paying attention to
what and how conclusions are derived
and being able to replicate those con-
clusions through sound methodologies.

Besides the IC, employers and
academia are also concerned about the
critical thinking skill level that they
see in potential hires, employees, and
students. Although critical thinking
skills are what employers desire and
find most essential, the average em-
ployer thinks recent graduates are only
“somewhat proficient” in critical think-
ing skills. This means that, while em-
ployers think critical thinking skills are
99.2 percent essential, only 55.8 percent
of graduates are proficient (Campbell
2019). Critical thinking specialist Ran-
dy Kasten believes that critical think-
ing “is one skill separating innovators
from followers” (Crockett 2012). This
is supported by other studies that have
found critical thinking is not just about
thinking clearly or rationally, but also
about thinking independently. Accord-
ing to Lee Crockett, author of Literacy
is Not Enough, “Critical thinking about
something means formulating your
own opinions and drawing conclusions.
This happens regardless of outside in-
fluence. It’s about the discipline of anal-
ysis and seeing connections between
ideas” (Crockett 2012). Student and IAs
are both under a steady barrage of in-
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formation and it important they learn
how to evaluate what they see and hear
every day. They must be able to identi-
fy false ideas and look beyond superfi-
cial appearances. These skills are para-
mount in the age of Big Data and fake
news. Yet, this skillset, identified as crit-
ical and lacking with employees, can be
a challenge to foster in millennials and
Gen Zs and may not be developed in
secondary and college-level education.

The Generation Gap
There is growing evidence that

millennials and Gen Zs may have

a gap in critical thinking skills;
some researchers see one of the causes of
this gap as the information age. The re-
ality for most of these workers has been
digital media, online transparency, and
the internet (the iPhone was launched
in 2007 and Facebook was founded in
2004), which encourage the skimming
and scanning of info bites. Along with
the proliferation of data, how and what
is taught has influenced this skill gap.
According to Jan Goldman, Professor
of Intelligence Studies at The Citadel,
who also has over thirty years working
in the IC as an advisor, writer, editor,
and IA, “We [educational institutions]
are no longer teaching critical thinking.
It has gone out the window!” (Gold-
man 2019). Additionally, the habits that
differentiate millennials’ and Gen Z’
working style are inextricably tied to
a desire for quick, accessible answers,
rather than a drive to think through
problems, which is paramount for criti-
cal thinking (Botnick 2017). The choice
or inability to evaluate and synthesize
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information may put millennials and
Gen Zs at the lower end of Bloom’s tax-
onomy. Simply defined, critical or ana-
lytic thinking means being able to use
the higher end of Bloom’s Digital Tax-
onomy or higher-order thinking skills
(HOTYS), as illustrated in Figure 1. For
readers interested in more research

about millennials’ and Gen Z’s critical
thinking skills, I refer them to my arti-
cles, Teaching the Millennial Intelligence
Analyst, published in the Global Secu-
rity and Intelligence Studies Journal in
January 2017, and the December 2016
SIGNAL magazine article Mind the Mil-
lennial Training Gap.

Figure 1: The scaffolding and development of cognition (thinkingmaps.com).

What Is Critical Thinking
and Can It Be Taught?
AGrowley of Georgetown Uni-
versity, critical thinking is “An
open-minded but focused inquiry that
seeks out relevant evidence to help an-
alyze a question or hypothesis” (Man-
ville 2017). IAs, in particular, have to
be able to ask tough questions based on
evidence and analysis, to consider and
reconsider their cognitive assumptions

and biases, and to scaffold what they
know from a historic backdrop for fore-

ccording to Professor William
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casting. Additionally, critical thinking
goes hand-in-hand with creative think-
ing and both need to be leveraged for
problem solving. For example, one IA
explains, “An IA must possess an inquis-
itive nature. Puzzle solving is another
excellent quality found in IAs. Whether
you choose crosswords, sudoku, pat-
tern analysis, word search, jigsaw or any
type of other puzzles, an IA must grow
their mind in order to understand the
problem sets that they will work” (Doe
2019.) Professor Jan Goldman concurs.
“The best analysts read science fiction”
(Goldman 2019).



Global Security and Intelligence Studies

Cognition can also be devel-
oped and enhanced with the structured
problem-solving model like solution
frequency, which proposes to foster a

scaffolded platform for teaching the
fundamentals of problem-solving, as
shown in Figure 2.

Figure 2: Steps of solution frequency (Marangione 2019).

Along with solution fluency,
many propose that there are additional
analytical fluencies that students most
possess and master. Educating students
using traditional literacy standards is no
longer enough. If students are to thrive
in their academic and twenty-first-cen-
tury careers, then independent and
creative thinking holds the highest cur-
rency. This includes solution fluency,
information fluency, creativity fluency,
collaboration fluency, and analytic flu-
ency. Students must master these fluen-
cies to succeed in a culture of technol-
ogy-driven automation and abundance
and with access to global labor markets.
Figure 3 presents an additional produc-
tion framework of solution fluency for
the needs of the twenty-first century.

The Academic Challenge

|

deally, before students become em-
ployees, their education should
have prepared them to be inquirers,
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knowledgeable thinkers, and commu-
nicators, and to be balanced and reflec-
tive—all qualities that encompass criti-
cal or analytical thinking. This baseline
is often reflected in a college or college
department’s mission statement and
values, which by their very nature, can
be a bit vague and obtuse. For example,
the James Madison University (JMU)
Intelligence Analysis program states,
“Students learn innovative ways to
structure their thinking to solve com-
plex real-world problems when there is
both time pressure and a lack of reliable
information. The program highlights
the continually evolving nature of in-
telligence analysis, with an emphasis on
employing new academic research into
analytic methods” (Intelligence 2019).
How students will develop and be as-
sessed in the areas of problem-solving,
creative and analytic thinking, collabo-
ration and communication, ethics, ac-
tion, and accountability are determined
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Figure 3: Production framework of solution fluency (Crockett 2012).

by each individual professor. Yet, critical
thinking is not entirely dependent on
the skill base developed in college, but
ideally should be developed through-
out secondary education. Interestingly,
the College Board revamped the SATs,
which are taken when students are be-
tween sixteen and seventeen years of
age, to better assess a high school stu-
dent’s critical thinking (Willingham
2008). In secondary education, due to
the reliance on standardized testing
(e.g., SATs and the required Standards
of Learning (SOL) tests), which hinges
on multiple-choice questions, schools
do not develop lesson plans around
building critical thinking skillsets, but
on being able to recall facts, which is a
low-level process.

Additionally, it has been pro-
posed that the process of thinking is
intertwined with domain knowledge.
Anything experienced is automatical-
ly interpreted from what a student (or
employee) already knows about similar
subjects. Familiarity with a problem’s
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deep structure and the knowledge that
one should look for a deep structure
is inherent in critical thinkers. When
a student or employee is very familiar
with a problem’s deep structure, knowl-
edge about how to solve it transfers
well. That familiarity can come from
long-term, repeated experience with
one problem, or from various mani-
festations of one type of problem (i.e.,
many problems that have different sur-
face structures, but the same deep struc-
ture). After repeated exposure to either
or both, the student or analyst simply
perceives the deep structure as part
of the problem description. However,
it takes a good deal of practice with a
problem type before a person knows it
well enough to immediately recognize
its deep structure (Willingham 2007).

Many classes at the universi-
ty level adopt meta-cognitive critical
thinking paradigms to coursework
where a problem’s deeper structure is
explored. For example, critical thinking
can be embedded into scaffolded as-
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signments that build on students’ skills,
knowledge acquisition, and synthesis of
information, usually assessed through
written research papers, lab reports,
and mathematical problem sets. In-
herent within writing a research paper
are various levels of reasoning that, ac-
cording to Bloom’s taxonomy, promotes
higher-order thinking skills and more
critical thought in the form of synthe-
sis-level thinking and builds on the pri-
or skill levels in a hierarchical fashion
(Wallmann and Hoover 2012). Profes-
sor Wallman of Western Kentucky Uni-
versity states, “Arguably, an important
component of critical thinking skills
is the ability to critically examine and
understand published research ... re-
quiring students to critique published
research is one way of addressing the
goal of teaching students to critical-
ly evaluate ..” (Wallmann and Hoover
2012). Research papers inherently re-
quire students to evaluate, process, sift,
and synthesize information into a con-
clusion. At their very essence, research
papers are problem-based learning ac-
tivities that sharpen critical thinking
skills. However, some college classes
utilize multiple-choice tests. It should
be noted that multiple choice tests do
have their place in assessment as they
can be graded objectively without bias
and allow for inclusion of a broad range
of topics on a single exam, thereby test-
ing the breadth of a student’s knowl-
edge. Yet, they should be used with oth-
er measurements, and questions have
to be developed that allow students to
think rather than simply recall facts.

Strides have been made by the
American Association of Colleges and

Universities (ACCU) to develop guide-
lines and rubrics for college-level as-
signments to measure areas in critical
thinking, but these guidelines and ru-
brics are not required mandates for
college professors. For example, in the
paper California Teacher Preparation
for Instruction In Critical Thinking In-
struction, the authors found 89 percent
of college faculty claimed critical think-
ing as a primary objective of instruc-
tion, yet only 19 percent could define
the term and only 9 percent were using
it in teaching methods on a daily basis
(Paul 2007). Interestingly, in Critical
Thinking and Intelligence Analysis, Da-
vid Moore (2007) states, “In informal
conversations with recent hires at NSA
... fewer than half of these individuals
have been exposed to critical thinking
skills in college”

The study that has become most
emblematic of higher education’s fail-
ure to teach critical-thinking skills to
college students is Richard Arum and
Josipa Roksa’s Academically Adrift. The
researchers found that college students
make little gain in critical-thinking
skills, as measured by students’ scores
on the Collegiate Learning Assessment
(Arum and Roksa 2011). Therefore, it
is not surprising that the math skills of
college-bound graduates in the United
States have slid to their lowest point in
fourteen years. For example, an indica-
tor that students were ready to succeed
in first-year college algebra fell to its
lowest level since 2004, a decline of 46
percent. English proficiency or read-
iness also dropped to 60 percent for
test-takers, from 64 percent in 2015—
the lowest level since testing began. In
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reading, 46 percent of students were
ready to move to the next level of learn-
ing, while in science, the metric stood
at 36 percent (Crises at the Core 2005).

These scores are supported by
many in the teaching field and by liter-
acy experts. Professor Goldman (2019)
states, “We don’t teach students how
to think. The average student has not
improved their reading skills since the
fifth grade and that is the skill set they
come to college with” This is echoed
in the seminal book, How To Read a
Book, by Mortimer Adler, who defines
elementary, inspectional, analytical,
and synoptical levels of reading. Many
argue students’ post-high school read-
ing is at the elementary and inspection-
al level of reading, when at the college
level, synoptical reading is expected
and assumed to be mastered by col-
lege-level students. Syntopical reading
requires an individual to perform deep
structure analysis by reading and/or
analyzing numerous sources, analyzing
those sources in relation to one another
and to a subject around which they all
revolve. Then the individual draws con-
clusions from the evaluation and analy-
sis—the baseline job description for any
IA (Adler, 1972)

In addition to synoptical reading
levels, many in the intelligence field feel
that being able to communicate orally
and in writing goes hand-in-hand with
critical thinking and is of equal impor-
tance. Defense Contractor and IA Mark
Sanders (2019) states,

The ability to speak and pres-
ent information well goes be-
yond writing. An IA must be
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able to distill huge amounts of
data coherently and be able to
discern what is critical. For ex-
ample, I have briefed Chairman
JCS [Joint Chief Secretary],
Deputy Secretary of Defense, the
National Security Council, Under
Secretaries, and Ambassadors
and every time I had much less
time than originally scheduled.
In addition to briefing people
quickly, I have had to craft one-
page decision papers [from larg-
er papers] distilling very detailed
technical information to senior
leaders - this is an art. The an-
alyst needs to not only impart
the knowledge but if interacting
with a senior, needs to ensure
that what is required, a decision,
a policy, an action, is apparent to
that individual. I've seen lengthy
briefings end badly when I had
to ask, “So what do you want me
to do?”

The analyst needs to be able to
cope with stressful situations,
large data sets, conflicting infor-
mation and maintain focus.

Complementing Mark Sanders is
IA and Technical Reports Editor Mark
Ashley (2019), who states, “While crit-
ical thinking is of utmost importance,
it is right next to writing and produc-
tion. The IC suffers greatly from a dras-
tic shortage of strong writers. It is an
epidemic. I have seen firsthand how
careless articulation and misplaced
punctuation can disrupt an entire intel-
ligence message”
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The Generalist and
Specifists Debate

urther complicating critical think-

ing is how to develop this skill

base; contemporary arguments
in critical thinking swing between two
camps: generalists and specifists. A key
question in the debate is whether think-
ing skills can exist independently from
discipline-specific content in a mean-
ingful way so that the transfer of critical
thinking skills is possible. On one side
are the generalists who believe “critical
thinking can be distilled down to a fi-
nite set of constitutive skills, ones that
can be learned in a systematic way and
have applicability across all academic
disciplines” (Willingham 2007).

On the opposing side are spec-

ifists who argue that “critical thinking
. is always contextual and intimate-
ly tied to the particular subject matter
with which one is concerned” (Will-
ingham 2007). The generalist position
is the philosophical basis for the stand-

Discipline-specific skills:
Understanding different
narrative forms in disciplines
Distinguishing exploratory,
evaluative, creative and
interrogative discourses
Distinguishing logico-
semantic from other
language forms.

alone, generic thinking skills course, in
which students supposedly learn skills
that transfer across subjects and do-
mains. But Daniel Willingham (2007)
points out that such courses “primari-
ly improve students” thinking with the
sort of problems they practiced in the
program, “not with other types of prob-
lems.” This suggests that it is extremely
difficult, if not impossible, to separate
thinking skills from the content. In
other words, critical thinking is only
possible after one acquires a significant
amount of domain-specific knowledge,
and even then, it is no guarantee.

Instead of a debate between these
two camps, what might be seen as the
best of both worlds is the infusion ap-
proach, which suggests that the gen-
eralist and specifist approaches can be
married, as seen in Figure 4. The gener-
alist perspective provides for a founda-
tion in reasoning and the specifist per-
spective applies this sound reasoning to
specific content.

Generic skills:

Recognition of argument
structure, premises,
propositions, etc
Understanding concepts of truth
and validity, soundness and
fallacy

Identi fying statements from
non-statements, conclusions,
premises,

Figure 4. Combining generalist and specifist perspectives (Davis 2013).
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Teaching Critical Thinking

and the Skill Gap
I can critical thinking be taught
effectively? In the article, Crit-
ical Thinking; Why is it So Hard To
Teach?, the author points out that crit-
ical thinking is not even a skill. Will-
ingham (2007) states, “.. teaching [peo-
ple] to think critically probably lies in a
small part in showing them new ways
of thinking and enabling them to de-
ploy the right type of thinking at the
right time” The author also states that
there are metacognitive strategies that
once learned can make critical thinking
more likely and that domain knowledge
and practice are paramount to aptitude,
which is supported by the infusion ap-
proach of the generalist and specifist
perspectives.

he challenge then becomes how

Students who take classes in
intelligence analysis or complete pro-
grams of study, degrees, or certificates
in this area are exposed to analytical
methodologies and generalist frame-
works for structured problem solving
and improving critical thinking skill-
sets. These metacognition strategies, or
thinking about thinking, assist students
in developing a critical thinking skillset
that enables understanding and con-
trol of the cognitive processes like not
settling on the first conclusion, avoid-
ing biases, ignoring countervailing ev-
idence, overconfidence, etc. Addition-
ally, most intelligence analysis classes
teach and stress methodologies, but
there are strengths and weaknesses to
utilizing methodologies.

93

Methodology has an advantage
because it can be replicated; this is im-
portant especially in viewing the IC as
a profession that relies on a scientif-
ic model. Historically, in the IC, e.g.,
the Office of Strategic Service (OAS)
in 1947, academics performing intelli-
gence analysis were trained in and fa-
miliar with rigorous critical thinking. In
the 1960s, the employment pool opened
up in the IC and with this change, there
had to be a codification of thinking. Ac-
cording to Jan Goldman, methodology
did not get introduced until Sherman
Kent, commonly known as the father of
intelligence analysis, along with Richard
Heur’s analysis of competing hypothe-
ses for observed data. “He [Kent] cod-
ified analytic methodologies because
IAs’ thinking had to be replicated and
professional” (Goldman 2019).

In addition to replication, ap-
positive to utilizing methodologies, an
analyst has to be able to differentiate
and sometimes utilize numerous meth-
odologies. One analyst stated, “I do not
limit myself to one methodology but
use: competing hypothesis, qualitative,
quantitative, mixed-method, what-
if scenarios, scenario trees, weighted
ranking, probability trees, pros cons
and fixes, casual flow and diagraming.
Different problem sets require differ-
ent analytics or a mix of methodolo-
gies” (Doe 2019). Mark Sanders (2019)
states, “I really like red team approaches
where an analyst can think contrarian
views. What I look for in an analyst is
someone who does not mirror image
a viewpoint” On the other hand, some
feel that methodologies are dangerous
if that is all that is relied upon. Using
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methodologies might not correlate to
critical thinking because theory has to
relate to practice and different meth-
odologies might provide divergent an-
swers to the same problem set.

Complicating the issue is that
many new hires in intelligence analysis
do not come into the community with a
four-year university intelligence degree
or exposure to metacognition strategies
or analytical methodologies. In a survey
of thirty-two new hires for IA positions
at a defense contractor, undergraduate
degree programs were predominant-
ly in criminal justice, cybersecurity,
history, and homeland security. Other
degrees included international rela-
tions, political science, government,
and politics (Wynn 2019). Additional-
ly, many of the IA positions do not re-
quire a Bachelor’s degree, though it can
count towards experience in qualifying
for a position level (junior, mid-level,
or senior). For a senior position, most
positions require specialized training
like intelligence courses and ten-plus
years experience. An undergraduate
degree could count for up to four years
of required experience. Most defense
contractors will substitute two years’
experience for a Bachelor’s degree, and
another two years for a Master’s degree
(Wynn 2019).

Many intelligence positions are
staffed by former military analysts who
may have a variety of military expe-
rience. They may not have taken the
Department of Defense military intel-
ligence training classes, and many of
those classes might not include analytic
methodologies. While the Defense In-
telligence Agency (DIA) offers a variety
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of training venues and training partner-
ships with other government agencies
like the Joint Military Attaché School,
Joint Military Intelligence Training
Center programs and the National In-
telligence University, there might be a
variance in how critical thinking is de-
fined, measured, or assessed from in-
structor to instructor.

Furthermore, military opera-
tional and strategic methodologies,
which are dependent on branch and
job position, have different targeted
outcomes and may require different
tools and critical thinking skillsets, as
shown in Figures 5 and 6. This dispa-
rate approach to how critical thinking
is taught, assimilated, and applied does
not entail that students in military anal-
ysis or employees possess a variety of
degrees or education levels lacking in
critical thinking skills, but it does point
to the challenge for employers to deter-
mine the level of critical thinking a new
employee from any academic back-
ground brings to the job.

Testing IAs for Critical
Thinking: A Silver Bullet?

ow can employers specifically

evaluate the critical thinking

skills of potential IAs with such
far-ranging backgrounds? One tool in
the hiring toolbox may be testing for it.
According to the Harvard Business Re-
view, there is already a precedent in the
industry. “Recent research shows that
about 76% of organizations with more
than 100 employees rely on assessment
tools such as aptitude and personality
tests for external hiring. That figure is
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Figure 5: Operational Approach

Figure 6: Strategic approach (Geoff Ball and Associates 2004).
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expected to climb to 88% over the next
few years” (Chamorro-Premuzic 2015).
There are numerous online critical
thinking tests available from no cost to
over $75.00 per test that claim to pro-
vide critical thinking assessment. Addi-
tionally, some companies provide pro-
file reports that compile the results into
specific categories of recognizing as-
sumptions, evaluating arguments, and
drawing conclusions. Most tests pur-
port to determine a persons ability to
reason through an argument logically
and make an objective decision. Some
tests claim to measure a persons ability
to assess a situation, recognize assump-
tions, create a hypothesis, and evaluate
arguments. Additionally, some tests as-
sert to be able to test a person’s ability
to distinguish between strong and weak
arguments. For example, if an argument
is strong it must be directly related to
the question and if it is weak it confuses
correlation with causation. Deduction
questions have test-takers draw conclu-
sions based on the information given
in a case study. Interpretive questions
ask test-takers to regard the informa-
tion presented and determine if a con-
clusion is true and logically follows the
information presented. Inferences can
also be measured to determine how
well a test-taker can draw conclusions
from the observed facts.

Evaluating  available critical
thinking tests, determining if the tests
actually measure critical thinking and
then deciding if the tests encapsulate
the IA skillset is a formative task. Three
reviewers, which included this author,
an educator, and a college Coordinator
of Assessment and Transfer Degrees,
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reviewed ICDs 610 and 210, studied
critical thinking definitions, investigat-
ed academic assessments of how critical
thinking is taught at the secondary and
college level, and finalized a spreadsheet
with a list of eleven possible tests out of
twenty tests reviewed that seemed to
best measure critical thinking skills in
concordance with IDCs 610 and 203.
Reviewers then evaluated those tests
based on cost and content. Using these
criteria, reviewers determined that
three tests were the best options for fi-
nal evaluation.

From mid-February through
mid-March 2019, three critical think-
ing tests were taken by the author, the
educator, and the coordinator of as-
sessment; each reviewer evaluated the
strengths and weaknesses of the test
based on the goals of ICDs 610 and 203
for IA competencies. See Appendix A
for a detailed review of these three tests’
strengths and weaknesses (Marangione
and Long 2019).

All evaluators agreed that the
tests provide a measurement of compe-
tency on a basic level. They measure if a
person is low, moderate, or high in ap-
plying critical thinking for analysis and
decision-making. Subscale interpreta-
tions test whether a person can read be-
tween the lines, and explore and mea-
sure the awareness of some cognitive
biases. Additionally, test results provid-
ed whether a person can assimilate and
evaluate information into conclusions,
take into account alternate points of
view, and evaluate arguments based on
the strength of evidence. Figure 7 pro-
vides an illustration of the reviewer's
final assessment.
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CRITICAL THINKING TEST ASSESSMENTS

TEST A Time Frame: 30-60
minutes. Cost: $28.00 per
person & $37 per profile
development (20 tests =
$1,300).

Measures ability to draw
conclusions. Reflective
component allows
participants to provide
assessment and feedback.

Purports to measure
confirmation biases and
emotional thinking.

Test questions generic to
critical thinking; no defense
scenarios.

Provides a general overview
of the candidate: moderate,
strong, or weak critical
thinking skills.

Provides subscale
interpretation for recognizing
assumptions, evaluation of
arguments, and drawing
conclusions in a non-
numerical, detail-rich report.

Medium length test with
non-military scenarios.

TEST B Cost: E-testing
System Orientation - $190.00;
20 Defense Skills at $75.00
each = $1,690.00

Two-part test measures
critical thinking and
personality traits
corresponding to
participants’ critical thinking
ability.

The two tests give a solid
overview of skills and ability.

Test questions are specific
with many defense/military
scenarios that use critiquing
and justifying decisions in
scenarios.

Provides overall numerical
score for critical thinking and
a descriptive interpretation.

Provides subscale
interpretation for ambiguous
contexts, precise contexts,
problem analysis, quantitative
contexts, and evaluation of
alternatives with a detail-rich
report.

Test is longer in duration
with in-depth scenarios;
second part evaluates how the
tester approaches different
scenarios.

TEST C Time Frame: 20-
45 minutes. Test System
Hardware: $116.88, Test
System Software: $532.91,
Postage/Packing: $146.10 =
$795.89

Tests critical thinking in
an easy to understand
way. Judgments applied to
everyday scenarios.

Purports to measure critical
thinking skills involved when
confronted with a general
scenario.

Test questions generic to
critical thinking; no scenarios
specific to defense.

Provides an overall numerical
score of critical thinking.

Does not provide subscale
interpretation of verbal
reasoning, argument
analysis, skills in thinking
as hypothesis testing, using
likelihood and uncertainty,
decision-making, and
problem solving.

Short test length with non-
military scenarios.

Figure 7: Critical thinking test assessments (Marangione 2019).

The DIA also administered Test

A to a sample of its employees. The
concerns that the DIA had regarding
the test was how effective the test was
in measuring metacognition—thinking
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about thinking—or measuring whether
a potential analyst is capable and aware
of the processes used to plan, monitor,
and assess one’s understanding (Moore
2007). Test A and B, as determined by
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the evaluators, did not measure meta-
cognition. Test C had questions that re-
quired test-takers to consider their bias-
es, assumptions, and evaluations, but in
multiple-choice test format, which was
the format for all three tests. The draw-
back of multiple-choice is that they do
not provide qualitative data. Even so,
it was determined that Test B was the
most effective in measuring critical
thinking and included real-world sce-
narios that applied directly to defense
professionals.

Critical Thinking
Test B Findings

est B was administered to a ran-

dom sampling of twenty junior

and senior IAs employed by a
defense contractor and working at nu-
merous military locations. Interesting-
ly, in this cohort, individuals who had
training in analytic methodologies had
low scores on the critical thinking test.
In fact, only three IAs out of twenty stat-
ed that they used analytical methodolo-
gies on the job. Out of those three, one
had low scores and two had moderate
scores (Marangione and Long 2019).
Also concerning is the testing results
measuring precise contexts; 53 percent
of the cohort of IAs did not manifest
this skill, as illustrated in Figure 8.

Because of the cost factor, the
test was only administered to a small
sample. It is understandable that con-
clusions cannot be drawn from such
small a sample; however, the results ap-
pear to support the conclusions drawn
by the IC. It should be cautioned that
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critical thinking skill tests might not
predict job-related performance and
this is an area for further study. Criti-
cal thinking tests are a tool, but only
one tool in the toolbox for measuring
an employee’s critical thinking aptitude
or at least their skill level when hired.
Some researchers have also postulated
that general intelligence ability, as mea-
sured by critical thinking tests, does not
predict an individual’s critical analytic
thinking skills. Instead, it found that
“critical thinking predicts task perfor-
mance above and beyond the ability of
general intelligence” (Eslon 2018). Also,
according to Statistics and Research
Methods Professor Hilary Campbell,
assessment tests are inherently and se-
riously flawed, and their results can-
not be evaluated in a silo. For example,
she feels that assessment tests may just
measure a persons ability to take tests
(Campbell 2019). Critical thinking tests
suggest the importance of measuring
and testing critical thinking skills when
making evidence-based decisions while
hiring, but they are not the only means
and certainly should not be used exclu-
sively. Their results suggest the potential
benefits of measuring critical thinking
skills in the hiring process and testing
before and after analytical training to
gauge the effectiveness of training.

The Way Forward

ignificant research shows that
metacognition can be a skill that
is developed over time and must
be fostered by employers by encourag-
ing and welcoming strategies to employ
critical thinking in the workplace. This
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Figure 8: Reasoning for defense professionals (Marangione 2019).

Figure 9: Fostering the metacognition skill set (Marangione 2019).
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Figure 10: Situational interview questions (Marangione 2019).

can be fostered through Socratic com-
munication in the workplace and may
be best developed in a workplace en-
vironment that supports and rewards
effective and seasoned analysts, values
and encourages continued training, and
promotes mentorships and interactions
with senior and junior IAs. This is fur-
ther clarified in Figure 9.

There are numerous steps that
an employer can take in assessing new
hires; resumes and previous job perfor-
mance are indicators of skill base and
training. Along with critical thinking
tests, employers can use situational in-
terview questions to tease out a poten-
tial employer’s critical thinking skillset,
as characterized in Figure 10.

When an employee is on the job,
the workplace environment is critical to
building the metacognition skillset that
many researchers argue is developed
through context, mentorship, longev-
ity, and practice. Additional training
can be useful for employees; however,
as one Chief Executive Officer of a de-
fense company stated, “Buy-in [from
employees] can be a challenge. Many

analysts feel it is another thing to do in
their already busy days. They resent it
and do not value the training” (Anon-
ymous 2019). This can be remedied
by an onboarding process that clearly
spells out the company’s training goals,
rewards professional development, and
offers incentives for programs of stud-
ies, classes, and completing tutorials.

For employers, their worries are
not just a modern dilemma. Pre-hire
assessments have been around at least
since the Han dynasty in the third cen-
tury. Chinese imperial leaders used
them to gauge knowledge, intellect,
and moral integrity when selecting civil
servants. Modern personality and in-
telligence tests were introduced in the
United States and Europe during World
War I to aid in military selection. After
World War II, companies started adopt-
ing them to screen applicants. Today,
employers like assessments because
they greatly reduce the time and cost of
recruiting and hiring. Tests also aid in
preventing interviewers from accepting
or rejecting candidates based on con-
scious or unconscious biases. Because
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tests can be given remotely and scored
electronically, they can widen the pool
of candidates. Most importantly, val-
id tests can help companies’ measure
three critical elements of success on the
job: competence, work ethic, and emo-
tional intelligence. Although employers
still look for evidence of those qualities
in résumés, reference checks, and in-
terviews, they need a fuller picture to
make smart hires.

Partnering and encouraging ac-
ademic institutions to trail-blaze new
measures for fostering critical thinking
in the twenty-first century age of Big
Data, fake news, and the weaponiza-
tion of information is also paramount.
The University of Washington is at the
forefront of making a systematic and
organized effort to strengthen critical
thinking skillsets at their university,
disseminating lesson plans and educa-
tional material for free on their website.
Their Office of the Provost states, “.. it is
crucial that we educate our students on
how to think critically, access and an-
alyze data, and, above all, question the
answers. If our students are going to be-
come leaders, scientists, public officials,
writers, businesspeople, teachers—even
informed voters—they need these skills
.... But now, the need is more important
than ever as our devices flash yet anoth-
er outrageous headline every day” (Bal-
dasty 2018).

The CIA concurs and calls for
all twenty-first century citizens to be
exposed to tradecraft structured ana-
lytical techniques, which can help in-
dividuals challenge the mental models
which humans can use to sift through

abundant information and be aware of
the fallacies that humans are prey to.
“Schools and academia should consider
ways such rigorous [Intelligence] anal-
ysis could be brought into curriculums.
Ideally, just like every student learns
the scientific method in STEM classes,
every civics student should learn intel-
ligence analysis techniques” (Golson
2018). The CIA further suggest that
there should be an online initiative or a
“Master Class taught by former IAs with
the goal to encourage Americans to be
‘self-conscious about their reasoning
process.” As critical thinking trailblaz-
er, CIA analyst and educator Richards
Heuer writes, “[Individuals] should
think about how they make judgments
and reach conclusions, not just [think]
about the judgments and conclusions
themselves” (Golson 2018).

Along with the weaponization of
information, what has been called the
Fourth Industrial Revolution is chang-
ing and shaping the students, employ-
ees, and the IAs of tomorrow. Many
forecasters have predicted that talent
and ability will represent a critical fac-
tor in the workforce. Talent assessment,
recruitment, and employee training
and engagement will have to be revis-
ited because an employer will need to
find talented IAs whose skills stack up
against the high-paced needs of the IC.
Complex problem solving, all aspects of
critical thinking, creativity judgment,
decision-making, and the ability to be
cognitively flexible will be paramount.
The twenty-first century is taking us to
the threshold of a more dynamic and
sophisticated digital information age,
where technology’s impact extends
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across domains—cultural, social, busi-
ness, politics, economics, engineering,
medicine, and the IC. It has also tak-
en us to a dangerous threshold, where
fake news and the weaponization of
information has a growing foothold.
Critical thinking will be the founda-
tion of a human’s ability to thrive and
survive. For employers in the IC, being
able to evaluate a potential employee’s
cognitive ability will be acute, because
the IC’s most valuable asset is still its
analysts, whose skills and values, it can
be argued, might be far greater than

any other work of technology and rel-
evant fields combined. The security
and defense of the United States, the
decisions of policymakers, and our re-
lationship with other countries are all
dependent on their assessments and
evaluations. An IA’ skill base must be
excellent, critical thinking must con-
tinue to be addressed, and some type
of baseline testing of potential IAs may
be needed. At the very least, testing
opens the door for dialogue of skill
base and the ways to improve and ad-
dress critical thinking.
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APPENDIX: CRITICAL THINKING TEST ASSESSMENTS

Test A: Taken February 2019

This test measures the ability to recognize arguments, including assumptions. It
purports to measure confirmation biases and emotional thinking. It also measures
the ability to draw conclusions. Time frame: 30 minutes.

Strengths:
» Test questions had simple scenarios
« Cost $28.00 per person & $37 per profile development (20 tests = $1,300)
« Easy to follow instructions
o Detail-rich report that included:

o Evaluation based on norm group: candidate is measured against
candidates in their level (managers are measured against managers)

o Provides a general overview of the candidate: moderate, strong, or
weak skill base overall

o Provides subscale interpretation for recognizing assumptions,
evaluating arguments and drawing conclusions (about 3-4 lines of
quantitative results)

o Provides a number of answers that the candidate got correct

o Gives a percentile for each subscale (skill area) to see where the
employee needs further training

« For an additional charge of $37.00, company provides more qualitative
data assessment, an appraisal of where the candidate can develop skills
in target areas, and a reflective component that allows the candidate to
provide their own assessment and feedback

o Quick score results

o Test time: 30-45 minutes, depending on the test-taker
Weaknesses:

+ Test questions were sometimes poorly worded.

o Test scenarios vague and general
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« Does not measure cognitive biases

o Took numerous phone calls and emails to coordinate with a
representative for the company—even for simple questions. I would not
categorize them as being proactive at all.

o The DIA feels that this test “confuses measuring skills with abilities.”
Skill: the ability to apply knowledge to specific and practical situations
and ability, which is inherent. Skills, ability, and knowledge all must be
interwoven in a good IA.

« The scenarios seemed to be generic and juvenile

o There are only three subscales: recognize assumptions, evaluate
arguments, and draw conclusions.

Test B: Taken February 2019

This is a two-part test that measures critical thinking and personality traits that
correspond to critical thinking ability. Time frame: 30 minutes

Strengths:
o The two tests give a solid overview of both skills AND ability

o Test questions were specific, contained many military scenarios, and were
well worded

o Variety of testing questions include numerical scenarios and reasoning

« Representative is proactive, eager to help and eager to learn; companies
need to better choose appropriate testing cohort

« Specific tests based on company profile; i.e., defense professionals

o One test measures critical thinking in ambiguous contexts, precise
contexts, problem analysis, quantitative contexts, and evaluating
alternatives

« Attempts to assess both skills and abilities

« Ability to mix and match from two different genres, i.e. defense and
science and engineering mindset.

o Offers six skill areas: ambiguous contexts, precise contexts, problem
analysis, contexts, evaluation alternative, and overall
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Detailed analysis of strengths and weaknesses in each skill area

Approximate test time: 1-1/2 hours depending on the test-taker

Weaknesses:

Cost is higher than other tests: E-testing System Orientation - $190.00; 20
SE Prof Mindset & Defense Skills at $75.00 each = $1,690.00

Does not provide any suggestions for follow-up to improve skills

Does not provide any space for candidate

Self-reflection

Does not test for cognitive biases

Test C: Taken March 2019

This is a 20-question test that uses scenarios and asks you to pick assumptions,
facts, conclusions or validity scale answers.

Strengths:

Easy to understand scenarios-simple and straightforward
Quick (20-minute time frame)

Test System Hardware - $116.88, Test System Software - $532.91, -
$146.10 = $795.89

Weaknesses

Cost in Euros—price fluctuates

Scenario questions are repetitive

Questions do not seem to allow for higher-order thinking
Too basic to be comprehensive

Repetitive

Interview questions to be completed by Syntelligent through an interview
with the employee. We must decide what we want to hear; they provide
examples of questions.
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o Takes up to two days to receive the scores

« Does not provide an actual score for each of the areas: verbal
reasoning, analysis, skills in thinking as hypothesis testing, using and
uncertainty, and decision-making and problem-solving skills

Recommendations: This is the best market value critical thinking test currently

available to test a potential job candidate’s critical thinking ability base, but it is
flawed and weak in assessment.
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Reflecting History: The Basis
for Assessing the Future

James Burch

ABSTRACT

The US Intelligence Community has grown immeasurably in the
past several decades as it faces the challenges of a growing and di-
verse global threat environment. Additionally, in a digital age of
technology and interconnectedness, intelligence often takes a tech-
no-centric approach, where intelligence analysts focus on key tech-
nological issues, capabilities, and programs related to the threat en-
vironment. While these issues are of significant concern, it is easy
to overlook some of the “soft” requirements that contribute to the
understanding of the intelligence problem—namely, a well-ground-
ed appreciation and understanding of history and how it informs a
broader understanding of culture and group and individual psychol-
ogy. Understanding the historical narrative informs an appreciation
of the environment, culture, and underlying psychology. Even with
its limitations, history provides the intelligence professional with the
basis of assessing the future.

Keywords: analysis fundamentals, intelligence analysis, history, in-
formation operations

Reflejando la historia: la base para evaluar el futuro

RESUMEN

La Comunidad de Inteligencia de EE. UU. Ha crecido enormemente
en las ultimas décadas al enfrentar los desafios de un entorno de
amenazas global creciente y diverso. Ademas, en una era digital de
tecnologia e interconexidn, la conducta de la inteligencia a menudo
adopta un enfoque tecnocéntrico donde los analistas de inteligen-
cia se centran en cuestiones tecnoldgicas clave, capacidades y pro-
gramas que se relacionan con el entorno de amenaza. Si bien estos
temas son motivo de gran preocupacion, es facil pasar por alto al-
gunos de los requisitos “blandos” que contribuyen a la comprensiéon
del problema de inteligencia, a saber, una apreciacién y comprension

109 doi: 10.18278/gsis.5.1.7



Global Security and Intelligence Studies

bien fundamentadas de la historia y como informa una compren-
siébn mas amplia de la cultura y psicologia grupal e individual. La
comprension de la narrativa histérica informa una apreciaciéon del
entorno, la cultura y la psicologia subyacente. Incluso con sus limi-
taciones, la historia proporciona al profesional de inteligencia la base
para evaluar el futuro.

Palabras clave: fundamentos de andlisis, andlisis de inteligencia, his-
toria, operaciones de informacién
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Introduction

The absence of romance in my history will, I fear, detract somewhat
from its interest, but if it is judged worthy by those inquirers who
desire an exact knowledge of the past as an aid to the understanding
of the future, which in the course of human things must resemble if
it does not reflect it, I shall be content.

—Thucydides, History of the Peloponnesian War
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he US Intelligence Community

has grown immeasurably in the

past several decades as it fac-
es the challenges of a growing and di-
verse global threat environment. Addi-
tionally, in a digital age of technology
and interconnectedness, intelligence
often takes a techno-centric approach,
where intelligence analysts focus on
key technological issues, capabilities,
and programs related to the threat en-
vironment. While these issues are of
significant concern, it is easy to over-
look some of the “soft” requirements
that contribute to the understanding
of the intelligence problem—namely, a
well-grounded appreciation and under-
standing of history and how it informs
a broader understanding of culture and
group and individual psychology.

The strategic intelligence pro-
fessional requires a grounding in his-
tory in order to evaluate present and
future circumstances. While a deep
understanding of history is not a pan-
acea for intelligence analysis, having a
well-rounded grasp of history allows
for a deeper understanding of the key
events, cultural components, and psy-
chological determinants that frame the
intelligence issue. In terms of conduct-
ing intelligence analysis, it is important
to understand that the mission of intel-
ligence is multi-faceted in its purpose
and seeks to support several objectives
and stakeholders. This article poses the
argument that the knowledge of history
is essential in evaluating the diverse na-

ture of a threat by providing intelligence
professionals with the necessary skills
of critical thinking, cultural awareness,
psychology, and the understanding of
the context of issues.

Background

hile an exhaustive back-

ground on the topic is be-

yond the scope of this arti-
cle, gaining knowledge of history and
a fundamental understanding of the
issues related to intelligence activi-
ties has long been established as a key
premise. Sherman Kent, the “father
of intelligence analysis” was himself a
trained historian. Kent highlights the
importance of understanding history
as a means of identifying patterns and
trends from the past in order to evaluate
how actors will conduct policy in the fu-
ture. Additionally, he highlights the im-
portance of demystifying the past in or-
der to maintain an objective assessment
of the future." One can see the echoes
of Thucydides in his perspective. Allen
Dulles, a key figure in the Office of Stra-
tegic Services (OSS) during the Second
World War and the legendary Director
of Central Intelligence (DCI) during
the early days of the US intelligence
community highlights the importance
of recruiting personnel from academia
with “a well-trained mind free of preju-
dice and immune to snap judgment” to
support intelligence analysis.> Gaining
more than a superficial understanding

1 Sherman Kent, Strategic Intelligence for American World Policy (Princeton, NJ: Princeton University

Press, 1966), 58.

2 Allen W. Dulles, The Craft of Intelligence (Guilford, CT: Lyons Press, 2016), 173.
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of history has clearly been highlighted
as a key aspect of intelligence analysis.

Dulles further highlights the im-
portance of analyzing historical cases as
a fundamental approach to establishing
the context of the issues.” The literature
on analyzing intelligence issues is re-
plete with evaluating cases. Wohlstet-
ter’s early analysis of the surprise attack
on Pearl Harbor in her seminal work,
Pearl Harbor: Warning and Decision,
delves into the misinterpretation of in-
dicators and strategic warning analysis
of a key historical event from an intelli-
gence perspective. Allison and Zelikow
highlight the importance of utilizing
various analytical models framed in a
contextual understanding of the issues
to differentiate intelligence analysis in
their study of the Cuban Missile Crisis.*
Lastly, Grabo's foundational work in de-
veloping warning analysis specifically
highlights the foundational importance
of understanding history when devel-
oping indicator lists.> A knowledge of
history is fundamental to placing an
intelligence problem within its present
context.

As mentioned earlier, an under-
standing of history is not a panacea for
intelligence analysis. In other words,
history has its limitations as well.
Neustadt and May’s work in Thinking in
Time highlights some of the challenges
with using historical analogies to sup-
port decision-making. Additionally,

Ibid., 175.

May’s insight into “Lessons” From the
Past: The Use and Misuse of History in
American Foreign Policy identifies the
misapplication of history based on a
superficial knowledge or impressions
from the past. More recently, there is
the challenge with revising or reinter-
preting the past based on political per-
spective. Betts’ seminal examination of
politicization in Enemies of Intelligence
and Christian’s work in Channeling the
Past explore this disturbing trend.

Discussion

tis necessary to integrate a historical

perspective into a theoretical intelli-

gence framework in order to appro-
priately frame the need to understand
the history behind it. For instance, an
example from a military perspective
provides tactical-level intelligence that
directly supports the warfighter’s abili-
ty to accomplish both near- and mid-
term battlefield and theater-wide con-
flict objectives. Conversely, strategic
intelligence supports national policy
objectives that ensure decision-mak-
ers are fully apprised on issues within a
collaborative framework dealing within
an uncertain global environment. These
intelligence functions are offensive in
nature as they seek to attain strategic
advantage in tactical level goals and ob-
jectives. Irrespective of the level and dif-
ferences in time horizons between tac-
tical versus strategic issues, a grounding

4 Graham Allison and Philip Zelikow, Essence of Decision: Explaining the Cuban Missile Crisis (New

York: Longman, 1999), 2-12.

5 Cynthia M. Grabo, Anticipating Surprise: Analysis for Strategic Warning (New York: University

Press of America, 2004), 26.
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in history provides the intelligence pro-
fessional with the foundational tools to
aid them in discerning the issues while
evaluating the context of the conflict in
question within its cultural and psycho-
logical dynamics.

Intelligence is also a defense-ori-
ented field in which intelligence profes-
sionals, agencies, and other stakehold-
ers exist to provide warnings for their
assigned customers. In other words,
providing a policymaker with sufficient
warning of the next surprise attack by
an adversary is one of the key functions
of the US intelligence community. This
core function harkens back to the es-
tablishment of the modern-day intelli-
gence apparatus, when President Harry
Truman stated:

A long-felt need for the coordi-
nation, on the highest level, of
intelligence opinion relating to
broad aspects of national policy
and national security was prob-
ably the principal moving factor
in bringing about the creation of
the Central Intelligence Agency.
The lack of any provision for the
prompt production of coordinat-
ed national intelligence of this
kind was one of the most signit-
icant causes of the Pear]l Harbor
intelligence failure.®

Within the context of strategic
warning, the grounding of history is an
essential component in trying to assess

and forecast threats. Understanding
historical context, cultural, psycholog-
ical nuances, and past cases serve as the
basis to evaluating potential threats to
US and Allied interests. For example,
evaluating the case of the Yom Kippur
War (1973) highlights Israelis’ flawed
assessment within this context. Mis-
applying history as a result of Israel’s
victory in the Six-Day War (1967), un-
derappreciating Egypts capacity for
employing deceptive tactics within the
framework of Islamic culture, and the
psychology overestimating Israel’s strat-
egy, military prowess, and intelligence
capabilities to provide an early warning
were significant contributors to Egypt’s
initial success in the war.” The need for
focused strategic warning analysis and
an appreciation for the regional histor-
ical, cultural, and psychological context
within the nature of intelligence issues
is paramount.

The genesis of the US intelligence
community was also framed with a the-
oretical perspective regarding the need
to both coordinate and collaborate,
while supporting strategic to tactical
objectives that also provide a strategic
warning mechanism in its infrastruc-
ture. Within this framework, there was
an inherent need to coordinate intel-
ligence issues at the highest level with
the policymaker, in order to pursue na-
tional security objectives. The critical
nature of the relationship between the

6  US Government, Intelligence Survey Group, The Central Intelligence Agency and the National Orga-
nization for Intelligence: A Report to the National Security Council (Washington, DC: Government

Printing Office, 1949), 5.

7 Uri Bar-Joseph, The Watchmen Fell Asleep: The Surprise of Yom Kippur and Its Sources (Albany, NY:
The State University of New York Press, 2005), 25-33.
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intelligence professional and the pol-
icymaker has been at the forefront of
concern since the inception of the com-
munity.®* Maintaining analytic objectiv-
ity and protecting intelligence activities
from politicization were but a few of
these concerns. Much of the US war-
time intelligence experience at the stra-
tegic level was influenced by the British
model, which was highly evolved and
sophisticated in its intelligence support
to policy generation and implementa-
tion. Second, there was also a clear ne-
cessity to develop an entity that would
be fully capable of warning policymak-
ers in advance of any major potential
threats toward US interests. After all,
the surprise attack at Pearl Harbor
(1941) still loomed in the minds of poli-
cymakers and intelligence professionals
as they streamlined the creation of the
US intelligence community that came
out of the National Security Act (1947).
As a result, the tragedy of Pearl Harbor
directly influenced the establishment of
the first-ever US peacetime intelligence
community—something that had pre-
viously been viewed as being antithet-
ical to US democratic norms.

Despite the clear purpose and
motivation to establish the US intel-
ligence community, the actualization
of this two-fold construct has been
problematic. The simple adoption of

community structures modeled along
British lines does not mean that the
problems and issues with synchroniza-
tion would disappear—particularly if
they do not account for unique US cul-
tural issues. This is one of Professor Ze-
gart’s arguments: the separation of pow-
ers, majority rule, frequent elections,
and political compromise inherently
diminish the capacity of the US intelli-
gence community to provide objective
assessment amid a fractious political
and policymaking process.’ Intelligence
is not the only vote at the policy table. A
well-reasoned intelligence assessment
based on a sound historical, cultural,
and psychological understanding of an
issue may not necessarily take the day.
After all, the grounding of history may
serve as a foundational premise for the
assessment and may lead to a greater
appreciation of the underlying cultural
and psychological issues; however, in-
telligence professionals compete with
other factors that influence the policy-
making process as well.

The same holds true for strategic
warning analysis. A grounding of histo-
ry may serve as the point of departure
for assessing threats, such as North Ko-
rean missile launches, international ter-
rorism, or a resurgent Russia or China.
The mere provision of strategic warn-
ings to the policymaker, however, is

8  Jack Davis, “The Kent Kendall Debate of 1949, Studies in Intelligence 36, no. 5 (1992): 92-103,
accessed 25, 2017, https://www.hsdl.org/?view&did=3593. Davis provided excellent insight and
perspective into the differences that shaped Sherman Kent’s versus Willmoore Kendall's views on
intelligence and the appropriate relationship with policymakers.

9  Amy Zegart, Flawed by Design: The Evolution of the CIA, JCS, and NSC (Stanford, CA: Stanford
University Press, 1999). Professor Zegart examines the US intelligence community by evaluating
the political forces that shaped the development of the community itself in order to evaluate why

there are systemic failures.
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insufficient if they do not translate into
clear and decisive measures to mitigate
the nature of the threat. The effective-
ness of a warning system is also dimin-
ished if it is a result of a process that is
designed to water down assessments
with ambiguous language—again, har-
kening back to Zegart’s assertion about
the community itself.

The challenge to the intelligence
professional is tied to this two-fold
framework. This challenge is further
compounded in the present as the USin-
telligence community faces an increas-
ingly agile and diverse global threat. As
such, the intelligence professional must
be cognizant of the issues and cases of
the past to determine their applicability
and efficacy for future events and sce-
narios. As Thucydides suggested, how-
ever, those of us in the present tend to
romanticize the past. While stories are
important to imparting knowledge and
ideals, the intelligence professional’s
knowledge of the past must be stripped
of myth and folklore in order to under-
stand the exact knowledge of events
and how they can be applied in the fu-
ture. The intelligence professional must
also have exact knowledge of past cas-
es in order to mitigate the use of quick
analogies that many policymakers may
adopt—again stemming from an im-
perfect knowledge of history.

Reflecting on history is necessary
to understanding the future. That said,
the study of history is not a mere rec-
itation of facts, figures, and timelines. It
leads to understanding the cultural and
psychological nuances that constitute
the environment. This holistic view of
history grounds the intelligence analyst

within the environment’s narrative. To
prepare for the future, the intelligence
professional must evaluate past histor-
ical cases and trends to support three
lines of inquiry:

e Re-examine the data and evidence.

e Evaluate the cases and trends with-
in the context of history and causal
cultural and psychological drivers.

e Assess the individual and organiza-
tional relationships involved.

Back to the Beginning:
Reexamining Data and Evidence

Reexamining data and evidence, while
seemingly a logical first step, is often
one of the most overlooked aspects of
intelligence analysis and the formula-
tion of assumptions. Again, much of
our knowledge of the past is based on
prevailing assumptions and theories. In
the study of conflict and warfare, how-
ever, there is new data and evidence
that presents itself for evaluation. Much
of this new information can contribute
to the present understanding of how
past events unfolded and how they con-
tribute to decision-making. There is
also data and evidence that is routinely
declassified and made available to aca-
demics for further study and analysis.
This serves as an excellent basis to re-
examine some prevailing assumptions
and myths of past events. A critical re-
examination of data and evidence forc-
es the intelligence professional to reex-
amine their prevailing assumptions and
take a more objective view.

Despite the need to reevaluate
data and evidence, many of the post-in-
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telligence failure blue-ribbon commis-
sions fail to objectively evaluate under-
lying data and evidence as a result of
hindsight bias. As Erik Dahl explains,
“Signals and warning that may have
looked weak amid a sea of other data
look strong and clear when viewed af-
terward and taken out of full context of
the situation that intelligence analysts
and policy-makers faced at the time”*
He also notes that these commissions
only evaluate past failures, but not suc-
cesses. As a result, the perception of
evaluation is skewed decidedly to one
polarized side—that of failure. It is the
responsibility of intelligence profes-
sionals in their reflections of history to
dispassionately evaluate the data based
on all perspectives—success, failure,
peacetime, road to conflict, actual con-
flict, etc.

Contextual History: Evaluating
Cases and Trends

This leads to the second line of inqui-
ry—evaluating cases and trends within
the context of history and causal cultur-
al and psychological drivers. To engage
in a strategic pause in the present while
diplomatically attempting to contain
an unstable despot does not necessarily
equate to appeasement vis-a-vis Hitler’s
Germany in the 1930s. Analogies, while
useful, are often misapplied, particu-
larly when dealing within different his-
torical periods or differences in culture
or when lacking an appreciation for

the unique psychological motivations
within the context of the issue. The
policymaker is challenged with evalu-
ating a present situation, and analogies
can prove useful, however, they can
also have dire consequences. Similar-
ly, understanding history and causal
drivers to produce estimative intelli-
gence is equally relevant to the intelli-
gence professional—perhaps more so.
The intelligence professional is held to
a higher standard of evidence than the
policymaker. The core function of the
intelligence professional is to reduce the
ambiguity of an intelligence problem.
Understanding historical cases within
the appropriate frame of perspective is
critical when trying to apply it to a pres-
ent situation.

This challenge is clearly empha-
sized by Heuer in his work, Psychology
of Intelligence Analysis, where he states:
“When an historical situation is deemed
comparable to current circumstances,
analysts use their understanding of the
historical precedent to fill gaps in their
understanding of the current situation.
Unknown elements of the present are
assumed to be the same as known ele-
ments of the historical precedent”' It
is the responsibility of the intelligence
professional to guard against these un-
known elements and blind spots—par-
ticularly when applying a past case to a
present circumstance. This can only be
achieved by understanding and evalu-
ating past cases, appreciating one’s own
cognitive biases, and critically evaluat-

10  Erik J. Dahl, Intelligence and Surprise Attack: Failure and Success from Pearl Harbor to 9/11 and
Beyond (Washington, DC: Georgetown University Press, 2013), 15.

11 Richard J. Heuer, Jr., The Psychology of Intelligence Analysis (Washington, DC: Center for the Study

of Intelligence, 1999), 38.
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ing the present circumstances for their
potential relevance to a past case. The
work of Neustadt and May is integral
for both the policymaker and the intel-
ligence professional in this case.'

Historical Actors: Individuals
and Organizations

Lastly, the intelligence professional
needs to understand how history plays
in the assessment of individuals as his-
torical actors and the organizations
involved in the historical case. Past
events, circumstances, individual and
organizational relationships, the un-
derlying culture, psychological drivers,
and indeed even the language used to
describe past events require a diachron-
ic perspective of history. Kent refers to
the character of individuals, groupings,
and systems and the interplay that re-
sults between these actors as a funda-
mental premise to establishing under-
standing and knowledge.”” As a wise
person once said: “Everything changes
and nothing stands still.”** Past events,
if they are to be interpreted for their
present relevance, must be grounded
with an understanding of history, its
cultural and psychological context, and
the relationship that existed between
the actors and organizations involved.
There is no substitute.

A grounding in history is essen-
tial to understanding the nature of stra-
tegic warning intelligence. In the words
of Cynthia Grabo: “A knowledge of his-
tory, precedent and doctrine is extreme-
ly useful in assessing probabilities; and
the citing of such precedents not only
may bolster a case but also may tend to
make the timid more willing to come
to positive judgments.”® It is this grasp
of history and an understanding of the
facts and evidence within a cultural and
psychological context that contributes
to the intelligence professional’s ability
to make their case before the policy-
maker. A superficial appreciation of his-
tory will not suffice, but a deeper under-
standing of history, culture, psychology,
and the supporting data and evidence
allows the intelligence professional to
render a critical evaluation of the pres-
ent circumstances while drawing upon
the relevant lessons from the past.

While recognizing that a ground-
ing in history is not a panacea for effec-
tive intelligence, it is important to rec-
ognize some of history’s limitations. As
referenced throughout, we possess an
imperfect knowledge of the past. This
is why it is imperative that we reexam-
ine the underlying data and evidence to
reassess our assumptions. Additionally,
a superficial understanding of history
without a deeper appreciation for cul-

12 Richard Neustadt and Ernest R. May, Thinking in Time: The Uses of History for Decision-Makers
(New York: Simon & Schuster, 1986). Neustadt and May illustrate how particular historical models
shape decision-makers. In other words, how decision-makers apply historical analogies unknow-

ingly.

13 Kent, Strategic Intelligence for American World Policy, 6.

14  Plato, Plato in Twelve Volumes, trans. Harold N. Fowler (Cambridge, MA: Harvard University Press,
1921), 402a. Socrates attributes the quote to Heraclitus, an early Greek philosopher.

15 Grabo, Anticipating Surprise, 13.
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ture will lead to flawed assumptions.
An appreciation of context, culture, and
psychology matters. This is Mansoor’s
premise of General Westmoreland as
opposed to General Petraeus.' The need
to develop cultural intelligence is vital.
Lastly, we need to recognize that gaps in
knowledge will always exist. Historical
accounts are imperfect and the evalua-
tion of the same data and evidence can
lead to differing views. To presume we
possess complete knowledge, especial-
ly given our reliance on our technology
and data, is fallacious and places the in-
telligence professional at risk of making
erroneous conclusions.

Conclusion

he reflections of history direct-
ly contribute to the ability of
the intelligence professional to
assess the present. Understanding the
historical narrative informs an appreci

ation of the environment, culture, and

underlying psychology. Even with its
limitations, history provides the intel-
ligence professional with the basis of
assessing the future. An appreciation of
history, however, cannot result in citing
mere facts and figures. The intelligence
professional must doggedly pursue
three lines of inquiry. They must ag-
gressively pursue the reexamining data
and evidence to revalidate their as-
sumptions. They have to evaluate past
cases and trends within the context of
history and an understanding of the
underlying cultural and psychological
drivers. Lastly, they must be able to as-
sess individual and organizational rela-
tionships within the context of change
in history. Focusing on these lines of
inquiry, coupled with deeper knowl-
edge of history, can vastly contribute to
the imperfect art and science of intelli-
gence analysis and assessing the future.

Jim Burch holds a Doctorate of Management (DM) and an MA in
Military History. His primary area of research includes domestic in-
telligence issues in the post 9/11 era, the organizational design of
the U.S. Intelligence Community, strategic warning analysis and the
impact of technology on intelligence activities. Highlights from his
research include the role of psychology between the intelligence pro-
fessional and the policy-maker to convey warning and the impact of
organizational culture in the intelligence community. He welcomes
opportunities for continued research and collaboration.

jburch@apus.edu

16 Peter R. Mansoor, Surge: My Journey with General Petraeus and the Remaking of the Irag War (New
Haven, CT: Yale University Press, 2013), 96. Mansoor contrasts Westmoreland’s superficial knowl-
edge of Vietnam based on his misunderstanding of Lartéguy’s insights in Les Centurions, which
focused largely on the Algerian as opposed to Vietnamese conflict.
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An Interview with Emerson Brooking,
the Co-Author of LikeWar: The
Weaponization of Social Media

Conducted by Dr. Carter Matherly

Mr. Emerson Brooking is the co-author of the book LikeWar: The
Weaponization of Social Media. The book not only highlights how
other nations have taken offensive maneuvers using social media,
but also managed to move past traditional psyops and employ psy-
chology as a warfighting domain in its own right. Mr. Brooking’s
work continues today as he maps the battlespace in this emer-
gent domain. For an in-depth review of LikeWar, please see the
book review in this volume by Austin Gouldsmith. To see more
of Mr. Brooking’s current work and access some fantastic data-
sets, visit his repository on GitHub, https://github.com/DFRLab/

Dichotomies-of-Disinformation.

CM: There has been significant discus-
sion concerning kinetic versus non-ki-
netic operations as core concepts for
effects-based operations. How do these
terms, and associated perspectives of
targeting, apply to planning and execu-
tion in the psychological domain?

EB: Effects-based targeting must take
primacy in the planning and execution
of operations in the psychological do-
main. One must be familiar with an ad-
versary’s key capabilities and weakness-
es that information warfare specialists
can most readily exploit. As much as
possible, this strategic determination
should be made in advance, before con-
flict begins.

Once an information conflict is
underway, it is too late to conduct much
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deliberate, effects-based planning. This
is because of the speed with which such
conflict takes place, and the fact that it
is very much driven by the opportun-
ism and initiative of individual opera-
tors. If these operators have received
clear, effects-based guidance, they can
orient their efforts appropriately.

CM: Psychological warfare and MISO
are not new concepts; however, tech-
nology has breathed new life into these
age-old ideas. What are some of your
most notable observations from this
transformation? What do you find most
challenging about emerging technolo-
gies (e.g., deep fakes)?

EB: The major revolution that the mod-
ern internet has brought to psycholog-
ical warfare and military information

doi: 10.18278/gsis.5.1.8
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support operations is that of asymme-
try. Thanks to the widespread avail-
ability of social media platforms, even
a resource-poor adversary can conduct
sophisticated propaganda and influ-
ence operations at a very low cost. At
the same time, highly resourced orga-
nizations struggle to respond effective-
ly to these efforts. They are stymied by
bureaucratic limitations and the fact
that, quite often, acknowledging an ad-
versary’s influence efforts only expands
their reach.

There have been numerous oth-
er technical innovations—notably, ad-
vancements in neural networks and the
development of “deep fakes”—that may
increase the persuasive effect of psycho-
logical operations at the margins. But in
the end, I believe it comes back to the
extraordinary cheapness and accessibil-
ity of these capabilities.

CM: If you were to create a US “digi-
tal army” how would you do it? What
would be your approach to organiza-
tion?

EB: I would delineate clear responsibil-
ities between units. Most particularly,
in order to abide by US laws and norms
regarding psychological operations, I
would focus most of our efforts on force
protection. We should resist the tempta-
tion to militarize US public diplomacy.

I would also ensure that as much
authority as possible was devolved to
individual operators within the US
“digital army.” Effective psychological
operations require a degree of flexibility
and creativity that is often at odds with
military organization. If this freedom

were not forthcoming, the digital army
would not be able to fulfill its mandate.

CM: What key skillsets do you see as vi-
tal to members of that “digital army” for
both offensive and defensive actions?
What training do you think is most im-
portant to the evolution of an Informa-
tion Operations Operator?

EB: Anyone involved in psychological
or military information support oper-
ations should be adaptable, entrepre-
neurial, and—above all—creative. It re-
quires a unique skillset to find and ex-
ploit opportunities in a fast-moving
narrative battle. Such operators would
need to be as familiar with the princi-
ples of viral marketing and consumer
psychology as they were with the prin-
ciples of military strategic communica-
tions.

CM: In general, what are your thoughts
on how warfighters can use the psycho-
logical domain to help bridge the gap
between intel and operations?

EB: The right message, targeted in the
right way and propelled in the right
manner, can cause an adversary to
make missteps that can immediately
be exploited by intelligence-gatherers.
In some cases, the message may obvi-
ate the need for a kinetic confrontation
entirely.

CM: You both are working on some
pretty exciting upcoming projects.
Could you tell our readers about them
and their importance to the psycholog-
ical domain?
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EB: I have been hard at work mapping
the constituent elements of what I call
“political disinformation campaigns”—
psychological operations by another
name. We now have thousands of ex-
amples of such operations unfolding
all around the world, being directed to-
ward a variety of military and political
ends. By mapping these campaigns and
assessing them in aggregate, I hope to
draw out new lessons about the ongo-
ing information revolution.

In recent weeks, my organiza-
tion—the Digital Forensic Research
Lab of the Atlantic Council—has also
been focused on tracking dis- and mis-
information regarding the coronavi-
rus pandemic. Russia, China, and the
United States have each been involved
in significant influence efforts to shape
global perceptions of the pandemic.
The outcome of this narrative battle will
affect global politics for many years to
come.
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Contesting the Psychological Domain
during Great Power Competition

Jeremiah Deibler

The views expressed are those of the author and do not necessarily
reflect the official policy or position of the Department of the Air
Force, Department of Defense, or the United States Government.

nonetheless relevant to discuss

Great Power Competition in the
wake of the coronavirus (COVID-19)
crisis. Despite the need for global coop-
eration amid the COVID-19 pandemic,
elements of Great Power Competition
persist. In early March, Lily Kuo, a Hong
Kong correspondent for the Guardian,
detailed the Communist Party of Chi-
na’s (CPC) and Chinese state media’s al-
ternative narrative, which sowed seeds
of doubt about COVID-19’s origination
in China.! The CPC, according to Kuo,
seized on comments by Robert Red-
field, the director of the US Centers for
Disease Control and Prevention (CD-
C).> Exploiting Redfield’s inconclusive
language, Spokesperson and Deputy
General of the Foreign Ministry’s Infor-
mation Department Lijian Zhao shared
the video clip multiple times and spec-
ulated:

It is comparatively insignificant but

CDC was caught on the spot.
When did patient zero begin
in US? How many people are
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infected? What are the names
of the hospitals? It might be US
army who brought the epidemic
to Wuhan. Be transparent! Make
public your data! US owe us an
explanation!’®

Shortly thereafter, the United States’ po-
litical leadership, including President
Donald Trump, modified its language
to publicly call COVID-19 the Chinese
virus. Jabin Botsford, staff photogra-
pher at the Washington Post, identified
modifications by the President to shape
the informational environment.*

The exchange between the CPC
and American national security lead-
ership is intrinsically linked to the on-
going competition between emergent
(China) and existing (US) great powers.
China is seizing the opportunity to lead
the global response to COVID-19 as it
seeks to become the preferred partner
for the international community. The
phrase “preferred partner” is the oper-
ative concept behind competition. In
a shift from phase-based planning to

doi: 10.18278/gsis.5.1.9
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the conflict continuum, within the US
Department of Defense (DOD) vernac-
ular, there has been much ado about
competition. How is it defined? What
does it look like? What are the subse-
quent implications for how the DOD
does business? The purpose of this pa-
per is to (1) identify key characteristics

of Great Power Competition, (2) review
the impacts of these characteristics on
the military instrument of power, and
(3) make recommendations for plan-
ners and intelligence organizations and
professionals supporting the Joint Forc-
es Commander (JFC).

Figure 1. @jabinbotsford captured presidential information power.’

The Characteristics of Great
Power Competition

uch has been said about com-
petition since it was discussed
by Secretary of Defense (Sec-

Def) James Mattis in the lead-up to his
publication of the National Defense
Strategy (NDS) in 2018. The NDS in-
formed an updated Joint Publication
(JP) 3-0, which presented the concept
of the Conflict Continuum (see Figure
2). Figure 2 clearly shows the interrela-
tionship between national instruments

of power (IOP) across the continuum.
Specifically, during cooperation and
competition, military engagement, se-
curity cooperation, and deterrence
serve to keep geopolitical relationships
in the desired state of cooperation or
competition. Crisis response and lim-
ited contingency operations serve as
emergency actions to use IOPs to pre-
vent escalation to destructive large-
scale combat operations. Cooperation
and competition are fundamentally
about building and cultivating rela-
tionships.
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Figure 2. Conflict continuum.*

Between the fall of the Sovi-
et Union (USSR) in 1991 and roughly
2012, the US existed in a unipolar inter-
national environment that offered it the
opportunity to dictate the terms of most
international relationships. It combined
its comparative national power with a
comprehensive set of strong alliances
and international organizations, pre-
senting unparalleled global leadership
under the Bretton Woods liberal world
order. In 1989, prior to the official fall of
the USSR, Francis Fukuyama famously
published his article called “The End of
History?,” claiming that “The triumph
of the West ... is evident first of all in

the total exhaustion of viable systematic
alternatives to Western liberalism.”

Absent any other choice for a
preferred partner, non-powers were ei-
ther a part of the US-led international
system or existed outside of the sys-
tem and therefore were at a compara-
tive disadvantage. In 2018, Fukuyama
published a new book, Identify: The
Demand for Dignity and the Politics of
Resentment. Louis Menand summa-
rizes Fukuyama’s argument: that the
“contemporary  dissatisfactions”  of
“Vladimir Putin, Osama bin Laden, Xi
Jinping” and even national movements
like “Black Lives Matter” and “#MeToo”
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were antitheses to the “global liberal
world order” and as a result, “liberal de-
mocracy and free trade may actually be
rather fragile achievements.”®

In the last decade, regional and
global alternatives emerged. Iran leads
proxy conflicts across the Middle East.
Its leader and strategist was killed by
a US strike this year.” Russia exploited
the proverbial ethnic domain in order
to annex Crimea.'” China increased its
global diplomatic and economic activ-
ities through the Belt Road Initiative
(BRI)." In the 2018 NDS, Secretary
Mattis referred to these actors as “re-
visionist powers and rogue regimes.”?
The key take away is the idea of choice.
To a certain extent, market dynamics
have taken hold in the geopolitical en-
vironment. For the better part of the
transitional period between the twen-
tieth and twenty-first centuries, the
US-led global world order was the only
option. The first characteristic of Great
Power Competition that we must bear
in mind is the interplay between ratio-
nal choice and market dynamics on the

geopolitical plane.

President Rodrigo Duterte of
the Philippines provided, perhaps, the
best commentary on geopolitical mar-
ket dynamics and non-powers ratio-
nal choice: “[The US creates] rules and
norms for almost everyone, and some
refuse to be bound by the same ... [The
US and its allies] weaponize human
rights oblivious to its damaging con-
sequences.””* Regardless of whether
President Duterte’s perception of crit-
ical human rights is accurate, the im-
plications for the geopolitical market-
place are clear. President Duterte now
has a choice. His near neighbor, China,
is closer than and, arguably, possesses
comparative national power to the US.
Further, China is now offering an al-
ternative to the US world order. In July
2016, as part of a speech commemorat-
ing the ninety-fifth anniversary of the
founding of the CPC, President Xi Jin-
ping declared his nation’s “commitment
to an independent foreign policy ... on
the basis of the Five Principles of Peace-

ful Coexistence”'*

Xi Jinping’s Five Principles of Peaceful Coexistence

e Mutual non-aggression

e Peaceful coexistence

e Mutual respect for each other’s territorial integrity and sovereignty

e Mutual non-interference in each other’s internal affairs
e Equality and cooperation for mutual benefit

Figure 3. President Xi Jinping’s Five Principles for Peaceful Coexistence.'

Certainly, “mutual non-interference”
resonates with President Duterte’s mes-
sage above. This does not mean that
President Duterte will immediately

align himself with China; however, it
gives him leverage in negotiating with
the US. The geopolitical marketplace
forces the Great Powers into weaker
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negotiating positions with strategically
located nations.

Part of President Duterte’s and
other leaders’ rational calculus is the
comparative military power and its
associated threat and implied nation-
al risk. Nowhere is this more evident
than in Australia. A partner within
the Five-Eyes intelligence alliance with
the US, Canada, United Kingdom, and
New Zealand, Australia faces a complex
position in the Great Power Competi-
tion security environment. On the one
hand, as Philip Citowicki argues, “Aus-
tralia is acutely aware that supporting
the fragile democracies of the Pacific
requires greater cooperation with like-
minded nations”'* On the other hand,
Tom Hanson suggests that, due to sig-
nificant “Chinese capital investment”
in key sectors “from port facilities to
infant formula to commercial real es-
tate to agriculture,” Australia may be at

risk of having “to choose between deep-
ening its economic relationship with
[China] and its longstanding alliance
with the United States”"” The truth is
likely somewhere in between, but the
shift toward a world shaped by Great
Power Competition places the Austra-
lian government in a complex position.
In these situations, traditional allies are
more likely to come into geopolitical
friction. When tensions rise, a decision
is made regarding actions taken to pro-
tect national interests. Depending on
the level of national interest, traditional
allies may transition from cooperation
to competition or conflict.

National interest was charac-
terized by Donald Nuechterlein in his
essay “National Interest and Foreign
Policy: A Conceptual Framework for
Analysis and Decision-Making” in the
British Journal of International Studies
in 1976 (Figure 4).

Level

Description

Survival

rejected.

The very existence of a nation-state is in jeopardy as a result of overt military
attack on its own territory or from the threat of attack if an enemy’s demands are

Vital

Serious harm will very likely result to the state unless strong measures, including
the use of conventional military forces, are employed to counter an adverse action
by another state or to deter it from undertaking a serious provocation.

Major

issues).

The political, economic and ideological wellbeing of the state may be adversely
affected by events and trends in the international environment and thus requires
corrective action in order to prevent them from becoming serious threats (vital

Peripheral

endangered.

The wellbeing of the state is not adversely affected by events or trends abroad, but
the interests of private citizens and companies operating in other countries might be

Figure 4. Nuechterlein’s levels of national interest.

Nuechterleins construct suggests that
the only justification for going to con-
flict is over survival or vital national
interests. However, it is arguable that

for much of the period prior to the re-
surgence of Great Power Competition,
much of the conflict that the US partici-
pated in was for major to peripheral na-
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tional interests. For US decision-mak-
ers, the risk to the homeland and its
forces did not meet the threshold that
warranted a pause in action. This is not
to criticize those decisions, but rather
to highlight the calculus that a unipo-
lar world affords a Great Power. This
willingness to breach the threshold of
conflict can be viewed alternatively as
a decision-maker’s band of tolerance.
Amanda Donnelly details the band

of tolerance in relation to strategic re-
sponse options (SRO) in her thesis at
the School of Advanced Air and Space
Studies. Based on Jeffrey Reilly’s lec-
tures from the Multi-Domain Opera-
tional Strategist program at Air Univer-
sity’s Air Command and Staff College,
the band of tolerance (Figure 5) rep-
resents the area of options within which
the decision-maker is willing to accept
SROs.'

Figure 5. Band of tolerance.

More critical for the purposes of
this paper is the impact of comparative
national power on the band of tolerance
for decision-makers. In short, as the
comparative national power between
two nations becomes higher and closer,
the cost and therefore the risk become
significantly higher. As risk rises, the
band of tolerance shrinks until nations
are unwilling to transition from com-
petition to conflict for anything but the
most vital national interests and surviv-
al. Therefore, whereas the US may be
more willing to put pressure on Pres-
ident Duterte in a unipolar world to
more fully comply with human rights, it

may jeopardize the national interests of
a higher order in the era of Great Pow-
er Competition. The national interests
remain, including peripheral interests,
but the desire to proceed to destructive
force at the risk of escalation reduces
significantly.

It is the combination of the geo-
political marketplace and the rising
risk’s impact on the band of tolerance
that produces the third key character-
istic of Great Power Competition: gray
zone tactics or warfare. In high-risk se-
curity environments, activities below
the threshold of conflict naturally be-
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come the priority mechanism. As Sec-
retary Mattis laid out in the NDS:

Both revisionist powers and
rogue regimes are competing
across all dimensions of power.
They have increased efforts short
of armed conflict by expanding
coercion to new fronts, violating
principles of sovereignty, exploit-
ing ambiguity, and deliberately
blurring the lines between civil
and military goals."”

Multiple actors employ gray
zone tactics today. The US House Intel-

ligence Community summarized Rob-
ert Mueller’s report on Russias social
media warfare.” In his article in MITs
Technology Review, Vince Beiser details
the expanse of China’s dredging opera-
tions, including both the South China
Sea (SCS) and multiple BRI projects
(see Figure 6).! The Center of Strate-
gic and International Studies’ (CSIS)
Asia Maritime Transparency Initiative
(AMTI) monitors and evaluates Chi-
nese Maritime Militia activities within
the SCS in international or non-Chi-
nese territorial waters.*

Figure 6. The Wan Qing Sha dredging in the vicinity of Colombo, Sri Lanka.”

In many of these cases, there is
no clear breach of either President Pu-
tin’s or President Xi’s band of tolerance.
Most importantly, it also does not cross
the threshold for President Trump. Gray
zone tactics account for the geopolitical
marketplace and both decision-makers’
and their opponents’ risk calculus to
achieve policy objectives without risk-

ing the transition to conflict. These con-
cepts are by no means new in human
history. Christopher Andrew and Vasili
Mitrokhin published an excellent book,
The World was Going our Way: The KGB
and the Battle for the Third World, on
the history of Soviet Union active mea-
sures across the globe during the Cold
War. The introduction of their book
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references Vladimir Lenin’s fiery speech
on the Russian Revolution in 1917. Le-
nin opined: “In the coming battles of
the world revolution, this movement of
the majority of the world’s population,
originally aimed at national liberation,
will turn against capitalism and impe-
rialism.”**

The Soviet Union may have fallen
in 1991 but it was not the end of history.
Great Power Competition is here. The
American national security apparatus
should remain cognizant of the charac-
teristics of that global environment: (1)
the world is a geopolitical marketplace
and we now have competitors who of-
fer alternatives to rational actors, (2)
the mounting costs of any conflict re-
duces the likelihood of the transition to
conflict but does not eliminate it, and
(3) the predominate tactic is gray zone
warfare.

Great Power Competitions
Implications and
National Security

n a unipolar world, the comparative

strength of the US military and its

allies is effectively insurmountable
when faced with a conventional threat.
Consider the emergence of the Islamic
State in Iraq and Syria (ISIS). Accord-
ing to the Wilson Center’s timeline of
events, the transition from convention-
al offensives to asymmetric tactics is
clear. In June 2014, ISIS employed con-
ventional maneuvers in order to seize
Mosul; however, the emergence of US
strikes and Peshmerga-US cooperation
necessitated ISIS’s transition to asym-

metric tactics by the end of the year.”®
The US military advantage allowed the
US national security apparatus to lean
heavily on the military as the supported
instrument. This orientation is manifest
in the structure of the National Security
Council.

Within IOPs, the DOD is the
800-pound gorilla, comprising three
of the statutory seats compared to one
each for diplomacy and economics.?
Information is notably absent, although
many would align the IOP to the Presi-
dent or Secretary of State. Nonetheless,
it is clear why the national security ap-
paratus is a threat-oriented culture. At
the apex of global hegemony and a uni-
polar world, a national security strategy
inherently seeks to maintain the status
quo. As a result, any effort to revise the
structure of the world order is viewed
as a threat. This is not to be dismissive
of the challenges that the CPC, the Pu-
tin regime, and other disruptive actors
present. Rather, it serves as a frame of
reference for US national security cul-
ture, its associated vulnerabilities, and
where the military might shift its ap-
proach accounting for the characteris-
tics of Great Power Competition.

A threat-oriented culture seeks
to anticipate and prepare for conflict,
as it should. However, a threat-oriented
culture trends towards denouncing bad
faith actors rather than offering a more
attractive alternative. In comparison,
a diplomacy-centric national security
apparatus focuses on “build[ing] and
sustaining[ing] relationships”?” On the
other hand, an economic-centric ap-
proach seeks to maximize economic
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growth to “create wealth for Americans
and our allies and partners.”* Both take
a more positive rather than negative
orientation towards potential partners.

An information-centric nation-
al security strategy is unclear but can
be gleaned from the US National Se-
curity Strategy (NSS) published by the
President in 2017. The NSS denounced
“American competitors [who] weap-
onize information to attack the values
and institutions that underpin free so-
cieties, while shielding themselves from
outside information.”® By extrapolating
the threat posed by malign actors with-
in the information sphere, it is possi-
ble to consider an information-centric
posture. It requires a coherent strategic
narrative that is consistently supported
by the actions of other IOPs.

Suppose the US national se-
curity strategy shifted towards an in-
formation-centric approach. Infor-
mation-centric does not imply that
diplomatic, economic, and military
actions disappear from the toolkit, nor
does it dismiss the concept of a threat.
Rather, an information-centric nation-
al security strategy, first and foremost,
considers how each of those actions
support or detract from its strategic
narrative.

Information-Centric National
Security Strategy and the
Military Instrument of Power

hat does this mean for the
DOD and, as a result, the
military? The is no better
modern example of the military sup-

porting an information-centric strategy
than the strikes against Syria chemi-
cal warfare sites in 2018. Within min-
utes of executing the strikes, Secretary
Mattis hosted a press conference where
he invoked international norms and
standards while offering CJCS Gener-
al Dunford a chance to articulate the
strike’s purpose:

The strike was not only a strong
message to the regime that their
actions were inexcusable, but it
also inflicted maximum damage,
without unnecessary risk to in-
nocent civilians.*

Further, in a show of solidarity, the
French and British attachés were pres-
ent and participated in the airstrikes.
In short, leading the narrative rather
than reacting is critical. Today, ma-
lign actors lead the narrative and the
US national security apparatus re-
acts. The military must adjust its ap-
proach to this environment by shifting
from system-centric warfare to mes-
sage-centric warfare. This is especial-
ly evident in the Air Force, where the
system-centric approach to warfare re-
mains supreme.

During the Gulf War, John War-
den first proved the application of Cen-
ters of Gravity (COG) analysis and the
system-centric approach to warfare,
referred to as Effects-Based Operations
(EBO). Yet, ironically, the Gulf War is
an excellent example of effective mes-
sage-centric warfare. In fact, it sparked
an after-action debate that is relevant
today. It began with none other than
NDS author and recent SecDef James
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Mattis. As then-General Mattis, Com-
mander of Joint Forces Command, he
fired a shot across the bow of the Air
Force’s new sacred cow: EBO.* To be
fair to General Mattis, his argument
against EBO was not necessarily that it
was ineffective, but rather that it could
not be overly applied. Within the arti-
cle, General Mattis conceded that “Ele-
ments of [EBO’s] concepts have proven
useful in addressing ‘closed systems,
such as targeting, where effects can be
measured per the U.S. Air Force’s de-
liberate analysis and targeting meth-
ods*

Against Iraq’s Kari Integrated Air
Defense System (IADS), John Warden’s
approach was wildly effective. Kari
IADS was tailor-made for a scientific
approach to EBO. As Michael Gordon
and General Bernard Trainor describe
itin The Generals War, “Like spokes of a
wagon wheel, the Intercept Operations
Centers ... led to regional Sector Op-
erations Centers (SOC).”* In theory, if
you break the right nodes (critical ele-
ments), you destroy the system. How-
ever, in the conflict’s undercurrent, “the
first 48 hours of the Gulf War showed
beyond a doubt that electronic warfare
technologies could keep US service-
men safe from enemy fire by denying
the enemy the use of his command,
control, communications and intelli-
gence”* Much like German strategic
bombing enhanced the effectiveness of
its ground offensive at Guernica during
the Spanish Civil War, Electronic War-
fare (EW) and Information Operations
(IO) enhanced the effectiveness of air
strikes against Kari IADS. The IO and
EW campaigns during the Gulf War

were effective precisely because they
were synchronized with the targeted
strikes against system-critical nodes.
John Warden’s COG theory was proven
correct. Yet, hidden in that lesson was
the complementary role that military
operations played in the broader strate-
gic narrative.

Prior to the Gulf War, Nation-
al Security Directive (NSD) 45, clearly
stated the purpose of the effort: “This
authorization is for the following pur-
poses: to effect the immediate, complete
and unconditional withdrawal of all
Iraqi forces from Kuwait; to restore Ku-
wait’s legitimate government; to protect
the lives of American citizens abroad;
and to promote the security and stabili-
ty of the Persian Gulf”* President Bush
achieved coherence in his message. On
August 8, 1990, with clear language to
both the American people but also to
Saddam Hussein, President Bush restat-
ed the above principles.*® He achieved
consistency and clarity. The military ac-
tions from there, including air strikes,
supported this message, albeit from the
operational level.

This conflict is critically import-
ant in the context today. The message’s
coherence, clarity, and consistency re-
mained paramount. Consistency also
applied to the actions taken by the US
military in support of that message.
The pamphlets below were dropped in
support of military action and clearly
restated the message for Iraqi troops in
order to circumvent Iraqi propaganda
(Figure 7).
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Figure 7. Leaflets from the Gulf War.*

Military operations in the era of
Great Power Competition must simi-
larly support the strategic message by
modernizing their approach to social
media and other modern information
dissemination mechanisms. The In-
ternet Research Agency in Russia and
China’s recent surge on Twitter after the
Hong Kong protests are evidence of the
resurgent powers’ understanding of this
sphere.

For Russia and China, the Gulf
War is a critical study and impacts both
nations’ military modernization ef-
forts. In Unrestricted Warfare, Colonels
Qiao Liang and Wang Xiangsui explore
American military doctrine through
the lens of Desert Storm, Somalia, and
Bosnia in order to identify the future
direction of warfare. Published in 1999,
these military theorists identified the
root strength of US military power as
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not that of “individual systems” but the
“systemization” or integration of the
systems to afford information sharing
and synchronization.*

In summarizing Ronald R.
Luman’s arguments regarding unre-
stricted warfare, the RAND Corpora-
tion suggests that “nation-states (and
non-state) actors are now more likely
to use any and all measures short of
war available to achieve their strategic
objectives”* Colonels Qiao and Wang
emphasize an emergent (in 1999) rev-
olution, where weapons are less about
“gunpowder” and more about “infor-

mation.”*!

Rather than “fight the fight with
that fits ones weapons,” the Colonels
argue the US “[built] the weapons to
fight the fight,” potentially exposing the
US to a fight they did not anticipate.**
By watching the US fight the same war
across a decade with the same tactics
and the same narrow view of war, they
implied the need for a national security
apparatus to fight a fight for which the
US had not built its force. In that fight,
the first blow may not be one of tradi-
tional military physical power, but rath-
er “a single man-made stock-market
crash, a single computer virus invasion,
or a single rumor or scandal that results
in a fluctuation in the enemy country's
exchange rates or exposes the leaders
of an enemy country on the Internet.”*
Today, China, Russia, Iran, and other
actors practice the Colonels’ unrestrict-
ed warfare as gray zone tactics below
the threshold of warfare.

By avoiding the strength and
exploiting the weaknesses of military

IOP, China and Russia achieve policy
objectives with little friction. Russia
and China modernized its force to own
the electromagnetic spectrum (EMS);
accessing EMS is a precondition for
communicating when projecting forc-
es into theater.* They, and other actors,
complemented these efforts by build-
ing advanced Anti-Access, Area Deni-
al (A2AD) systems.* Further, Russia
and Iran seek to follow China’s lead to
close off their internet from the glob-
al community.*® Thus, from an offen-
sive approach, the typical US military
transition to conflict is significantly
more difficult than it was during Desert
Storm. Military analysts like Colonels
Qiao and Wang spent decades studying
our approach and their policymakers
listened. Ultimately, they developed
a defensive strategy that exploits the
greatest vulnerabilities in our way of
war. In short, the US needs a different
operational approach.

Message-centric operations are
a potential methodological shift to-
wards the US operational approach. It
necessarily requires that, in the geo-
political marketplace, commanders re
persistently having conversations with
other decision-makers both through
words and actions. Rather than an
end-state, commanders instead pres-
ent a clear, concise, and coherent stra-
tegic narrative that all subsequent ac-
tions must support. This operational
approach more effectively aligns with
Great Power Competition along the
continuum where military engagement,
security cooperation, deterrence, crisis
response, and when necessary, limited
contingency operations are the prima-
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ry scope of military efforts. Rather than
focusing on end-states, it asks several
key questions. What do I mean to say?
Who am I saying it to? Does the mes-
sage say what I intend? How is it being
received? Absent methodological test-
ing, it is safe to hypothesize that this
approach would more readily arm com-
manders with the ability to function in
Great Power Competition to deal with
the baseline question: was my message
sent and was it received?

Consider the introduction and
the narrative scuffle between the CPC
and US national security leadership
over COVID-19. In the context of unre-
stricted warfare, it is critical to the CPC
to gain positioning within the global
leadership race. Similarly, it is critical
for the US to maintain its place as a
global leader. The tit-for-tat messaging
that took place was a subordinate ar-
gument to the broader fight. What was
each nation’s broader message? What
other actions took place to comple-
ment the broader message? Who was
the target audience for the messaging
by the CPC or by US national security
leadership?

This paper will not evaluate these
questions pertaining to COVID-19. In-
stead, it shows how for military IOP in
Great Power Competition, the message
is, perhaps, more important than the
ability to attrite adversarial forces to
gain military advantage. China, Russia,
and other actors studied the US mili-
tary for decades and discovered vulner-
abilities in its way of war. As a result,
they have tailored their approach to
geopolitical conflict by remaining be-

low the threshold of conflict through
unrestricted warfare and gray zone tac-
tics. Given the risk to forces upon tran-
sition to conflict, it is unlikely that there
will be a transition from competition to
conflict. As a result, it may be more ad-
vantageous for commanders to adopt a
message-centric approach to operations
when conducting military engagement,
security cooperation, deterrence, crisis
response, and, when necessary, limited
contingency operations. If this is the
approach that commanders take, the
following sections suggest two evolu-
tionary and one disruptive approach to
the US operational approach, scoped
specifically to the psychological do-
main. First, the paper discusses charac-
teristics and implications of the psycho-
logical domain on narrative, and then
provides three recommendations.

Message-Centric Operations and
the Psychological Domain

In a previous article for the Over-the-
Horizon (OTH) Journal, I laid out my
perspective on the Air Force’s approach
to information warfare (IW) in the
wake of the establishment of a new IW
numbered Air Force. In it, I argue for
doctrinal and organizational design el-
ements to engage in a tactical informa-
tion fight between two air component
commanders.” Specifically, I employ a
model of a command, control, commu-
nications, computers, intelligence, sur-
veillance, and reconnaissance (C4ISR)
developed by the Research and De-
velopment (RAND) Corporation (See
Figure 8.)
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Figure 8. Author’s depiction of RAND’s C4ISR model.*

I do not intend to rehash my arguments
from that paper here. In this article, I
leverage the same C4ISR model to fo-
cus on two specific steps: (1) individual
assessment and (2) group assessment.
RAND describes the steps as follows:

e Individual Assessment. Each user
then attempts to interpret the [en-
vironment] he has received to
achieve some level of realization of
the battlespace.”

e Group Assessment. The users then
collaborate with each other in an
attempt to improve their realization
of ground truth in the battlespace.
This report models the effectiveness
of collaboration as a function of the
skills of the users and the collabo-
rative group as a whole but does
not examine the [effects] of the net-
work’s communications tools on
collaboration.*

In order to effectively scope the
conversation about message-centric
warfare to the psychological domain,
it is critical then to consider individu-
al and group psychology. It is the span

across the individual’s interpretation,
the group’s collaboration, and the deci-
sion-maker’s action that the psycholog-
ical domain occurs in two parts: first,
cognitively, and second, behaviorally.
The cognitive component is heavily
dependent on attention, which shapes
observation. Once an event gains at-
tention, it is blurred by individual or
group biases. These biases are derived
from historical experience and shape
reaction to the perception of the envi-
ronment.

To affect an adversary’s cogni-
tive system, any message or action must
first gain attention. In his book, Con-
sciousness and the Brain, Stanislas De-
haene discusses the inner workings of
the brain, specifically the relationship
between unconscious and conscious
thought. Through rigorous experimen-
tation and research, Dehaene concludes
that conscious perception is limited to
a single focus, yet is triggered by an
observable electrical pulse that broad-
casts information across the brain”' To
summarize Dehaene: there is a trigger
from unconscious observation to con-
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scious observation, requiring whole
brain analysis. In short, that trigger is
attention. Attention, then, is a finite
resource compared to the perpetual
unconscious observation performed
by the human observer. This resource
is the primary avenue of approach for
message-centric warfare. Peter Singer
and Emerson Brooking, in Like War,
detail the “key elements” that masters
of social media warfare employ: “narra-

tive, emotion, authenticity, community,
and inundation”** These elements are
the essence of message-centric warfare.
Mastering these elements to seize and
retain attention were critical for ISIS
recruiting and Russian disinformation
campaigns during the 2016 US election.
Table 1 shows how Singer and Brooking
define the key elements and their key
characteristics:

Table 1. The Characteristics of the Key Elements Social Media Warfare.>

Element

Summarized Characteristics from Like War

Narrative

Enable individuals or large groups to turn complex environments into
simple laws or principles for perceiving the world; consistent, simple,
resonate with individual or group history; novelty by “subvert[ing]” a
norm or expectation.

Emotion

“the stronger the emotions involved, the likelier something goes viral”;
negative emotions spread faster and must be repeatedly evoked.

Authenticity

Establish and adhere to a brand; remain consistent even amid
embarrassment or negative attention; use plain, common, relatable
language

Community

People want to belong to something bigger than themselves; warmth;
camaraderie; the idea matters less than connection; anti-isolation.

Inundation

Attention is a finite resource, it is possible to use up all the oxygen in the
room; does not need to be direct action, may be indirect through proxies
or unaffiliated advocates; data science and publicly available data may

be exploited to more rapidly tailored attention-seeking messages.

The implication of Singer and Brook-
ing’s elements is that a consistent, emo-
tive narrative that authentically evokes
the target audience’s shared cultural his-
tory is likely to outcompete other narra-
tives in a finite attention environment.
It may not necessarily shape behavior,
but it can build a community around a
shared perception of events that is rein-
forced by continual conditioning.

The relationship between con-
sistency and conditioning in order to
increase the probability of behavior is
thoroughly explained by B.E Skinner
in Science and Behavior. At a basic lev-
el, a behavior is a reflex, which itself is
response to a simulus.”* Conditioning
simply replaces the stimulus to trigger
a desired behavior.”® Example stimu-
li include attention or approval, which
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Skinner also calls reinforcers.”® The do-
pamine hits and associated reinforce-
ment that comes with social media
activity is well-documented. These re-
inforcers can be negative (deprivation)
or positive (reward).”” Consistent stim-
uli therefore reinforce any narrative and
associated perceptions of new events.
Conversely, a consistent narrative may
serve as its own stimulus when com-
plemented by the attention or approval
received via social media. This applies
to the operational environment as well.

Consider unsafe maneuvers
in the air and at sea by Russian forces
against US and North Atlantic Treaty
Organization (NATO) assets. In June
2019, Russia first conducted a danger-
ous maneuver against a US spy air-
craft.”® A day later, The US Navy’s Sev-
enth Fleet reported an unsafe maneuver
by a Russian Destroyer against a US
Cruiser.”® Two months later in August,
NATO criticized Russian aircraft for
“act[ing] in an ‘unsafe manner” against
“two Spanish F-18[s]”* These are not
the only events over the last several
years of similar Russian activities. The
harassment appears banal outside of the
associated fear and risk of miscalcula-
tion by the targeted aircrew or sailors.
However, in the event that tensions es-
calate, NATO and US forces in Europe
and the Middle East are also slowly be-
ing conditioned with seemingly benign
stimuli that offer little reaction time if
the expected behavior changes.

Referring back to RAND’s C4ISR
system, conditioning via persistent
unsafe Russian manevuers shapes the
individual perception of operators

and intelligence analysts. Further, by
conducting close encounters across
multiple theaters, it reinforces the per-
ception and desired behavior for the
targeted group (US and NATO forc-
es). Importantly, it does not guarantee
that the same behavior will occur at a
future moment. As Skinner explains,
“a response ... cannot be predicted or
controlled. We can only predict that
similar responses will occur in the fu-
ture” ¢! The probability that inaction by
the pilot or sailor will occur increases
with each reinforcing close encounter.
However, conditioning does not guar-
antee that the stimulus will elicit the
same response at the desired decisive
momment.

Let’s also evaluate Russia’s narra-
tive using Singer and Brooking’s key el-
ements. The close encounters are phys-
ical actions but support a consistent
narrative: foreign forces operating with-
out permisison in the vicinity of Russian
interests will be placed into a high risk
situation by skilled pilots and sailors.
The narrative resonates with President
Putin’s strategic narrative of a resurgent
Novorossiya. Further, it evokes outrage
within the US that gains attention. The
lack of a tactical response by the US
gives the appearance of a strong Rus-
sian military. Finally, it subverts the
narrative that the US is untouchable by
demonstrating the Russian military’s
aptitude. In summary, close encounters
are successful because they comple-
ment the strategic narrative of the Pu-
tin administration, while staying below
the threshold of conflict. Further, the
conditioning is tactically effective, since
it elicits the desired behavior while in-
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creasing the probability that the behav-
ior will occur at a decisive moment. In
short, the events are strategic and tacti-
cal victories for Russian messsage-cen-
tric warfare within the psychological
domain.

Recommendations

1l is not lost. Yes, the US built a

force based on the “war it want-

ed to fight”%> However, there is
opportunity to take two evolutionary
and, potentially, one disruptive step to
better posture the force for Great Pow-
er Competition. First, planners should
invert the relationship between the
JFC’s narrative and mission statement
and adjust its operational objectives
around that construct. Second, the JFC
and his or her Joint Forces Air Compo-
nent Commander (JFACC) should re-
allocate some analytic effort away from
Warden-esque Target Systems Analysis
(TSA) to relevant actor analysis and
tailored message development. Finally,
and most disruptively, the DOD should
consider reshaping the American intel-
ligence orientation away from secrecy
and senior leaders toward transparency
and the public interest.

The joint planning process has
not fully internalized changes to the
conflict continuum and remains fo-
cused on phases. Termination criteria
remain the first requirement identified
within operational design that “must
be met before military operations can
be concluded”” The idea that military
operations conclude is a fallacy. Later,
in reference to the Commander’s Re-
fined Planning Guidance, planners’

are authorized to operate without ter-
mination criteria but may have transi-
tions instead.** Transition criteria likely
works better for maneuvering across the
continuum of conflict. However, joint
doctrine remains focused on the idea
of culmination. In the chapter on oper-
ational art and design, in the section on
phasing, transitions are referred to as a
linear concept that ultimately ends in
the “[restoration of ] the conditions nec-
essary for long-term stability”* There is
no mention of a transition from conflict
to competition or cooperation, let alone
specifics related to transitioning to the
associate military activities.

Much of JP 5-0, Joint Planning, is
framed in establishing and completing
tasks that result in the culmination of
conflict and implicitly military activ-
ities post-conflict. This is clear within
the planning guidance for the mission
statement: “The joint force’s mission is
the task or set of tasks, together with
the purposes, that clearly indicates the
action to be taken and the reason for
doing s0.®® To be clear, it is important
to retain this approach in the event of
crisis action planning. However, in
Great Power Competition, where the
message reigns supreme, it is more im-
portant to develop a strategic narrative
that employs Singer and Brooking’s key
elements. Consider the example of a
mission statement in JP 5-0:

When directed, United States X
Command, in concert with coa-
lition partners, deters Country Y
from coercing its neighbors and
proliferating weapons of mass
destruction in order to maintain
security in the region.”
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The example mission statement, when
evaluated as a narrative, is simple, co-
herent, and relatively consistent, es-
pecially in relation to national strate-
gy and international laws and norms.
However, it lacks emotive language,
does not consider the shared cultural
history of the coalition partners, and
does not emphasize why the commu-
nity matters. It lacks the ability to gain
attention with its banal language. In
short, the mission statement lacks the
efficacy to be successful as strategic nar-
rative. However, the critical takeaway is
not that mission statements are flawed
narratives and should be rewritten as
strategic narratives. Mission statements
and strategic narratives are different

and should be evaluated accordingly.
However, a strategic narrative is more
important during Great Power Com-
petition. Therefore, any mission state-
ments should be subsequently written
to support the message. Today, the Joint
Force plans in the opposite direction.

If the US military is to become
message-centric and begin with a stra-
tegic narrative, it must consider new
operational or tactical objectives to
complement its existing toolkit with-
in JP 3-0. In Hostile Social Manipula-
tion, RAND studied the tactics and
techniques employed by agents in so-
cial media and identified a set of nine
common objectives. Figure 9 reframes
RAND’s objectives in the JEC’s context:

Potential JFC Objectives

e “Improve attitudes toward” US and coalition forces

e “Generate conflict and tension among components of target” military components

o “Intimidate, silence, or render ineffective groups or individuals in” military “who are
opposed to the goals” of US and coalition forces

e “Distract attention, cause confusion”

e “Discredit, destabilize, undermine or promote specific groups, institutions important
to competitive strength of target country”

e “Discredit specific ... leaders [or appointed commanders]” of target country opposed
to US and coalition forces

o Expose illicit or illegitimate activities of governmental or military organizations

¢ Reinforce the truth in global societies

e Spark desired behavior among highly targeted populations or groups (voting, protest)

Figure 9. Derived from RAND’s objectives of social manipulation campaigns.®®

In order to operate in support of ment against EBO: “It assumes a level of

the above objectives, some portion of
the intelligence enterprise must reori-
ent towards relevant actor analysis and
tailored-message development. Refer-
ring back to then-General Mattis” argu-

unachievable predictability [and] ... is
too prescriptive and overengineered [by
discounting] the human dimensions of
war (for example, passion, imagination,
willpower,and unpredictability).”® Con-
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versely, General Mattis acknowledged
the need to retain the ability to “[cre-
ate] unity of action in employing nodal
analysis as it relates to targeting”’® In
short, do not force the same process
on all scenarios. So, while the Warden
approach to analysis against target sys-
tems like IJADS must be retained, the
Joint Force must consider complex sys-
tems like relevant actors.

If the primary weapon in mes-
sage-centric warfare is the narrative,
then intelligence analysts must partner
with cultural subject matter experts,
behavioral scientists, and public affairs
specialists to understand the way the
groups attention will be earned, how
the message will be received, and how
it may or may not reinforce the desired
behavior. Relevant actor analysis should
consider trust relationships between in-
dividuals and within groups. How often
do individuals communicate within the
system? What are the means of commu-
nication? As early as 1995, George Stein
recognized the value of emergent mass
media technologies. He argued, “A ma-
jor new factor in information war is the
worldwide infosphere of television and
broadcast news.””! Today, a majority of
person-to-person engagements, wheth-
er financial or social, occur through
Weibo in China. Culturally, what are
the relevant actor’s norms? In order to
expose a leader’s illicit or illegitimate
activities, it is critical to understand the
way the community perceives those ac-
tivities in the first place.

These and other questions must
be answered by a team performing rel-
evant actor analysis prior to consider-
ing any capabilities to achieve the op-

erational objective. Analysts must also
approach the Joint Integrated Priori-
tized Target List inversely to the current
model. Even in large-scale combat, due
to the long lead-time to develop tai-
lored messages, computer exploits, or
waveforms, these capabilities should be
considered prior to kinetic capabilities.
However, in the case of competition, the
tailored message for prioritized relevant
actors should be considered before any
potential actions are planned.

Once the analysis is complete,
electronic warfare, information oper-
ations, or cyberspace operations offer
potential means to shape the informa-
tion environment favorably for the in-
tended strategic narrative. Again, as
Stein argued, “Information warfare at
the strategic level is the ‘battle off the
battlefield to shape the political context
of the conflict””* This remains the case
across the continuum of conflict today.
To support the JEC’s strategic narrative,
personnel must orient towards these
relevant actors in coordination with
Defense Attaché Offices to develop an
operational design that ultimately sup-
ports the JFC’s message.

Finally, to truly approach the
authenticity required for a strong stra-
tegic narrative, it is time for the DOD
to consider an alternative approach to
intelligence: one that focuses on trans-
parency and public interest over secre-
cy and senior leaders. In late January
2020, General John Hyten, Vice Chair-
man of the Joint Chiefs of Staff, blasted
the execution of the classification pro-
cess within the Pentagon, lamenting
rampant over-classification to the point
of organizational harm.” In Decem-
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ber 2019, Air Force Secretary Barbara
Barrett testified to Congress regarding
space programs that “You would have
to be careful about what we declassify,
but there is much more classified than
what needs to be”; Representative Mike
Rogers concurred.” Representative
Rogers, Secretary Barrett, and General
Hyten are leading in the right direction.

Intelligence classifications are
predicated on protecting the sources
and methods by which the informa-
tion was gathered. To be clear, the US
should not breach this contract with
the intelligence community. Rather, a
comparative study should be done to
evaluate whether the general public
can reasonably assume the technical
means by which collection operations
are executed. For example, if a private
company possesses the capacity to pro-
vide an information-gathering service
to the public, then it can be reasonably
assumed that the government possesses
similar capability or technical means.
When the appropriate threshold is met
and the information can be declassified,
the DOD should take the next step and
provide an open source repository for
trusted media outlets. By focusing on
declassifying as many sources of infor-
mation as possible while not detracting
from national security, the US govern-
ment can employ transparency as a
means to increase its authenticity while
placing the general public closer to the
ground truth.

To support the public further,
the Joint Force can reorient many of
its analysts towards a Bellingcat-style
reporting, leveraging publicly available
information. Bellingcat first burst onto

the scene in mid-2014 with its detailed
analysis of public information, char-
acterizing the downing of Malaysian
Airlines Flight 17 by the Russian gov-
ernment. As Russia sought to deny the
accusations, the Bellingcat team pub-
lished report after report that ultimate-
ly exposed the truth.” Amid tit-for-tat
exchanges between the Russian and
US government that failed to come to
a conclusion, the open source investi-
gative team provided an alternative in-
dependent analysis backed by multiple
sources for public consumption. The
strategic narrative battle is not between
senior leaders, but rather between mul-
tiple relevant actors with different cul-
tural histories. Increasing transparency
and focusing on delivering the truth to
the public in coordination with like-
minded liberal democracies would en-
hance the JFCs’ strategic narratives by
increasing authenticity and discrediting
our competitors by exposing their illicit
gray zone tactics.

Conclusion

he United States does not cur-

rently possess the force or pro-

cesses to fight in the psycholog-
ical domain and deal with the primary
tactics of its competitors in Great Pow-
er Competition. The American lega-
cy strategy under a unipolar world to
maintain the status quo as the global
hegemon is untenable. Great Power
Competition has three key character-
istics: (1) the emergence of alternatives
to the current world order creates a
geopolitical marketplace for rational
actors’ choice; (2) the comparative na-
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tional power between Great Powers
increases the global and national risk
of large scale combat beyond the will-
ingness of decision-makers to transi-
tion from competition to conflict; and
(3) the preceding factors necessitate the
employment of gray zone tactics for
competitors to achieve national policy
objectives without risking conflict.

The Joint Force must modify its
operational approach in accordance
with these characteristics. Great Powers
studied the United States’ way of war
and developed a strategy and tactics
that avoid US strengths and exploit its
vulnerabilities. As a result, US opera-
tions across the continuum of conflict,
specifically military engagement, secu-
rity cooperation, deterrence, crisis re-
sponse, and limited contingency opera-
tions must shift from a systems-centric
approach that is effective on closed-sys-
tems like an Integrated Air Defense
System. Instead, the Joint Force should
adopt a message-centric approach. The
strategic narrative should drive all sub-
sequent actions and adhere to Singer’s
and Brooking’s principles of social me-
dia warfare: narrative, emotion, authen-
ticity, community, and inundation. At
the tactical level, commanders should
be cognizant of physical actions that
simultaneously support a strategic nar-
rative but prepare the psychological

domain for operations. For example,
conditioning operations to shape the
desired behavior prior to conflict.

The Joint Force can take two evo-
lutionary and, potentially, one disruptive
step toward Great Power Competition.
First, it can adjust its current planning
process by constructing a strategic nar-
rative and designing the mission state-
ment and its associated objectives to
support the message. Among those ob-
jectives, joint planners should consider
some identified by the RAND Corpo-
ration in its Hostile Social Manipulation
study. Joint force narratives should be
tailored for relevant actors. As a result,
the Joint Force Commander requires
personnel dedicated to relevant actor
analysis and tailored message develop-
ment. Finally, the Joint Force should
critically evaluate its current intelligence
sources and methods to determine what
can be declassified to ultimately increase
the amount of publicly available infor-
mation to trusted media sources. By
combining open source analysis of pub-
licly available information supported by
newly declassified sources and methods,
the US would be better positioned to
shape the global narrative via authen-
ticity and transparency to counter the
illicit gray zone warfare employed by its
competitors.
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Review of LikeWar: The
Weaponization of Social Media

P. W. Singer and Emerson T. Brooking. LikeWar: The Weaponization
of Social Media. Boston: Mariner Books, Houghton Miftlin Harcourt,
2019. ISBN: 978-0-35-810047-4 (Pbk). 273 pages. $15.99

book vacation albums, glossy Instagram images, live concerts on Snap-

chat, on-demand YouTube entertainment—this is our new digital reality.
Social media has revolutionized our information spaces aimed at connecting the
world’s people through our daily experiences. Most of us, however, know that it
often fails to truly connect us. Instead, this digital frontier has fallen prey to grabs
for virtual influence, brand-building, confrontations, and the viral spread of in-
formation—benign and otherwise. Because of its massive reach, social media has
even become an effective instrument for nation states, and everyone between, to
behave much the same. LikeWar, addressing this sobering reality, is as timely as
it is good. Presenting a research-filled warning to the American public, Singer
and Brooking present the new normal of our digital lives. Using diverse examples
ranging from Taylor Swift to ISIS and Donald Trump to the Arab Spring, LikeWar
explains how the internet, and particularly social media, evolved from a creative
way of connecting people to a means of attacking them.

( ( Social media” It needs no introduction: we are obsessed with it. Face-

Several observations come from the authors’ study of this new digital en-
vironment. First, Singer and Brookings detail how the internet, beginning from
the basements of US universities, enabled social media’s emergence. The internet
alone connects hundreds of millions of people—and will eventually include most
of the world’s population. Information used to travel as far as the courier could
run, the paperboy could pedal, the length of telegraph cable laid, and the miles the
radio waves traveled. Today, the internet shotguns information across continents
in milliseconds, with few and decreasing limitations. Although its development
has been rapid, the internet has stabilized, and will likely continue as a cornerstone
of human life for the foreseeable future.

Secondly, LikeWar notes that social media is not the beacon of hope its de-
velopers designed it to be. Rather, social media is a battlefield. This battlefield does
not have fields and bullets, however. It has chat rooms (and hashtags, and pages,
and forums!) and messages—and just as importantly, winners and losers. Singer
and Brooking explain that the internet is “a platform for achieving the goals of
whichever actor manipulates it most effectively” (261). Victories won on this bat-
tlefield are not limited to eliminating your target. Conversely, belligerents want to
control their enemies through attention, engagement, and allegiance.
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Lastly, this virtual battlefield has erupted across all routines of modern so-
ciety—combatants and civilians alike are caught in this messaging crossfire. Often
happening beneath the surface, many are unaware they’re a part of the fight. These
new battles puree the categories of war and politics so well they’'ve become indis-
tinguishable. Clausewitz claimed war was just an extension of politics; Like War
sees them as the same thing altogether. In LikeWar, there is hardly room for cate-
gorical claims of “war” and “peace” because the war is already happening—it just
looks different.

LikeWar details the realities of these new battlefields through narrative—
stories to pull the reader into the details of social media’s contribution to historical
events. Each chapter begins with a story: from Donald Trump’s resurrected polit-
ical career with help from Twitter; the ability of ISIS, with marginal numbers, to
incite panic and surrender from an entire nation through a massive (and fictitious)
digital army; the internet’s beginnings in the basement of a musty UCLA base-
ment; Mark Zuckerberg’s Harvard dorm room startup now known as Facebook;
and the Russian government’s covert, virtual invasion of American political dia-
logues to sow chaos and division.

For many, LikeWar will be an informative reset—or introduction—to the
realities of social media. This book is for everyone that has a social media account
or knows someone who does. LikeWar is for everyone. Singer and Brooking cre-
ated a special book that blends the feel of pop psychology with the research depth
demanded from a peer-reviewed journal. For this, the authors deserve praise for
appealing to many audiences without losing the importance and depth of their
message. It would be remiss, however, to assume the authors did not have partic-
ular audiences in mind when writing the book. At the book’s conclusion, Like War
makes recommendations for navigating the new digital normal for two primary
audiences: social media executives and lawmakers. The message? To executives—
accept the political and social power your platforms have given you as arbiters
of truth. To governments—take the emerging battlefields seriously; this is not an
issue just for youth.

LikeWar has much more to praise than critique. Yet there is room for im-
provement, namely in the book’s proposed solutions to the issues we face. In fair-
ness, the aim of the work was not to offer a “fix” for problems, but its recom-
mendations were imprecise and even weak. Given the exhaustive research on the
topic, there are few like Springer and Brooking available to offer credible insight to
leaders across government and industry. However, Like War hesitates to explicitly
offer policy suggestions. There are some, like information literacy programs for
our youth, but many suggestions fall short of actions we can take today. The pol-
icy-changing potential of the book is already strong; it would have been more so
with sharper, direct policy considerations.
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Nevertheless, the positives far outweigh the few areas of improvement. Like-
War spends nearly a third of its weight in bibliography. In a world given to sensa-
tionalism, the diligence required to produce a work of this merit is refreshing and
gives the reader confidence in its message. Better yet, the research is engaging and
sustains the reader to the end. Many texts cover a subject in great detail but fall
short in telling a story as captivating as Like War.

In summary, LikeWar analyzes and comments on arguably the most im-
portant global security threat of our day: the internet, social media, and their wea-
ponization. Singer and Brooking leave behind a punch to the jawlines of Ameri-
cans and world citizens alike, operating under the ignorant assumption that their
online worlds are safe. People—nations—are fighting. The solution? I am not sure
anyone knows. But in the meantime, lets take a lesson from social media and
“share” this book with our friends.

Austin Gouldsmith
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Review of Messing with the Enemy: Surviving
in a Social Media World of Hackers,
Terrorists, Russians, and Fake News

Clint Watts (2019). Messing with the Enemy: Surviving in a Social
Media World of Hackers, Terrorists, Russians, and Fake News. New
York: HarperCollins. ISBN: 978-0-06-279599-1 (Hbk), 978-0-06-
295649-1 (Ebk). 314 pages. $16.99 (Hbk)

and an interconnected world in enabling and preventing terrorism and pro-

paganda. Watts does not shy away from sharing his personal experiences with
the reader, which makes “Messing with the Enemy” accessible to a wide audience
from laypeople hoping to understand the effects of Russian troll farms to intelli-
gence and influence operations professionals seeking a summary of past and re-
cent events. Combining professional expertise with a thoroughly researched topic
leads to a very readable and informative account of how psychological warfare has
evolved in a social media world.

I s social media helpful or harmful? Clint Watts explores the role of social media

Social media allows people from all over the world to connect, to share
their thoughts, and it is now a main news source for people throughout the world.
While this interconnectedness has its benefits, Watts highlights how social media
is used to manipulate people’s beliefs and actions. He describes how Islamic ex-
tremist organizations have been using social media to “radicalize, recruit, oper-
ate, finance, train, and direct” through websites like Facebook, Twitter, and You-
tube since these sites first emerged. Social media boosted al-Qaeda’s recruiting,
a Jihadi blog called Inspire called for violence across the world, and al-Shabaab
utilized Twitter to mobilize a younger audience. While the U.S. intelligence com-
munity once had the advantage in understanding extremist Islamic groups, social
media rapidly allowed anyone to gain insight into how terrorists thought and
communicated.

Watts also discusses Russia’s utilization of social media to influence people
through an exploration of Russia’s history beginning with traditional media to the
rise of the Kremlin’s social media use. Russian troll farms, with quotas on social
media posts and comments, certainly played an unwanted role in the 2016 elec-
tion. Hacking was used to get information, which was then strategically leaked in
order to achieve specific effects. The author does not claim to know the extent of
the effects of Russia's meddling had on the United States, but, like Robert Mueller’s
July 2019 testimony, warns of Russia’s previous and continued meddling in U.S.
elections and politics.
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Messing with the Enemy focuses primarily on how people came to rely on
social media as a source of information and how this has backfired when people
believe, repeat, and act on propaganda. While the majority of the book details the
history of influence through social media, the true meat of the book comes in the
last few chapters, with Watts’s discussion on why messaging is so effective, the fu-
ture of influence, and his advice on surviving in a social media world.

War is constantly changing, and the war of ideas is facilitated through social
media. The author addresses some of the reasons the United States cannot com-
pete with Russia’s efforts in influence operations—heavy-handed oversight, a lack
of ownership of the messages, and a betrayal of U.S. ideals. Influence operations
cannot be used on an American audience, but this line blurs with such open ac-
cess to social media. How do we determine who the potential audience of a mes-
sage is? Watts contends that the U.S. government has not been able to determine
who has responsibility for messaging, so no entity has responsibility over counter
propaganda. Within the military, influence operations tends to be split between
public affairs, information operations, and psychological operations (PSYOP). If
the United States used the same tactics as Russia, our American values would be
eroded. Without upholding those values, the U.S. would lose credibility on the
world stage.

While Watts acknowledges that he may sound pessimistic, he attempts to
propose a way forward. One suggestion involves placing more responsibility on
social media sites to vet news, perhaps in the form of “Information Consumer Re-
ports”. Unfortunately, while Facebook News claims to be vetting news sources in
the way Watts envisioned, the site immediately faced criticism for including sites
like Breitbart as trusted news sources. For corporations, he recommends protect-
ing against propaganda just as thoroughly as they protect against hacking. For the
individual, Watts has a few suggestions for self-inoculation towards susceptibility
to fake news. Instead of blocking trolls or people who disagree, expose yourself
to how others think. Try to understand why they think the way they do, and ask
under what conditions an idea would be wrong. Analyze sources through deter-
mining their competency, motivation, product, and process. Lastly, reduce social
media time. This last suggestion should not come as a surprise — study after study
shows how an excess of social media time leads to people being less satisfied, less
connected, and, as Watts proclaims, less informed.

Overall, Messing with the Enemy blends Clint Watts’ personal experience in
social media influence operations against terrorist organizations with analysis of
the history, tactics, and successes of adversaries like Russia or extremist organiza-
tions. This discussion is rounded out with his perspective on the current U.S. and
global situation as well as his thoughts and predictions for the future. The primary
shortcoming of this book was the lack of detailed analysis into the psychology of
why some types of fake news are so successful while others lag behind. Howev-
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er, the final chapters on “surviving in a social media world of hackers, terrorists,
Russians, and fake news” are pithy, thought provoking, and not to be missed. As
asymmetric conflict moves swiftly into the information theater, Watts’s writing on
the subject is timely and informative.

Sarah Soffer

157






Global Security and Intelligence Studies « Volume 5, Number 1 « Spring / Summer 2020

Review of The Conduct of Intelligence in
Democracies: Processes, Practices and Cultural

Florina Cristiana Matei and Carolyn Halladay, eds. The Conduct of
Intelligence in Democracies: Processes, Practices and Cultural. London:
Routledge Lynne Reinner Publishers, 2019. ISBN: 9781626378216.
278 pages. $45.00 (hardcover)

editors Florina Cristiana Matei and Carolyn Halladay fill a gap in intelligence

literature, that of a comparative study between international intelligence prac-
tices. In their words, they seek “to provide readers with international views on the
role and place of (effective) intelligence in a democratic milieu” (xi). There are of
course challenges in achieving such an objective when the subject matter they are
investigating is by its very nature composed of classified information and secret
operations. The authors offer a wide range of case studies from various regions
including Africa, Asia, Eastern Europe, and Latin America.

In The Conduct of Intelligence in Democracies: Processes, Practices and Cultural,

Both seasoned intelligence professionals and early stage academics alike
will find this text a compelling study of intelligence work in democratic society.
The forward is written by University of Leicester Head of Director of Politics and
International Relations Professor Mark Phythian. In noting the timely relevance
of this text, he explains that “intelligence has to be about more than improving
professional practice ... because [conducting intelligence] raises fundamental
questions about the relationships between state and citizen, openness and secrecy,
accountability and deniability, inward and outward focus, and the legitimate aims
and limits of intelligence in a democratic context” (vii).

The authors provide in-depth analyses of the relationship between demo-
cratically elected leaders and agency operations, the role of intelligence led policing,
the psychological relationships among political, geographical, and agency culture,
and the effect that culture has on achieving intelligence objectives. Of particular
interest to this issue of Global Security and Intelligence Studies, and a strength in
this compilation of insightful essays, is the authors™ application of psychological
theory to themes threaded throughout this comparative study of intelligence.

For example, in Chapter 1, the editors lay a firm foundation upon which the
rest of book is built; of interest here, they list three challenges to the intelligence
processes in democracies: 1) external actors that may threaten national security,
2) internal policy constraints that prevent cooperation between agencies, and 3)
inherent human psychological limitations. The authors emphasize a simple but
often overlooked human factor: the role of cognitive and deductive ability. They
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list polarized objectives that can frustrate judgment calls. Some of these include
“intelligence priorities (averting crime versus fighting terrorism), interests (objec-
tivity versus policy influence and persuasion), and needs (the need to know versus
the need to share, centralization versus decentralization of agencies)” (8).

The authors explain that the degree of weight given to either end of these di-
chotomous objectives is determined by the culture of the agency’s parent political
psychology. Since the goal of much international intelligence is to movie nations
towards a status of consolidated democracy, even after conversion, the past legacy
of former intelligence structures cannot be ignored. Typically, two paths are taken:
the new intelligence agency is built directly upon the old (as in Czechia, Poland,
Uruguay, etc.) or there is a splitting of new and old agencies (as in Romania, Ar-
gentina, South Korea, etc.). In either case, residual practices can “perpetrate mis-
trust” and even create what Frank Church, for whom the Church Committee was
named (later called the Senate Select Committee on Intelligence), called “rogue
elephants” (15).

Chapter 14 is written by Irena Chiru of the National Security Academy and
is titled “National Security Cultures.” It starts with a quote by Colin S. Gray, Profes-
sor of International Relations and Strategic Studies at University of Reading: “All
strategic behavior is affected by humans who cannot help but be cultural agents”
(213). The national-political culture and the agency-specific culture can direct-
ly impact our capabilities. Expanding on Gray’s observation, Chiru explains that
“cultural variables are perceived as significant factors in understanding, explain-
ing, and predicting the way intelligence is organized, performed, and perceived
[and help in] explaining the role and impact of myths, symbols, social norms, his-
tory, nature of organizations, narrative, perceptions, and the (political) psychology
of social actors” (213).

Chiru calls intelligence culture “strategic culture” and claims that in engag-
ing in a degree of self-reflection, intelligence failures can be better understood and
managed. Joanisval Brito Gongalves, Federal Consultant and Professor on Inter-
national Affairs in Brazil, in his chapter titled “Counterintelligence,” echoes the
importance of understanding the connection between intelligence culture and op-
eration failure when it triggers counterintelligence investigations. Gongalves uses
the example of Brazil, and discusses how intelligence failures can be caused by
criminal organizations that infiltrate law enforcement, corrupting its culture.

As noted above, Chiru focuses on the impact of myths and social norms
both on internal and external processes. She explains that after the retraction of
communism, and to a degree its governing and intelligence infrastructure, there
was vacuum that needed to be filled. This vacuum was filled with both pre-Soviet
cultural ideologies but also with what came to be known as the “western savior”
concept. Romania faced an almost complete reform of both “political and social
structures” (221). There had to be a shift in the social perception of the security
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sector and this was effectively done using language, by implementing a new vocab-
ulary in the culture, according to Chiru. This book is filled with similarly instruc-
tive examples offered by well-informed contributors.

Content-wise, in the end there is an intelligence-and-democratic dilemma
that grows from the need for secrecy in intelligence work and for transparency
and accountability in democratic systems. Intelligence agencies must function as
small bureaucratic entities within the larger democratic bureaucratic system. The
authors in this book do right in highlighting the critical importance of finding a
balance in communication with politicians that is transparent to the extent that
sensitive information is protected.

As the editors write, “The function of intelligence involves two processes
that may be separate or intertwined: inductively solving a puzzle, understood as a
mosaic, the shape of which is by and large known and which could be solved with
certainty through accessing a specific type of data or information” (5). In order
for information to be used strategically as intelligence, it needs to be controlled.
Doing this while retaining public trust is the democratic ideal.

Joel Wickwire
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Westphalia Press

Issues in Maritime Cyber Security Edited by Nicole K. Drum-
hiller, Fred S. Roberts, Joseph DiRenzo III and Fred S. Roberts

While there is literature about the maritime transportation sys-
tem, and about cyber security, to date there is very little literature
on this converging area. This pioneering book is beneficial to a va-
riety of audiences looking at risk analysis, national security, cyber
threats, or maritime policy.

The Death Penalty in the Caribbean: Perspectives from the Police
Edited by Wendell C. Wallace PhD

Two controversial topics, policing and the death penalty, are skillfully
interwoven into one book in order to respond to this lacuna in the
region. The book carries you through a disparate range of emotions,
thoughts, frustrations, successes and views as espoused by police
leaders throughout the Caribbean

Middle East Reviews: Second Edition

Edited by Mohammed M. Aman PhD and Mary Jo Aman MLIS
The book brings together reviews of books published on the Mid-
dle East and North Africa. It is a valuable addition to Middle East
literature, and will provide an informative read for experts and
non-experts on the MENA countries.

Unworkable Conservatism: Small Government,

Freemarkets, and Impracticality by Max J. Skidmore
Unworkable Conservatism looks at what passes these days for
“conservative” principles—small government, low taxes, minimal
regulation—and demonstrates that they are not feasible under
modern conditions.

The Politics of Impeachment

Edited by Margaret Tseng

This edited volume addresses the increased political nature of
impeachment. It is meant to be a wide overview of impeachment
on the federal and state level, including: the politics of bringing
impeachment articles forward, the politicized impeachment pro-
ceedings, the political nature of how one conducts oneself during
the proceedings and the political fallout afterwards.



Demand the Impossible: Essays in History as Activism
Edited by Nathan Wuertenberg and William Horne

Demand the Impossible asks scholars what they can do to help
solve present-day crises. The twelve essays in this volume draw in-
spiration from present-day activists. They examine the role of his-
tory in shaping ongoing debates over monuments, racism, clean
energy, health care, poverty, and the Democratic Party.

International or Local Ownership?: Security Sector
Development in Post-Independent Kosovo
by Dr. Florian Qehaja

International or Local Ownership? contributes to the debate on
the concept of local ownership in post-conflict settings, and dis-
cussions on international relations, peacebuilding, security and
development studies.

Donald J. Trump’s Presidency: International Perspectives
Edited by John Dixon and Max J. Skidmore

President Donald J. Trump’s foreign policy rhetoric and actions
become more understandable by reference to his personality
traits, his worldview, and his view of the world. As such, his for-
eign policy emphasis was on American isolationism and econom-
ic nationalism.

Ongoing Issues in Georgian Policy and Public Administration
Edited by Bonnie Stabile and Nino Ghonghadze

Thriving democracy and representative government depend upon
a well functioning civil service, rich civic life and economic suc-
cess. Georgia has been considered a top performer among coun-
tries in South Eastern Europe seeking to establish themselves in
the post-Soviet era.

Poverty in America: Urban and Rural Inequality and

Deprivation in the 21st Century

Edited by Max J. Skidmore

Poverty in America too often goes unnoticed, and disregarded. This

perhaps results from Americas general level of prosperity along with

a fairly widespread notion that conditions inevitably are better in the

USA than elsewhere. Political rhetoric frequently enforces such an
erroneous notion.
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